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Abstract—Cloud computing is emerging as a promising IT
paradigm. Many challenges are still hanging ahead for the
Cloud tojump into the maturity stage. Thus, security is deemed
as a main challenge. In this paper, we develop the performance
of intrusion detection solutions (IDS) by analyzing ther
performance in ter ms of recognition, security and capacity. The
main aim of our work isto help engineerstoimplement adequate
solution (IDS) depending on the security levels of cloud
computing. Our proposed method is based on two-stage. The
first stage consists on studying the needed requirements of IDS
solution in cloud computing. The second stage classifies security
attacks based on four levels. The classification identifies attacks
that we should treated with the fitting solution.
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Security; IDS;

|. INTRODUCTION

Cloud Computing provide computing as a utilityshifts
Computing from being a mere product to becomeliyutke
electricity, water, and telephony.

From time to another, computing is becoming ubast
(all is needed is a socket) and the payment methadpay-
per-use one, i.e., the consumer pays for only ieatised
exactly like electricity, water and telephone exqEmn
However, a couple of challenges are still posedadlier the
technology to reach the maturity stage, e.g., psivand
security.

Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model

1=not significant 5=very significant)

Security

Performance

Avallabllity

Hard to integrate with in-house IT

Not enough abllity to customize

Worried on-demand will COst more
Bringing back In-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

0% 10% 20% 0%  40%
% responding 4 or 5

50% 60% T0%  80%

Source” INC [marmpnse Panal, August 2003 n=244

Figure 1. Challenges/issues ascribed to the Cloud compuBngrge: IDC
report 2008)
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In this work, we address the security aspect inualo
computing to find efficient solutions to protecisttkind of
environment. Moreover, by solving the issue of séguhe
usage of Cloud Computing area will grow quickly.

We believe that security issues in cloud computing
related at first to intrusion attacks. Vulneralilgroblems in
cloud computing security systems are inherent d¢isdlgn
from not detecting unwanted users. In this paperanalyze
intrusion attacks from the performance point viBgcause,
in Cloud Computing the security solutions take iatwount
not only the completeness of the security algorithuh also
other constraints such as: Resource Pooling, Rapsdicity,
Measured Service, On-demand self-service and bretebrk
access [1].

If the relationship between the technical secwsdiution
and the needed security performance is identifeatly ethe
resulting approach could be powerful.

The proposed approach in this article focus on this
relationship by using a performance oriented amalytthe
security issues in cloud computing.

First, we start by identifying the needed requireta®f a
security system in cloud computing area. The rigult
requirements are analyzed at first from a perfogagiint of
view.

Our approach introduces a new level-classification
structure to organize security solutions from endérto
internal treatments. We use classification to arelgxisting
security solutions into four levels.

These classifications will help security engindatsr in
the task of defining adequate security architecforethe
corresponding Cloud Computing environment. Thereby,
engineers will be able to propose the correct nrespao
security attacks.

Finally, we will apply our proposed method in trentext
of IDS attacks as a case study.

Il. OVERVIEW OF TWO-STAGE APPROACHNETWORK

The first stage consists of providing a performance
oriented analysis to describe and identify the adeskcurity
requirements and performances of a Cloud Computing
environment.



At this stage, we define indicators and performance TABLE I. SECURITY ASPECT CLOUD COMPUTING
metrics of security taking into account the requieats of the

cloud-computing environment. Cloud Characteristic Security Aspect[3]

This stage gives engineers of security the presitgaiand Resourcepooling | Secure Virtualization, . .
indicators related to cloud computing environmentface Flexibility of adapting the security solution, =~ _
Inai - p g - . High rate of dettection of anomalies and intrusiong
Then, it helps them aware of the security levet #fall be VM, Storage problems
taken into account according to the characterisfitse faced Rapid elasticity Multi-tenancy,
cloud Computing environment. Computational cost and complexity of securjty

) ) solution method have to be low.

The second stage concerns the evaluation of tferatit Capability to protect and analyze the high speafittr
security techniques and solutions related to theeeted Measured service | Service Level Agreement, .
performance. The resulting evaluation is based loa t — gXtef‘S'bﬂ"W T”Ad Shared tResF’O”S'b'“ty

HA H H T H n-deman - ervice Level Agreement,
H]eatment.? Cllassllflc?tlo? TeChawsm.hOdhelp e&%@d)ﬁ_lld service Extensibility and Shared Responsibility,
e SQCUI’I y levels o So_u Ions. e_W' _emon . eu | Ity Capability to include the detection meccanism | of
of using levels analysis mechanism in Intrusion edtbn attacks and intrusions in real time.
context. Thereby, the security engineer could chdbe best | Broad network access | Heterogeneity,
intrusion security solutions from many options. Outsourcing,
capability of secuity solution to detect all typek
attacks and intrusion related to différents platf@nd
profils.
I1l. PERFORMANCEANALYSIS IN CLOUD ENVIRONMENT— Based on this table we will develop the key perfamge
STAGE ONE indicators to analyze and measure the satisfactosgcurity

requirements. Furthermore, we analyze the degiestiiely
We have studied the main characteristic of clouddr negatively) of impact of a security solutionsthre cloud-
computing environment in comparison with a classitwork.  computing environment such as the ability to de&ttztcks,
We found five main features/characteristics [2] amjing  processing performance and integrating heterogsneou
directly the security performance: Resource PoolRapid  solutions. The table below illustrates an example o
elasticity, Measured Service, On-demand self-senand  performance metrics.

Broad Network Access.
TABLE II. PERFORMANCE METRICS

Resource poolingrhe provider's computing resources are
pooled to serve multiple consumers using a mukditémodel Performance | Metrics Security Solutions
with different physical and virtual resources dyzatly
assigned and reassigned according to consumer deman
Examples of resources include storage, processirg)ory,
network bandwidth, and virtual machines.

Category Features Features Values

The key performance and the impact analyses will be
Rapid elasticityCapabilities can be rapidly and elastically presented with details in the case study section.

provisioned in some cases automatically to quiskigie out; Y,

and rapidly released to quickly scale in. To thestmner, the '

capabilities available for provisioning often appe¢a be

unlimited and can be purchased in any quantityatiane.

CLoUD COMPUTING CLASSIFICATION LEVELS—
STAGE TWO

) _ The second stage of our approach is based on the
Measured serviceCloud systems automatically control jgentification of a new structure of security cifisation. Our
and optimize resource usage by leveraging a meteringpproach completes the classical cloud computingtsire

capability at some level of abstraction appropriatéhe type  pased on three layers: laaS, PaaS and SaaS [4].
of service (e.g., storage, processing, bandwidthctive user

accounts). « Software as a service (SaaS): is any application or
. . software that is running on the platform of theudo
On-demand self-serviceA consumer can unilaterally provider, it is a service with access by permissian
provision computing capabilities such as s.erverejupmd access you can use a light client (for example: web
network storage as needed automatically withoutiireg browser) to send data a receive results. In additie
human interaction with a service provider. consumer has limited authority because he has the
Broad network acces€apabilities are available over the right to set up certain parameters so that it f@s n
network and accessed through standard mechanisats th knowledge on the infrastructure used by the provide
promote use by heterogeneous thin or thick clidmifgrms of the cloud.
(€.g., mobile phones, laptops, and PDAs) as welbtasr +  Platform as a service (PaaS): in this service model
traditional or cloud-based software services. the service provider provides basic accessories,
The table below illustrates the relation betweeoud! which includes the operating system, network,
features/characteristic and the security issuegelto each servers, and development tools that allow different

one. users this service to develop their applications.

* Infrastructure as a service (laaS): in cases where
user of cloud computing has developed its own
applications and he needs just to the hardware
infrastructure to deploy. The service provider cffe



a complete infrastructure on demand with different

components (processors, network, storage, etc.)

Our classification organize all security attacksdzhon
their sensitivity levels in a cloud computing netiw¢see
Fig.2).

Attack from Outside
Level 1
Level 2
Level 3
Level 4 Attack to Inside

Figure 2. Levelsof security concerns

Level 1: in Frontend of cloud architecturEront-end is the
side that is visible for the client, customer oe thser. It
includes the client’'s computer system or netwogt th used
for accessing the cloud system. Different Cloud @otimg

system has different user interfaces. At this lethed security
will focuses on protection of application levelffia

Level 2: in Backend of cloud architectuiBack-end is the
side used by the service provider. It includesotagiservers,
computers, data storage systems etc. that buitgsttter the
cloud of computing services. This system can ireldifferent
types of computer programs. The security will fe=zion
protection of traffic inter-VM and inter-Server.

Level 3: in Hypervisor for virtualization leverhe hypervisor
supports hardware-level virtualization on bare-indéevices

like CPU, memory, disk and network interfaces. The
hypervisor software sits directly between the ptaisi

hardware and the OS. This virtualization layeeferred to as
either the VMM (Virtual Machine Monitor) or the hgpvisor.

In this level, security should be focused in in#-traffic and
face to intrusions and attacks go at bare-metatds(CPU,
memory, disk and network interface...).

Level 4: in each Virtual MachineA VM was originally
defined by Popek and Goldberg as "an efficient|ated
duplicate of a real machine". A virtual machine yides a
complete system platform which supports the exenubf a
complete operating system (OS) and Applicationsthis
level, security will focuses on the protection aghiattacks
specifically related to this VM environment asdidtin the
beginning of the article.

The table 3 gives a classification of security lsy®er Cloud
level. The table also gives information about thpeeted
intrusions attacks corresponding to each level [5].

TABLE III. CLASSIFICATION OF SECURITY LEVELS IN CLOUD

COMPUTING

Architecture Performance Type of attacks and intrusions
levels Classificatio
n
Level1:in a) External intrusion
Frontend of b) Attempted break-ins, which are
cloud detected by a typical behavigr
architecture profiles or violations of security
({é Q constraints.
= ﬁ c) Malicious use, which is detected
by a typical behavior profiles)
violations of security constraintsg,
or use of special privileges.
Level 2 :in a) Internal intrusion
Backend of b) Masquerade attacks, which are
cloud detected by a typical behavior
o | n architecture profiles or violations of security
S| 8 constraints.
i c) Flooding attack :DoS & DDoS
d) Port scanning: provides list qf
open ports.
Level 3:in a) Penetration of the security
Hypervisor control system, which arg¢
for detected by monitoring fo
virtualization specific patterns of activity.
‘ﬁ ‘S’g level b)  Attacks on virtual machine (VM
Z |l a or hypervisor: Through thesg
attacks, hackers can be able |to
compromise installed-hypervisqr
to gain control over the host.
Level 4 :in a) Leakage, which is detected by|a
each Virtual typical use of system resources.
Machine b) Denial of service, which ig
‘ﬁ ‘S’g %) detected by a typical use of
2| a ﬁ system resources.
c) Insider attack: Disclose of
modify information intentionally

We can conclude through the table 3 that compréens
security solution in the cloud computing must cdasithe
needs of different levels from 1 to 4 in cloud catipg.

V.

A. Introduction to IDS solution

1)

THE TWO STAGE APPROACH FOR INTRUSION
DETECTION SYSTEM(IDS) SOLUTION

IDS

Intrusion detection systems are software or hardwar

systems that automates the process of monitoriagvtients
occurring in a computer system or network, analyaem for
malicious activities or policy violations and prads reports
to a management station [6].

This system includes a set of information usedetect
intrusions in a kind of knowledge base attackegfaample the
configuration information of the current systemtgsaand
information audit of writing events that occur te tsystem.

An IDS is composed of several components [7]:

* Sensors which generate security events.

+ Console to monitor events and alerts and contml th

Sensaors.



« Central Engine that records events logged by th®©ther techniques of detectionThere are many soft
sensors in a database and uses a system of rulescimmputing techniques such as Artificial Neural Nebrk
generate alerts from security events received. (ANN) (Han and Kamber, 2006), Fuzzy logic (Han and

Kamber, 2006), Association rule mining, Support dec

Machine (SVM) ((Han and Kamber, 2006), Genetic

Signature based detectionSignature based intrusion Algorithm (GA) (Dhanalakshmi and Ramesh Babu, 2Q08;

detection technique can be used to detect knovaclatit  2004), etc. that can be used to improve detectionracy and

identifies intrusion by matching captured pattenwgh  efficiency of signature based IDS or anomaly détedbased

preconfigured knowledge base. It can be used edgihfeont-  IDS [5].

end of Cloud to detect external intrusions or atkband of B. Performance Analysis of IDS — Stage One

Cloud to detect external/internal intrusions [5]. - . . _
] ) o We detail in the following section for each IDShaijues
Anomaly detectionAnomaly (or behavioral) detection is |isteq in table 4 some performances related toctietein term

concerned with identifying events that appear t0 bt performance of detection, recogniton and analys
anomalous with respect to normal system behavioondaly capacity.

based approach involves the collection of dataingldo the
behavior of legitimate users over a period of tieueqd then
apply statistical tests to the observed behaviohjchv
determines whether that behavior is legitimateair5].

2) Technique of IDS solution

1) Criteria and metrics performances of IDS solution

Metrics and performances characteristics of a nurobe
techniques and methods of IDS solution are numendsan
be defined in several ways according to the coimt&rand
conditions environments where IDS is installed.

TABLE IV. CRITERIA AND METRICS PERFORMANCES OFDS TECHNIQUES
IDStechnique
T1 T2 T3 T4 T5 T6 T7 T8
Signature Anomaly Artificial Fuzy Association | Support Genetic Hybrid
based detection neural logic rule based vector algorithm techniques
Category Metric | detection network based IDS | IDS machine (GA)
(snort-based (ANN) based (SVM) based | based IDS
IDS/traditio IDS IDS
nal algo
matching)
Recognition Dr Medium High Medium High Medium High Medium | High
capability Fp High Low Medium Low+ Low Low+ Medium | Low
Fa High Low Medium Low Low Low Medium Low
Da Low High High Medium | Medium High High High
Detection Cc Medium High High High Medium Medium Medium High+
Performance Ak |1 0 0 0 1 0 0 1
Au 0 1 1 1 0 1 1 1
Ru High High+ Medium Medium | Medium Low Medium High
CX 0 1 1 1 1 1 1 1
Zerglormance Hs-Pd | High Medium | Medium Medium | Medium Medium Medium | Medium
nalysis
Hs-Pa | Low Medium Medium Medium | Medium Medium Medium Medium
Hv-Pd | High Medium Medium Medium | Medium Medium Medium Medium
Hv-Pa | Low Medium | Medium Medium | Medium Medium Medium | Medium

Below a short description of the performances and
characteristics and metrics according to our amrodahe
metrics are grouped according to the following gaties:

occurs in the target network. For best performance,
Dr Rate should be high [8].

e Detection Accuracy (Da) is the rate to have an
accuracy of detection of the anomaly and like
whatever the detected anomaly really is an anomaly.
For best performance, Da Rate should be high.

« False Positive (Fp) is an error in judgment of a
detection of an abnormality that is not. For best
performance, the Fp value should be low [8].

Recognisation capability Categorythe ability of the
technique or method of IDS to provide a good redagn
mechanisms of security in the network or at the @ridts. In
this category, we can define the following metrics:

e Detection Rate (Dr) is the rate of correctly detegt
the abnormality compared to the total anomaly



« False Alarm (Fa) is the generation rate of falsenal e High-speed traffic (Hs) which consists in the dili
of an abnormality that is not. For best performance to analyze a high value traffic over time and we ca
the Fp value should be low [8]. measure this metric by Dropped packet rate (Hs-Pd)

We give the values High, Medium and Low for eacltrioe and by pacl_<et rates a”_a'yz_ed (Hs-Pd). B
included in this category to evaluate each IDS w@ibf our * Heavy traffic (Hv), which involves the ability to
comparative study. analyze heavy traffic and we can measure this metri
as the Dropped packet rate (Hs-Pd) and packet rates

We can also add both (Ak) and (Au) characteristidhis analyzed (Hs-Pd) [9].

category which respectively represent the capadcithe IDS

method to detect a known attack (valeurl ‘ory &nd the With these two metrics, the performance will depend
ability to detect an unknown attack (valeur1 0o’ the rate: if the rate of dropped packets is smathe rate of
The detection performance categdakes into account the the analyzed packets is large.

complexity of the treatment process, the cost oﬁplqtation 2) Levels Analysis of IDS Solutions — Stage Two
and the performance of the resources used. Ircétegory,

we can define the following metrics: Based on the results of the performance analysigstve

.+ Computational cost (Cc) is the cost calculationc@n Propose a new kind of architecture based orletres
f';maly5|s proposed by our approach. The levels sisadlyive

ngineers to organize the location of different Kafutions in
he cloud by consider the following conditions:

processing of the detection method. For bes
performance, we always try to have a low cost o
computing.

« Complexity (Cx) represents the complexity of the
method used from the functions used (linear or non-
linear, structured data and unstructured ...).dtor
comparative study, we give the values '1' if it is
complicated if not '0".

« Resource use (Ru) is the resource consumption rates
for the implementation of these techniques in terms
of CPU load, memory ... the best performance of the
IDS technique lies in the optimization of resource
consumption. For our comparative study, we give
the values '1'if there are fewer consumable ressur
otherwise the value '0'.

At Frontend levelwe can place the IDS1 type use
as a combination of technical IDS T1 and T3
because the traffic is less. At this level, theurszd
performance is related to kind of recognition for
high protection against external attacks. Alsoitsl
not require a high value of the analysis perforneanc
since the traffic is not voluminous.

« At Backend levelthe traffic is heavy as it may be
some inter-server traffic. At this level we put the
IDS2 type using IDS solutions T1, T4 and T6. This
site requires a high-performance analysis and an
important traffic criteria Hv-Pd and Hv-Pa. The

IDS2 must also have a high-performance detection

The evaluation of the performance of these IDS ough performance category essentially minimizing the

can _aIso b_e basgd on the traffic ana_IyS|s capakilacross execution time of the techniques used and the
multiple dimensions. We then define thgerformance

analysis categorpy taking measures the following metrics: resources consumed.



External Network

I

I

Frontend
T

Backend IDS2 | | Backend IDS2 |
Hardware/server Hardware/server

Virtualization Layer Hypervisor IDS3 Hypervisor IDS3

OS/App OS/App 0S/App OS/App| OS/App OS/App

Virtual Machines cee
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Figure 3. Classification of different IDS solutions in Cloadmputing

At the hypervisor levethe IDS3 will analyze inter- At the end of this work, engineers can identify thght
VM traffic and at the same time the contents of thesolution of the security problems in the contextctdud

hypervisor. It shall be composed of T6 and T7 IDScomputing. They will be sure that there architeetsatisfy

techniques because this level requires a higr?Oth security and the performance concerns.

performance detection and security. VI. CONCLUSION
At virtual machines levelwe will place the type
IDS4 as host-IDS. We choose to use T2 or T4 In this work, we tried to detail our approach basad

techniques to have a high performance in terms ofVo Important steps: stating th_e requirements .rrdaem‘ea
. security system in cloud computing. And then préagrfour
accuracy detection.

levels which classify security attacks. We appliedn our

The matrix below resume the level analysis prooétS  @pproach to IDS attacks.

solution. The matrix show the corresponding lewel dach

Our future contribution will focus on detailing the

solution. process of matching requirements to architecturéss cloud
environment. We will looking in next work to theauation
TABLE V. SOLUTION AND IDS TECHNIQUES MATRIX of the performance of our approach.
TL[T2[T3[T4[T5[ 716 [ 17
L1 [ IDSL | o °
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L2 | IDS2 | o ° °
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The most used IDS techniques are those listeaimegktrix
below. The comparative study are based on criseigh as the
best rate of intrusion detection and accuracy dédaling
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