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1- L’infraction d’accés frauduleux a un systeme de traitement automatisé de données se
caractérise par le simple fait de pénétrer, sans droit ni autorisation, dans tout ou partie d’un
systéme informatique, indépendamment de la survenance d’un dommage. Le législateur a
ainsi entendu protéger le systéme en tant que tel, en érigeant I’accés non autorisé en infraction
autonome, qualifiée de délit formel, dés lors que I’katteinte a la sécurité du systéme est
réalisée par le comportement méme de 1’auteur, Corinne Robaczewski, Atteinte aux systémes
de traitement automatisé de données, Jurisclasseur pénal code, N 4, LexisNexis, paris, 2013.
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Summary:

This dissertation aims to analyze the legal framework for protecting
information systems through an approach that combines international
conventions and national legislations, in light of the rapidly growing cyber
threats and the expanding scope of cybercrimes that have come to undermine
national security, economic stability, and the integrity of vital digital
infrastructures. The study is grounded in a central research question: To what
extent do international conventions and national legislations contribute to
the protection of information systems, and how sufficient and effective are
they in addressing the evolving challenges of information security?

The study adopts both the analytical legal method and the comparative
method, conducting an in-depth examination of the Budapest Convention, the
Arab Convention on Combating Cybercrime, and other relevant international
standards, in addition to analyzing a set of national legislations with diverse legal
backgrounds, such as those of Algeria, Saudi Arabia, Jordan, and the United
Arab Emirates.
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The findings reveal that the international framework, despite its
importance, still suffers from limited adoption and weak compliance, and
requires substantial development that takes into account emerging risks related
to data, information, and targeted attacks on critical infrastructures. The study
also shows that most national legislations focus primarily on criminalization
without providing an integrated system for prevention and incident
management. Furthermore, the research highlights an institutional deficiency
manifested in weak coordination among competent authorities and a shortage of
specialized technical and judicial expertise.






