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Abstract

It's honestly disappointing how much public money gets wasted on poor deals
especially in developing countries like Algeria . In some cases, around 20 to 25
percent of government budgets just vanish, mainly due to corruption. While
governments are aware of the problem and have taken steps to use public funds
more wisely, challenges remain. One popular solution has been e-procurement
using digital tools to manage public buying more fairly and efficiently. But even
with these systems in place, corruption and human error still manage to sneak in.
That’s why Blockchain technology is getting so much attention. It's not just a
buzzword it actually offers a way to make systems more secure, transparent, and
hard to manipulate. Because everything on the Blockchain is traceable and can't be
altered, it creates trust. In our research, we looked at how Blockchain could
improve government procurement processes, especially in selecting suppliers. The
goal 1s to make everything clearer, more accountable, and harder to exploit.
Keywords: public procurement, e-procurement, corruption, blockchain, smart
contracts.
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Introduction

Public procurement, the way governments buy goods, services, and infrastructure, is one of the
biggest drivers of public spending, often accounting for 12-20% of a country’s GDP (Gross
Domestic Product). But despite its scale and importance, procurement systems are often
inefficient, opaque, and prone to corruption. These issues can lead to wasted resources, unfair
competition, and a lack of public trust.

Blockchain technology offers a new way forward. Known for powering cryptocurrencies,
blockchain has grown into a powerful tool for transparency and accountability. With features like
distributed ledgers, smart contracts, and cryptographic security, it’s well-suited to solve many of
the problems that plague procurement, like hidden decisions, tampered bids, and unreliable
audits.

This thesis explores how blockchain can improve public procurement. It proposes a blockchain-
based system designed to make procurement processes more trustworthy, auditable, and efficient.
The approach combines theory, technical design, and real-world case studies.

The document is structured into four chapters:

e Chapter 1 lays out the basics of blockchain, how it works, what makes it secure, and how
different consensus mechanisms compare.

e Chapter 2 examines current procurement frameworks, common challenges, and where
existing digital platforms fall short.

e Chapter 3 proposes a blockchain-powered model for handling bids, evaluations, and
contract execution with smart contracts and a permissioned ledger.

o Chapter 4 walks through a working prototype built with Solidity and MetaMask,
simulating tender cycles and evaluating the system’s performance.

The goal is to show that blockchain isn’t just a theoretical fix, it can actually work in practice.
With the right design and gradual adoption, it has the potential to make public procurement more
transparent, fair, and resilient.
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Chapter 1: Blockchain

Introduction

Blockchain is a groundbreaking technology that has transformed the way we think about data,
trust, and transactions. At its core, blockchain is a decentralized and distributed digital ledger that
records transactions across multiple computers in a secure and transparent manner. Unlike
traditional systems, where a central authority manages the data, blockchain operates on a peer-to-
peer network, ensuring that no single entity has full control. This decentralized structure,
combined with cryptographic security, makes blockchain immutable and tamper-proof, fostering
trust among participants without the need for intermediaries.

Why is Blockchain Important?

The significance of blockchain extends far beyond its origins in cryptocurrency. It has become a
key enabler of innovation across a wide range of industries:

e Finance: Blockchain underpins cryptocurrencies like Bitcoin and Ethereum, enabling
fast, borderless, and low-cost financial transactions. It also powers decentralized finance
(DeFi) platforms, which provide financial services without intermediaries.

o Healthcare: Patient records can be securely stored and shared using blockchain, ensuring
data integrity while protecting sensitive information from unauthorized access.

e Supply Chain and Logistics: Blockchain enhances transparency by enabling real-time
tracking of goods, ensuring authenticity, and reducing fraud.

o Public Administration: From digital voting to transparent procurement systems,
blockchain has the potential to revolutionize how governments operate, promoting
accountability and reducing corruption.

o Intellectual Property and Entertainment: Artists, creators, and developers can use
blockchain to establish ownership and monetize their work directly, without
intermediaries.

This versatility and potential for disruption make blockchain one of the most significant
technological advancements of the 21st century.

Chapter Objectives

The goal of this chapter is to provide a comprehensive yet accessible overview of blockchain
technology. We will:

1. Explore the origins and evolution of blockchain, from its inception with Bitcoin to its
current applications in various sectors.

2. Break down the fundamental principles of blockchain, including its structure, operation,
and key features such as decentralization, transparency, and immutability.

3. Examine the different types of blockchains, public, private, and hybrid, and their use
cases.
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4. Highlight real-world applications of blockchain technology to demonstrate its
transformative potential.

5. Address the challenges and limitations of blockchain, setting the stage for a deeper dive
into its application in public procurement in subsequent chapters.

By the end of this chapter, readers will have a solid understanding of blockchain's foundational
concepts, enabling them to grasp its relevance and its potential to address complex challenges,
particularly in the realm of public procurement.

1. History and Evolution of Blockchain

1.1. Origins of Blockchain

The concept of blockchain first emerged in 2008 with the release of the Bitcoin whitepaper[44],
titled “Bitcoin: A Peer-to-Peer Electronic Cash System”, authored by the pseudonymous creator
Satoshi Nakamoto. This whitepaper introduced the revolutionary idea of a decentralized digital
currency system, where transactions could be conducted directly between parties without the
need for a trusted intermediary, such as a bank.

At the heart of Bitcoin's success was the blockchain, a distributed and immutable ledger that
securely recorded all transactions. The key innovations of this first-generation blockchain
included:

o Decentralization: Transactions were verified by a network of nodes (computers) rather
than a central authority.

e Consensus mechanism: Bitcoin utilized Proof of Work (PoW) to validate and secure
transactions through a computationally intensive process called mining.

o Immutability: Once a transaction was recorded on the blockchain, it could not be altered,
ensuring trust and transparency.

This initial application of blockchain focused solely on creating a secure, decentralized currency,
but it laid the foundation for broader use cases.

1.2. Evolution to Blockchain 2.0 and 3.0

The limitations of the first-generation blockchain, such as its narrow focus on cryptocurrency,
paved the way for the development of more advanced iterations.

Blockchain 2.0: The Rise of Smart Contracts

In 2015, Ethereum, created by Vitalik Buterin [45], introduced the concept of smart contracts,
self-executing contracts with predefined rules encoded directly into the blockchain. This
innovation transformed blockchain from being merely a ledger for transactions to a platform
capable of executing programmable agreements . Ethereum opened the door to decentralized
applications (DApps) across a wide range of industries, including:
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o Decentralized Finance (DeFi): Platforms enabling services like lending, borrowing, and
trading without intermediaries.

o Tokenization: Issuance of tokens representing assets like real estate, art, or shares in a
company.

Blockchain 3.0: Towards Scalability and Sustainability
The third generation of blockchain focuses on addressing challenges such as scalability, energy
efficiency, and interoperability. Key advancements include:

o Scalable solutions: Layer 2 technologies like the Lightning Network and sidechains
enable faster and cheaper transactions.

o Consensus innovations: Alternatives to Proof of Work, such as Proof of Stake (PoS),
significantly reduce energy consumption [1]. Ethereum’s transition to Ethereum 2.0 is a
prime example of this evolution.

o New use cases: Beyond cryptocurrencies and smart contracts, Blockchain 3.0 has spurred
innovations in decentralized identity systems, supply chain traceability, and the emerging
Metaverse.

This evolution has made blockchain a versatile tool, capable of addressing complex challenges
far beyond its original scope. Figure 1 illustrates the progression of blockchain technology
through its various versions, highlighting how each phase introduced new capabilities and
expanded its potential applications.

Industry
- Smart City
- Ene
 Intornet of Th ings
- Manufacturing
- -.Agri?ullure
Decentralised Applications
- Electronic Voting
- Health Care
- Identity and Access Control Systems
- Notary Systems
Smart Contracts - Supply Chain
- Ethereum
- Hyperledger
- Codius

Figure 1: Blockchain versions

1.3. Major Milestones and Current Trends
The history of blockchain is marked by several milestones that highlight its growing adoption and

impact:
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e 2017: Initial Coin Offerings (ICOs)
Blockchain technology became a popular fundraising mechanism, with ICOs raising
billions of dollars for blockchain-based projects. However, this period also saw significant
regulatory scrutiny due to fraud and speculative bubbles.

e 2018-2020: Corporate Adoption
Companies like IBM, Microsoft, and JPMorgan began exploring private blockchains for
enterprise applications, such as supply chain management and cross-border payments.

e 2020-Present: DeFi and NFTs
The DeFi boom marked a significant milestone for decentralized finance, with billions of
dollars locked in smart contracts for lending, borrowing, and staking. Simultaneously,
Non-Fungible Tokens (NFTs) revolutionized the way digital art and collectibles are
created, traded, and owned.

e Government Adoption
Countries are increasingly exploring blockchain for governance. For example:

o China: Development of the Digital Yuan and integration of blockchain into its
economic planning.

o Estonia: Pioneering e-governance with blockchain-based digital identity systems.
o El Salvador: Adoption of Bitcoin as legal tender.

o Emerging Trends
Blockchain continues to evolve, with trends like:

o Green blockchains: Reducing the environmental impact through energy-efficient
consensus mechanisms.

o Interoperability: Creating systems where multiple blockchains can interact
seamlessly (e.g., Polkadot, Cosmos).

o Decentralized Autonomous Organizations (DAOs): Democratizing decision-
making in organizations through blockchain technology.

These milestones demonstrate how blockchain has progressed from a niche technology to a
cornerstone of innovation, shaping the future of industries worldwide.

2. Fundamental Principles of Blockchain

2.1 Structure of a Blockchain

In addition to its historical development, blockchain technology can also be understood through
its layered architecture. This model breaks down the system into several functional layers from
the foundational data layer to the application layer each responsible for specific tasks such as
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data integrity, network communication, consensus, incentives, and execution of smart contracts.
The following diagram provides a detailed overview of these layers and their key components.

- Multi-node data Decentralized
Application layer Y e
consensus application application
Smart contract layer EVM Script code DAFPP
Incentive layer Incentives IssLum‘g All?can_on
...... ism
Caonsensus layer POW POS DPOS PBFT
Network layer P2P network Bmadc?st ﬁuthent:clatwn
mechanism mechanism
Data Hash Asymmetric
structure function encryption
Data layer
Merkle root D igital
signature

Figure 2 : Schematic diagram of the blockchain technology system

Structure of a Block
Each block in a blockchain comprises three main components:

1. Header: Contains metadata about the block, including:
o Timestamp: Records the exact time the block was created.

o Previous Block Hash: A cryptographic link to the hash of the preceding block,
ensuring continuity in the chain.

o Nonce: A number used during the mining process to generate the correct hash
value.

o Merkle Root: A hash that summarizes all the transactions within the block,
enabling efficient and secure verification.

2. Data/Transactions: This section includes the actual information being stored in the
block, such as transaction details, smart contract execution, or other types of records.

3. Hash: A unique identifier (fingerprint) of the block, generated using a cryptographic hash
function (e.g., SHA-256 for Bitcoin).
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Chaining of Blocks

Hash Hash Hash

AN AN
N N

M| Hash of Previous Block ™ Hash of Previous Block ™ Hash of Previous Block | |-+
Data (Transactions) Data (Transactions) Data (Transactions)
Block 1 Block 2 Block 3

Figure 3 : Simplified-diagram-of-a-blockchain

The blocks are cryptographically linked using their hashes (see figure 3 ). Each block contains
the hash of the previous block in its header. If any data in a block is altered, its hash changes,
breaking the chain. This mechanism ensures:

o Immutability: Once added, blocks cannot be modified without affecting the entire chain.

o Integrity: The chain remains intact as long as the hashes match sequentially.
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2.2 How Blockchain Works

|

I I

" Initiating the Transalction
:E}vnu Message from User LIU Wallet
| InitiateTransaction() _ '

i} i
Sync Message from Wallet to Node
' I

1

SendTransactionData() i

"Validate Transaction"()

y

=

Sync Message from Node to Blockchain
!

I

T

1

|

!

Transaction Validation and bropagation
I

:\mnd;m-,- Transaction
Validate Transaction

I

L

| Transaction Validation Result

I

1 Transaction Validation Result
!

Propagate Transaction

| Propagate Transaction

Transaction Propagation Confirmation
Transaction Propagation Confirmation

Figure 4 : Sequence Diagram of a Transaction (Validation and Propagation)

1 1
Broadcast New Block from Blockchain to Node
+ "Broadcast New Block"() ._:_

Verify Block Validity from Nodg t¢ Blockchain
"Verify Block Validity" ()

lock Confirmation from Blockphgin to Node
Block Confirmation

~

ransaction Finalized from Node to Ug

Transaction Finalized '

L

Figure 5 : Sequence Diagram of a Transaction (Confirmation and Finalization)

Decentralized Consensus
In traditional financial systems, a central authority, such as a bank, verifies and records
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transactions. Blockchain, however, eliminates the need for a central authority by relying on a
decentralized network of participants who work together to validate transactions. This is achieved
through consensus mechanisms, which ensure that all participants (nodes) in the network agree
on a single, consistent version of the ledger.

Different blockchains use various consensus mechanisms depending on their objectives, such as
security, transaction speed, energy efficiency, or decentralization. The most widely used
mechanisms are as follows:

Proof of Work (PoW)

Proof of Work is the first and most widely recognized consensus mechanism, introduced by
Bitcoin in 2009. It relies on miners, who are network participants that compete to solve complex
cryptographic puzzles. The first miner to solve the puzzle earns the right to add a new block to
the blockchain and is rewarded with newly minted cryptocurrency.

Mechanism:

e Miners use computational power to solve a mathematical problem known as a hash
puzzle.

e The first miner to find the correct solution broadcasts it to the network.

e Other nodes verify the solution before adding the new block to the chain [2].

Advantages:

o High security, as altering past transactions would require an impractical amount of
computing power.
o Fully decentralized, allowing open participation.

Limitations:

o High energy consumption due to the continuous computational effort required.
o Lower transaction throughput compared to alternative consensus mechanisms.

Examples of Use: Bitcoin, Ethereum (before Ethereum 2.0), Litecoin.
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Here is a figure that displays this model of consensus algorithm concept :
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Proof of Stake (PoS)

Proof of Stake was introduced as an alternative to PoW to improve energy efficiency. Instead of
relying on computational power, PoS selects validators based on the amount of cryptocurrency
they hold and are willing to “stake” as collateral.

Mechanism:

o Participants lock up a certain amount of cryptocurrency in a smart contract.

o The network selects a validator at random, with a higher stake increasing the chances of
selection [3].

e The chosen validator confirms transactions and adds a new block.

Advantages:

o Lower energy consumption compared to PoW, as it does not require intensive
computation.
o Faster transaction validation times and lower transaction fees.

Limitations:

o Greater influence of wealthier participants, as those with larger stakes have a higher
probability of being selected.

e Some PoS models may be susceptible to the “nothing-at-stake” problem, where validators
attempt to approve multiple conflicting transactions

Here is a figure that displays this model of consensus algorithm concept:
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Figure 7: The working mechanism of the proof of stake consensus algorithm

Examples of Use: Ethereum 2.0, Cardano, Polkadot, Solana.
Proof of Authority (PoA)

Proof of Authority is a consensus mechanism that prioritizes efficiency and speed over
decentralization. Unlike PoW and PoS, where validators are chosen based on computational
work or financial stake, PoA relies on pre-approved validators. It is commonly used in private
or consortium blockchains where trust among participants is established [4].

Mechanism:

e A limited number of validators are selected based on their credibility and trustworthiness.
e Validators take turns verifying and adding new blocks.
» Since there is no competition, transactions are processed quickly and efficiently.

Advantages:

o High transaction speed due to the absence of competitive validation.
e Reduced computational and financial costs.

Limitations:

o Increased centralization, as only a small number of entities control block validation.
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o Lower resistance to censorship compared to PoW and PoS.
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Figure 8: Proof of authority PoA consensus mechanism

Examples of Use: VeChain, Corda, private Ethereum-based blockchains.

Proof of Space-Time (PoST)

Proof of Space-Time, also referred to as Proof of Capacity or Proof of Storage, introduces an
alternative approach to transaction validation by leveraging storage space instead of
computational power. In this model, network participants allocate unused storage capacity to
support the blockchain.

Mechanism:

o Users dedicate a portion of their hard drive space to store cryptographic data, which
functions as proof of their commitment to the network.

o The probability of being selected as a validator increases with the amount of storage
allocated.

e Validation is periodically verified over time to ensure continued participation.

Advantages:

o Significantly lower energy consumption compared to PoW, making it a more sustainable
alternative.

o Utilizes existing storage resources, reducing the dependency on specialized mining
hardware.
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Limitations:

e Requires large amounts of storage space, which may create barriers to entry.
o Potential risk of centralization if a small number of entities control the majority of storage

resources.

Here is a figure that displays this model of consensus algorithm concept :
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Examples of Use: Chia Network, Filecoin.
Consensus Core Idea Used In / Main Main
Algorithm Examples Advantages Drawbacks
Proof of Work | Miners solve Bitcoin, High security, | High energy
(PoW) puzzles with Litecoin decentralized use, slow
computational throughput
power
Proof of Stake | Validators are | Ethereum 2.0, | Energy Wealth-based
(PoS) chosen based Cardano, efficient, faster | influence,
on staked coins | Solana than PoW possible
'nothing at
stake' issue
Delegated Stakeholders EOS, TRON, Fast, scalable Centralization
Proof of Stake | vote for Steem risk through
(DPoS) delegates who delegate
validate blocks selection
Proof of A small set of | VeChain, Fast, low cost | Not
Authority approved Corda, private decentralized,
(PoA) validators lower trust in

211 83



Ethereum permissioned
chains environments
Proof of Space | Validators Burstcoin Energy- Requires large
(PoSpace) allocate disk efficient disk storage
space instead
of computing
Proof of Space- | Builds on Chia, Filecoin | Very low Centralization
Time (PoST) PoSpace, energy use risk via large
verifies storage farms
continued
storage over
time
Proof of Trusted Hyperledger Energy Requires
Elapsed Time | hardware Sawtooth efficient, fair trusted
(PoET) determines random hardware, less
block selection decentralized
producers
Proof of Burn | Coins are Slimcoin, No need for Burning assets
(PoB) 'burned' to gain | Counterparty hardware, is wasteful
mining rights incentivizes
long-term
commitment
Proof of Hybrid: PoW Decred Combines PoW | Still needs
Activity (PoA) | then PoS for security with mining
validation PoS efficiency | hardware
Proof of Measures a NEM Promotes Complex
Importance user’s network active and calculation of
(Pol) importance valuable importance
participation
Practical Agreement Hyperledger Fast, final Not scalable
Byzantine through Fabric, consensus beyond a
Fault Tolerance | message Tendermint certain number
(PBFT) exchanges of nodes
Federated Nodes choose | Stellar, Ripple | High speed, Relies on trust
Byzantine trusted quorum low energy assumptions,
Agreement slices possible cartel
(FBA) risk
Directed Transactions IOTA (Tangle), | Scalable, fast, | Complex
Acyclic Graph | confirm Nano no miners consensus
(DAG) previous ones logic, still
experimental
Hybrid Mix of two or | Decred, Flexible, tries | Complex to
Consensus more methods | Kadena to balance implement and
trade-offs govern

Tableau 1: Overview of Blockchain Consensus Mechanisms

Peer-to-Peer Network

Blockchain operates on a decentralized, peer-to-peer (P2P) network, where nodes (participants)

share responsibility for maintaining the ledger.
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o Full Nodes: Store the entire blockchain and validate transactions and blocks.

o Light Nodes: Store only a portion of the blockchain, relying on full nodes for
verification.

e Mining Nodes: Compete to validate transactions and create new blocks (in PoW
systems).

In this distributed system, all nodes communicate to ensure consistency and prevent double-
spending or fraudulent transactions.

2.3 Core Advantages of Blockchain
Transparency and Immutability
o Transparency: Every transaction is recorded on a public or permissioned ledger,

accessible to all participants. This openness fosters trust and accountability, particularly in
applications like public procurement and supply chain management.

o Immutability: Once a block is validated and added to the chain, its data cannot be altered
without consensus from the majority of nodes. This feature prevents fraud and
unauthorized changes, making blockchain ideal for applications requiring data integrity,
such as healthcare and financial systems.

Security and Cryptography
Blockchain leverages advanced cryptographic techniques to ensure data security and user
privacy:

1. Hash Functions: Algorithms like SHA-256 create unique and irreversible fingerprints for
data. Any change in the input alters the hash, ensuring data integrity.

2. Public and Private Keys: These cryptographic tools enable secure communication and
authentication:

o Public Key: Shared with others for encrypting data or verifying transactions.
o Private Key: Kept secret by the user to decrypt data or authorize transactions.

3. Digital Signatures: A combination of hashing and public/private keys that verify the
authenticity and integrity of messages or transactions.

Through these mechanisms, blockchain achieves a level of security that is highly resistant to
hacking or unauthorized access, making it a trusted tool for sensitive applications.
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2.4 Additional Key Terms in Blockchain

Cloud Mining

Cloud mining allows users to rent mining hardware or processing
power from data centers instead of owning physical equipment. This
approach makes mining more accessible for those who lack the
resources or technical expertise to set up and maintain mining rigs.
Users typically pay a subscription fee and receive a share of the
mining rewards.

Exchange

A cryptocurrency exchange is a platform where users can trade
digital currencies for other assets, including fiat money (e.g., USD,
EUR) or other cryptocurrencies. These platforms often act as
intermediaries, facilitating the buying, selling, and storage of crypto
assets.

Mining Farm

A mining farm is a large-scale facility dedicated to cryptocurrency
mining, housing numerous mining rigs (specialized computers)
that work together to solve complex algorithms. These facilities
require significant resources, such as electricity and cooling
systems, to operate efficiently.

Mining Hardware

This refers to the physical equipment used for mining
cryptocurrencies. It includes general-purpose devices like
GPUs (Graphics Processing Units) and specialized hardware
like ASICs (Application-Specific Integrated Circuits) designed
specifically for mining.

. ASIC (Application-Specific Integrated Circuit)

ASICs are highly specialized hardware devices optimized for
performing a single task, such as mining specific cryptocurrencies.
They are much more efficient than GPUs but are limited to mining
specific algorithms (e.g., Bitcoin’s SHA-256).
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6. Pool
A mining pool is a collective group of miners who

‘
N

combine their computational resources to solve blocks
more quickly. Rewards are distributed proportionally
based on each participant’s contribution to the mining

effort. Pools make mining accessible to individual
miners with limited resources.

7. Halving
Halving refers to the programmed reduction in mining rewards that
occurs in certain cryptocurrencies, such as Bitcoin, roughly every four !
years. For example, if the reward for mining a block was 12.5 BTC, it
would reduce to 6.25 BTC after a halving event. This mechanism is

designed to control inflation and limit the total supply of coins.

8. Crypto Wallet
A crypto wallet is a digital tool that allows users to securely store, send,
and receive cryptocurrencies. Wallets can be:

o Hot wallets: Connected to the internet, such as mobile apps or
web wallets.

o Cold wallets: Offline storage devices like hardware wallets or

paper wallets, offering enhanced security.

9. Analysis
Blockchain analysis involves examining blockchain data to gain
insights into transaction patterns, network activity, or trends. It is ;
widely used for forensic purposes, compliance, and optimizing )
blockchain applications. I Ill ‘ l

3. Types of Blockchains

Blockchain technology can be categorized into three main types based on the level of
accessibility and control: public, private, and hybrid/consortium blockchains. Each type has
unique characteristics, making it suitable for different use cases.

3.1 Public Blockchains

A public blockchain is a decentralized and open network accessible to anyone. It operates without

a central authority, relying on consensus mechanisms to validate transactions.

Examples:
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e Bitcoin: The first and most well-known public blockchain, designed for peer-to-peer
digital currency transactions.

o Ethereum: A versatile platform for deploying decentralized applications (DApps) and
smart contracts.

Advantages:

o Transparency: Transactions are visible to all participants, ensuring trust and
accountability.

e Decentralization: No single entity controls the network, reducing the risk of censorship.

e Security: Robust consensus mechanisms (e.g., Proof of Work or Proof of Stake) and
cryptographic techniques make public blockchains highly secure.

Disadvantages:

o Scalability Issues: High transaction volumes can lead to slower processing times and
increased fees.

e Energy Consumption: Proof of Work systems consume significant energy, raising
environmental concerns.

3.2 Private Blockchains

A private blockchain is a restricted network where access is limited to authorized participants. It
is typically managed by a single organization or group.

Examples:

o Hyperledger: An open-source blockchain framework designed for enterprise use cases,
such as supply chain management and financial services [5].

e Corda: A blockchain platform tailored for businesses, with a focus on privacy and
interoperability.

Advantages:
e Control: Organizations maintain full control over the network and its participants.

o Efficiency: Fewer participants and a controlled environment allow for faster transaction
processing.

o Privacy: Sensitive data is protected, as access is restricted to trusted entities.
Disadvantages:

o Limited Decentralization: Since control is centralized, it may not provide the same level
of trust and transparency as public blockchains.

e Trust Dependency: Participants must trust the central authority managing the network.
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3.3 Hybrid/Consortium Blockchains

Hybrid or consortium blockchains combine features of both public and private blockchains. They
allow for customizable levels of decentralization and access control.

Examples:

* Ripple: A blockchain designed for financial institutions, facilitating cross-border
payments with high efficiency and security.

e Energy Web Chain: A blockchain tailored for the energy sector, combining public
transparency with private access for energy companies.

Advantages:
o Flexibility: Organizations can define which data is public and which is private.

e Scalability and Efficiency: Combines the speed of private blockchains with the trust of
public ones.

o Collaboration: Facilitates cooperation among multiple entities in a secure and transparent
manner.

Disadvantages:
o Complexity: Setting up and maintaining a hybrid blockchain can be more challenging.

o Centralization Risks: In some cases, certain aspects may still depend on centralized
control.

3.4 Comparison of Blockchain Types

The following table highlights the key differences between public, private, and hybrid/consortium
blockchains:

Feature Public Blockchain Private Hybrid/Consortium
Blockchain Blockchain

Accessibility Open to anyone Restricted to Combination of public and
authorized private access
participants

Decentralizatio  Fully decentralized Centralized Partially decentralized

n

Transaction Slower due to high Faster due to fewer Moderate, depending on

Speed network activity participants configuration

Transparency Fully transparent Limited Customizable transparency
transparency

Security High, secured by High, controlled by Balanced, with flexible

consensus mechanisms the central security configurations

authority
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Use Cases Cryptocurrencies, Enterprise Inter-organizational

public services solutions, supply collaboration, financial
chains networks

Tableau 2: Comparison of Blockchain Types

4. Applications of Blockchain

Blockchain technology has evolved beyond its initial use in cryptocurrencies and is now being

applied across various domains, addressing challenges and offering innovative solutions. This
section highlights existing applications and explores its potential in public procurement,

transitioning into the core topic of this thesis.

4.1 Existing Applications

1. Finance

Blockchain has revolutionized the financial sector, providing secure, transparent, and
decentralized systems for managing money and transactions.

Cryptocurrencies: Digital currencies like Bitcoin and Ethereum allow for peer-to-peer
transactions without intermediaries.

Cross-border Payments: Blockchain reduces the cost and time required for international
money transfers. Platforms like Ripple and Stellar excel in this domain.

Decentralized Finance (DeFi): DeFi platforms provide financial services (lending,
borrowing, trading) without relying on traditional banks, democratizing access to
financial tools.

2. Healthcare
Blockchain enhances data management and security in the healthcare sector:

Patient Data Management: Ensures secure and interoperable sharing of medical records
while maintaining patient privacy. Projects like MedRec aim to improve healthcare
efficiency.

Drug Traceability: Tracks the production and distribution of pharmaceuticals to combat
counterfeit drugs.

3. Logistics
In supply chain management, blockchain provides transparency and traceability:

Product Tracking: Each step in a product’s journey, from raw material to final delivery,
can be recorded on the blockchain. Companies like IBM and Maersk have implemented
blockchain-based solutions for global shipping [6].

Fraud Prevention: Verifies the authenticity of products, reducing counterfeiting in
industries such as luxury goods and food production.
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4. Governance and Administration
Blockchain is being used to enhance transparency and efficiency in government operations:

o Electronic Voting: Provides secure and tamper-proof voting systems, ensuring trust in
electoral processes [7].

o Land Registry: Digitizes and secures land ownership records, reducing disputes and
corruption. For example, the government of Georgia has adopted blockchain for property
registration.

4.2 Potential in Public Procurement

Public procurement, the process by which governments acquire goods and services, is often
plagued by inefficiency, corruption, and lack of transparency. Blockchain technology has the
potential to address these challenges and transform the sector in several ways:

1. Transparency

Blockchain’s immutable ledger ensures that every transaction and decision made in the
procurement process is recorded and visible to all stakeholders. This transparency reduces
opportunities for corruption, favoritism, or mismanagement.

2. Accountability
Smart contracts can automate and enforce procurement rules, ensuring compliance with
regulations. For instance:

o Contracts can release payments automatically once conditions are met.
e Deadlines and deliverables are tracked without manual intervention, minimizing delays.

3. Auditability
Blockchain’s traceability enables real-time auditing of procurement processes. Authorities can
track the flow of funds, monitor contract execution, and identify irregularities early.

4. Combatting Corruption
Blockchain can significantly reduce corruption by:

e Eliminating middlemen and manual record-keeping, which are common sources of fraud.

e Providing a tamper-proof record of bids, awards, and transactions, ensuring fair
competition.

5. Inclusive Participation

Blockchain-based procurement platforms can open opportunities for smaller businesses by
creating a level playing field. Transparent bidding processes and reduced administrative barriers
encourage wider participation.

Conclusion

The integration of blockchain into public procurement systems could lead to significant
improvements in efficiency, fairness, and trust. By addressing key challenges such as corruption
and inefficiency, blockchain offers a transformative solution that aligns with the goals of modern
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governance. This concept will be further explored in subsequent chapters, focusing on the design
and implementation of a blockchain-based solution for transparent public procurement.

5. Challenges and Limitations of Blockchain

Despite its transformative potential, blockchain technology faces several challenges and
limitations that hinder its widespread adoption. This section highlights the key issues associated
with scalability, energy consumption, regulatory barriers, and centralization risks.

5.1 Scalability

One of the most significant challenges for blockchain technology is scalability, or the ability to
handle an increasing number of transactions efficiently.

o Issue:
Public blockchains like Bitcoin and Ethereum (prior to Ethereum 2.0) often experience
congestion during periods of high activity. For example, Bitcoin can process
approximately 7 transactions per second (TPS), while Ethereum averages 15-30 TPS,
compared to traditional payment systems like Visa, which can handle over 24,000 TPS

[8].
o Impacts:

o Slower transaction speeds lead to delays in processing payments or executing
smart contracts.

o Higher transaction fees discourage smaller participants from using the network.
e Solutions:

o Layer 2 Solutions: Technologies like the Lightning Network (Bitcoin) or
Optimistic Rollups (Ethereum) aim to process transactions off-chain to reduce
network congestion.

o Sharding: Implemented in Ethereum 2.0, sharding splits the blockchain into
smaller, manageable pieces to distribute transaction processing.

5.2 Energy Consumption
Blockchain networks that rely on Proof of Work (PoW) consensus mechanisms are criticized for

their high energy requirements.

o Issue:
Mining Bitcoin, for instance, consumes more energy annually than many small countries.
The vast computational power required for PoW leads to environmental concerns.

o Impacts:

o Increases the carbon footprint of blockchain operations.
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o Makes blockchain unsustainable in the long term if alternative solutions are not
adopted.

¢ Solutions:

o Transition to Proof of Stake (PoS): PoS drastically reduces energy consumption
by replacing computational work with stake-based validation. Ethereum's shift to
PoS has cut its energy use by over 99% [9].

o Green Blockchains: Emerging blockchains like Algorand and Tezos focus on eco-
friendly operations by minimizing energy requirements.

5.3 Regulatory and Legislative Adoption

The integration of blockchain into existing legal and regulatory frameworks is complex and
inconsistent across regions.

o Issue:
Governments and institutions face challenges in adapting laws to accommodate
blockchain technology, especially in areas like cryptocurrencies and smart contracts.

e Impacts:

o Slows down innovation and adoption of blockchain-based solutions.

o Creates uncertainty for businesses and investors operating in the blockchain space.
e Solutions:

o Clear Regulations: Countries like Switzerland and Singapore have developed
blockchain-friendly regulations, fostering innovation.

o International Collaboration: Coordinated efforts between nations can create
standardized frameworks for blockchain adoption.

5.4 Risks of Centralization

Although blockchain is designed to be decentralized, certain practices can lead to partial
centralization.

o Issue:

o Mining Pools: In PoW blockchains, mining pools that control significant hash
power can dominate the network, creating potential risks of 51% attacks.

o Private Blockchains: Centralized control in private blockchains undermines the
core principle of decentralization, making them susceptible to manipulation.

o Impacts:

o Reduces trust in the network, particularly for public blockchains.
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o Concentrates decision-making power in the hands of a few entities.
e Solutions:
o Encourage the use of decentralized mining techniques and distributed validation.

o Promote hybrid blockchains that balance decentralization with operational control.

Conclusion

In this chapter, we explored the foundational aspects of blockchain technology, starting with its
definition and historical evolution. We examined the basic principles that govern blockchain,
including its structure, functioning, and fundamental advantages such as transparency, security,
and immutability. The various types of blockchains, public, private, and hybrid, were detailed,
along with their unique characteristics and use cases. Additionally, we delved into the wide-
ranging applications of blockchain across finance, healthcare, logistics, and governance, setting
the stage for understanding its transformative potential. Finally, we discussed the challenges and
limitations that must be addressed to maximize the technology’s effectiveness.

Understanding blockchain is crucial not only to appreciate its current impact but also to innovate
solutions tailored to specific problems. In the context of this thesis, this knowledge forms the
foundation for envisioning a transparent and efficient system for managing public procurement.
By leveraging blockchain's features, it becomes possible to address critical issues such as
corruption, inefficiency, and lack of accountability in this domain.

In the next chapter, we will focus on the subject of this thesis, public procurement management,
and explore the existing challenges within this field. This discussion will highlight the
opportunities for blockchain integration, laying the groundwork for proposing and modeling a
blockchain-based solution.
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Chapter 2: Using Blockchain for Transparent
Management of Public Procurements

Introduction

Public procurement refers to the process by which governments and public institutions
acquire goods, services, and infrastructure necessary to fulfill their responsibilities. It plays a
central role in national economies and public service delivery. On a global scale, public
procurement accounts for nearly 13 trillion dollars annually, making it one of the largest areas
of public sector expenditure[10]. In OECD (Organisation for Economic Co-operation and
Development) countries, it represents around 13% of GDP (Gross Domestic Product) and
roughly a third of total government spending[11]. In Africa, governments spend more than 50
billion dollars each year on public contracts, which amounts to nearly half of the continent’s
imports[12].

In Algeria, the public procurement sector is just as crucial, contributing to more than
20% of the national GDP [46]. It funds essential projects in infrastructure, healthcare,
education, and more. However, like many countries, Algeria faces recurring issues such as
cumbersome administrative processes, opaque procedures, and a general lack of
transparency. These factors often lead to delays, increased costs, and erosion of public trust in
the system.

Across the globe, corruption in public procurement continues to be a widespread concern.
The OECD estimates that up to 25% of procurement budgets may be lost to fraud, bribery, or
favoritism[13]. Even in relatively transparent environments, inefficiencies persist due to manual
procedures and outdated digital infrastructures, which limit accountability and make oversight
more difficult.

In this chapter, we examine how public procurement systems operate, explore the
challenges they face, and investigate how blockchain could bring transparency, trust, and
efficiency into the process. This foundation sets the stage for designing and implementing a
blockchain-based solution adapted to the needs of modern procurement systems, especially in
developing contexts.
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1. Understanding Public Procurement

1.1. Definition of Public Procurement

Public procurement refers to the process by which governments and public institutions acquire
goods, services, and infrastructure to fulfill their responsibilities and serve the public. It includes
everything from purchasing office supplies to constructing roads, schools, and hospitals.
According to the World Bank, public procurement can account for up to 20% of a country’s GDP,
making it one of the most significant areas of public expenditure [14].

1.2 Stakeholders in Public Procurement
Public procurement involves a wide range of stakeholders, each playing a specific role
throughout the procurement lifecycle:

- Government Entities: Ministries, municipalities, and public agencies initiate and manage
procurement processes.

- Suppliers and Contractors: These are private sector businesses that provide goods, services, or
execute public works.

- Regulatory Bodies: Institutions like national audit offices or procurement authorities oversee
compliance with legal and ethical standards.

- Civil Society and Citizens: As end-beneficiaries, the public has a stake in ensuring that
procurement is fair, efficient, and delivers value for money.

- International Organizations: Entities such as the World Bank, OECD, and UNDP (United
Nations Development Programme) often fund or support procurement projects, especially in
developing countries, and promote good practices.

1.3 Objectives and Principles

The core objectives of public procurement are to:
- Ensure value for money: Getting the best possible outcome for public funds.

- Promote fair competition: Creating equal opportunities for suppliers through transparent and
non-discriminatory processes.

- Foster integrity and accountability: Preventing corruption and misuse of public resources.

- Encourage efficiency and innovation: Streamlining procedures to reduce costs and improve
quality.

- Support social and environmental goals: Including sustainability, local development, and
gender inclusion.

These objectives are reinforced by guiding principles widely recognized in international
frameworks, such as the OECD Recommendation on Public Procurement [15], which emphasizes
transparency, integrity, efficiency, accountability, and accessibility as pillars of a sound
procurement system.
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2. Procurement Mechanisms and Frameworks

2.1 Procurement Forms

Public procurement can take multiple forms depending on the nature of the acquisition, urgency,
and the policy environment. These forms define how goods, services, or works are obtained and
help determine the level of competition, transparency, and efficiency within a system. The main
procurement forms include:

e - Open Procurement: The most transparent form, where tenders are publicly advertised and all
eligible suppliers can participate.

e - Restricted Procurement: Used when the buyer limits participation to a pre-qualified list of
suppliers.

e - Direct Procurement (Sole Sourcing): Involves awarding contracts without a competitive process,
usually in emergencies.

e - Two-stage Procurement: Common in large infrastructure projects involving initial conceptual
proposals followed by final offers.

To better understand how these forms play out in practice, the following diagram illustrates a
typical AS-IS public procurement process. It captures the conventional workflow that many
public institutions follow, highlighting the decision points, document exchanges, and stakeholder
interactions.
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This current model, while structured, often suffers from fragmentation, manual paperwork, and a
lack of transparency across steps. These pain points will be explored further in Section 3 (Types
of Blockchains).

2.2 Tender Types

Tendering is a core component of procurement. The type of tendering used greatly influences
efficiency, fairness, and the overall value obtained by public institutions. Common tender types
include:

e Open Tender: The most inclusive method, ensuring maximum competition and transparency.

e Selective Tender: Only invited or pre-qualified suppliers may submit bids.

e Negotiated Tender: The authority negotiates directly with suppliers, often in urgent or complex
cases.

e Competitive Dialogue: Suppliers engage in structured dialogue before submitting offers.

e Request for Proposals (RFP): Focuses on both technical merit and price, common in IT and
consulting.

e Framework Agreements: Establish long-term vendor relationships with simplified future
contracts.

2.3 Frameworks and Standards

To ensure procurement systems operate with integrity, many governments and institutions rely on
standardized frameworks that define best practices, guidelines, and regulatory principles. Key
examples include:

o UNCITRAL Model Law on Public Procurement: Promotes transparency, efficiency, and
fairness[16].

e OECD Principles for Integrity in Public Procurement: Focuses on transparency, participation, and
accountability[17].

o World Bank and EU Procurement Guidelines: Comprehensive rules for donor-funded projects[18].

e 1SO 20400 (Sustainable Procurement): Guidance on integrating sustainability into procurement[19].

2.4 Concurrency in Procurement

Concurrency refers to the ability of procurement systems to handle multiple overlapping or
simultaneous processes efficiently and securely. It’s especially critical in large-scale operations
involving:

o Parallel Tendering Processes: Running multiple tenders concurrently.

o Multi-stakeholder Review and Approval: Involves multiple departments reviewing in parallel.

o Cross-border or Multi-tiered Projects: Requires coordination between national and international
bodies.

Blockchain technology naturally supports concurrency through distributed ledgers and smart
contracts that enforce parallel workflows without data inconsistency or manipulation risks.
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3. Challenges in Public Procurement

Public procurement, despite being one of the most important functions of modern governance,
often struggles with deeply rooted challenges that undermine its efficiency, fairness, and public
legitimacy. These issues are particularly critical in developing countries, but they also persist
globally, even in systems that are considered relatively well-established. This section outlines the
four major challenges in public procurement: transparency issues, inefficiency and bureaucracy,
corruption and fraud, and limited accountability.

3.1 Transparency Issues

Transparency is the cornerstone of trust in public procurement. It ensures that processes are open,
information is accessible, and decisions can be scrutinized by both citizens and oversight bodies.
Unfortunately, procurement systems around the world frequently fall short in this area.

According to the Open Contracting Partnership, only 10% of countries publish complete and
timely data on government contracts[20]. A 2022 study by the World Bank found that nearly 40%
of procurement data in low and middle-income countries is either inaccessible or incomplete,
creating room for manipulation or unfair favoritism[21].

The absence of transparency leads to information asymmetry, where only a small circle of
insiders is aware of tenders, eligibility criteria, or evaluation methods. This discourages
competition, reduces value for money, and enables backroom deals that can go undetected.

3.2 Inefficiency and Bureaucracy

Public procurement processes are often hindered by rigid administrative procedures, outdated
systems, and a lack of automation. These inefficiencies contribute to long lead times, delays in
project execution, and wasted resources.

For example, in Sub-Saharan Africa, procurement processes can take up to 200 days from tender
announcement to contract award, compared to less than 60 days in OECD countries. Even in
Europe, procurement delays cost taxpayers an estimated €5 billion annually, as reported by the
European Commission [22], [23].

Much of this inefficiency stems from manual processes, excessive documentation, and
inconsistent procedures across agencies. Without digitization and streamlined workflows, even
basic tasks such as bid evaluation or contract monitoring can become cumbersome and error-
prone.

3.3 Corruption and Fraud

Corruption is one of the most pervasive and damaging issues in public procurement. Because
procurement involves large financial flows and discretionary decisions, it is a prime target for
fraud, bribery, and collusion.

According to the OECD, between 20% to 25% of public procurement budgets globally are lost to
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corruption[24]. In 2021 alone, the United Nations Office on Drugs and Crime (UNODC)
estimated that procurement fraud accounted for $2 trillion in losses worldwide [25].

Some of the most common fraudulent practices include:

Manipulating bids so that a specific company wins (also known as bid rigging).

Bribes or secret payments to officials in exchange for contracts (kickbacks).

Giving contracts to friends or preferred companies, regardless of merit (favoritism).

Charging much higher prices than necessary for goods or services (inflated pricing).

Creating fake companies to receive payments without delivering anything (ghost suppliers).

These practices not only waste public resources but also result in substandard infrastructure,
reduced service quality, and growing public disillusionment.

3.4 Limited Accountability

Without strong accountability mechanisms, procurement officials may act without consequences,
even in the face of irregularities or inefficiencies. Accountability gaps arise when there is a lack
of monitoring, weak audit trails, or limited access to real-time data on procurement activities.

In many countries, procurement audits are carried out manually and retroactively, often missing
critical red flags or taking too long to prevent fraud. The Transparency International Global
Corruption Report highlighted that only 38% of countries systematically audit public
procurement data [26].

Moreover, in the absence of citizen engagement or independent oversight, procurement outcomes
can deviate significantly from the public interest. When no one is clearly responsible or
answerable for poor decisions, systemic problems persist.

4. Barriers to Blockchain Adoption

4.1 Technical Challenges

Blockchain technology, while promising, faces significant technical hurdles that impact its
adoption in public procurement systems. These challenges include:

e Scalability: Blockchain networks, especially those using Proof of Work, can experience slow
transaction processing times as the network grows. This makes them less suitable for high-volume
procurement transactions [27].

e Integration with Existing Systems: Public procurement systems often rely on outdated software and
manual processes. Integrating blockchain with these legacy systems can be complex, requiring
significant resources and technical expertise [28].
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o Infrastructure and Expertise: Blockchain implementation requires specialized infrastructure and
skilled professionals. Many governments and institutions may not have the necessary technical
capabilities to manage and deploy blockchain solutions [28].

4.2 Regulatory and Legal Constraints

The adoption of blockchain in public procurement is hindered by several legal and regulatory
barriers:

o Lack of Clear Legal Frameworks: Blockchain operates in a largely unregulated space. Without clear
legal frameworks, there are concerns about how blockchain solutions will comply with existing laws
and procurement regulations [29].

e Alignment with Public Procurement Laws: Traditional procurement processes often involve
complex legal requirements and established procedures. Adapting blockchain to fit within these
frameworks while ensuring compliance with national and international laws can be a significant
challenge [29].

o Data Privacy Concerns: Governments must ensure that blockchain-based procurement systems
comply with data protection regulations (e.g., GDPR in Europe). Blockchain's transparency and
immutability could conflict with privacy laws, especially regarding sensitive contract details [30].

4.3 Adoption and Cultural Resistance

One of the main barriers to blockchain adoption in public procurement is resistance to change:

o Stakeholder Resistance: Government officials, procurement professionals, and contractors may be
skeptical of blockchain technology. Familiarity with traditional systems and fear of disruption can
prevent stakeholders from embracing blockchain solutions [31].

e Cultural Resistance: Bureaucratic and institutional cultures may prioritize the status quo. Introducing
new technologies like blockchain requires not only technical changes but also shifts in mindset and
workflow, which can be difficult to achieve [31].

e Trustin Technology: Blockchain, being relatively new, still lacks widespread trust among public
procurement officials, who may question its reliability and robustness for handling sensitive
procurement data [31].

4.4 Combatting Corruption

While blockchain has the potential to combat corruption, its implementation faces obstacles that
may limit its effectiveness:

¢ Resistance from Corrupt Actors: In countries where corruption is prevalent, individuals or entities
benefiting from the current procurement system may actively resist adopting blockchain due to its
transparency and ability to expose fraudulent activities [32].

o Weak Enforcement Mechanisms: While blockchain can make processes more transparent, the
enforcement of anti-corruption measures still requires robust oversight and monitoring systems.
Without complementary reforms, blockchain alone may not be enough to combat corruption
effectively [32].

5. Case Studies and Related Searches

5.1 Review of Academic and Industry Research

Over the past decade, interest in applying blockchain technology to public procurement has
significantly increased across both academic and industry fields. Research has mainly explored
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how blockchain can enhance transparency, traceability, and trust in procurement operations,

especially in environments affected by corruption or inefficiencies.

Academic literature has proposed various frameworks and proof-of-concept models. For instance,

Hunhevicz and Hall (2021) examined how blockchain can record procurement transactions on
tamper-proof ledgers to prevent retroactive changes or hidden negotiations. Wiist and Gervais

(2018) offered a decision-making framework to evaluate when blockchain is appropriate in
procurement, highlighting its value in decentralization, auditability, and disintermediation

[33][34].

Industry research echoes this momentum, with numerous organizations launching pilot projects.

The World Economic Forum and the Inter-American Development Bank have promoted
blockchain-based platforms aimed at curbing corruption in Latin America’s procurement systems

[35]. Similarly, the European Union’s “OpenTender” initiative focused on increasing

transparency and citizen engagement through distributed ledgers [36].

Aspect Hyperledger | Ethereum Oracle BloT CBDCs
Fabric (India) | (Smart Blockchain (Blockchain + | (Blockchain-
Contracts) (Enterprise [oT) Based Digital
Procurement) Currencies)
Type Permissioned | Public Permissioned | Hybrid Centralized
(Public + Blockchain
IoT)
Transparenc | High (for Fully Public Medium High (Sensor- | Central
y stakeholders) (Enterprise- driven Bank-
focused) tracking) Controlled
Smart Yes Yes Yes Yes Yes (For
Contracts (Restricted to | (Decentralized) | (Regulated (Automates milestone-
approved execution) compliance based
users) monitoring) payments)
Privacy High Low (Public High Moderate Low (Govt-
(Permissioned | ledger) (Enterprise- controlled
access) controlled) transactions)
Adoption Government | Used in DeFi Used in Emerging in | Under
pilot projects | & GovTech enterprise logistics & development
procurement | public in many
projects central banks
Weaknesses | Limited High gas fees Requires High Privacy
scalability corporate buy- | infrastructure | concerns
in costs
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Table 2 : Comparison of Blockchain Models for Procurement

This growing body of research reflects a shared belief in blockchain’s potential to reshape
procurement systems, though many projects remain in early phases or limited to small-scale
trials.

5.2 Comparative Analysis of Implemented Solutions

Governments and institutions across the globe have begun to implement blockchain-based
solutions in their procurement systems. These implementations differ in technological approach
and maturity but offer meaningful insights into real-world challenges and outcomes.

- Colombia’s SECOP II Extension: In collaboration with the Inter-American Development
Bank, Colombia piloted blockchain enhancements to its national e-procurement platform. The
goal was to secure contract records with immutable timestamps and enable smart contract-based
workflows. Early evaluations reported improved oversight and decreased risks of data
manipulation [35].

- Ukraine’s ProZorro: Though not fully blockchain-based, ProZorro integrates open data and
transparency tools that align with blockchain principles. It serves as an effective benchmark for
understanding the impact of digital transparency on public trust and procurement outcomes [37].

- Brazil’s bPSMART: This project used Ethereum smart contracts to manage procurement
workflows, aiming to automate deadlines, milestones, and payments. It highlighted the need for
supportive legal frameworks before blockchain-based solutions can operate at scale [38].

- Georgia’s Blockchain Land Registry: While not a procurement platform, this case
demonstrated successful government blockchain adoption. It serves as an indirect model for
blockchain-based infrastructure procurement and transparent ownership verification [39].

Country Use Case Blockchain Model Results
Used
India E-procurement via  Hyperledger Fabric  Improved
Hyperledger transparency,
reduced delays
Brazil Road work Public Blockchain ~ Enhanced contract
procurement compliance
tracking monitoring
Nigeria Smart contract- Ethereum Increased
based procurement competition,
reduced bid
manipulation
Ecuador Pilot blockchain Hybrid Early-stage results,
project (Hyperledger + legal challenges

Smart Contracts)
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European Union Blockchain-enabled Permissioned Ensured fair vendor
cross-border Blockchain selection
procurement

Tableau 3: Case Studies of Blockchain-Based Procurement

These case studies demonstrate that successful implementation depends not only on technology
but also on institutional readiness, legal compatibility, and stakeholder involvement. They also

reveal a recurring pattern, where pilot programs validate technical feasibility, broader adoption

hinges on regulatory clarity and cultural openness to change.

6. Real-World Implementations and Use Cases

6.1 Real-World Examples
6.1.1. DZtenders.com — Algeria’s Public Tendering Portal

DZtenders.com is a national platform in Algeria designed to centralize and publish public
procurement opportunities. While it is not blockchain-native, it plays a crucial role in digitalizing
the procurement landscape and is a prime candidate for blockchain enhancement. The platform
allows citizens, suppliers, and foreign investors to:

- Access daily updates on public tenders from over 1000 government agencies.

- Download official documents such as tender notices, specifications, and award results.

- Track procurement timelines and contact contracting authorities.

Although the system increases information accessibility, it remains centralized and vulnerable to
opacity in the post-award phases, such as bid evaluation and contract execution. This illustrates
the need for a blockchain layer that provides:

- Immutable logging of tender publications and bid submissions.

- Smart contract-based bid evaluation for fairness and auditability.

- Public traceability of funds and project milestones.

If integrated with a permissioned blockchain (e.g., Hyperledger Fabric), DZtenders.com could
evolve into a fully traceable procurement system for Algeria, offering a case study for broader
MENA -region adoption [40].

6.1.2. Colombia’s SECOP II with Blockchain Pilots

Colombia’s e-procurement system, SECOP II, was among the first in Latin America to explore
blockchain for procurement. In partnership with the Inter-American Development Bank (IDB),
the Colombian government tested a blockchain-based pilot where:

- Smart contracts were used to automate the supplier registration and prequalification process.
- Bids were timestamped and stored on a public Ethereum testnet for transparency.

- The results were auditable by external civil society organizations.

The pilot revealed significant benefits: the average supplier registration time dropped from 17 to
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5 days, and over 90% of participants reported increased trust in the bidding process. However,
full implementation remains on hold pending legal and regulatory alignment [41].

6.1.3. Ukraine’s ProZorro System

ProZorro is one of the most cited blockchain-inspired procurement systems, designed to promote
radical transparency in Ukraine's public sector. Although it uses a hybrid centralized-blockchain
model, its core principles include:

- Open access to all procurement documents and actions.

- A decentralized architecture where third parties (NGOs, watchdogs, journalists) can audit
transactions in real time.

- Integration of e-auctions with smart contract logic (in future roadmaps).

From 2015 to 2021, ProZorro saved the Ukrainian government over USD 6 billion by eliminating
inflated contract awards and fostering competition. The project proves that public trust and cost
efficiency can coexist in digital procurement transformation [42].

6.1.4. Peru’s Blockchain Project with IDB

The Peruvian government, in cooperation with the IDB, piloted a blockchain-based procurement
framework in 2019 focused on public infrastructure tenders. This included:

- Decentralized document verification for all submitted bids.

- Smart contract automation of milestone-based payments.

- Public dashboards for real-time tracking of project execution.

The project received international attention but has yet to be institutionalized due to interagency
coordination challenges and resistance from traditional stakeholders [43].

6.2 Insights and Lessons from Existing Initiatives

6.2.1. Partial Digitalization is Not Enough

Systems like DZtenders.com demonstrate that while digital portals increase information access,
they do not inherently guarantee transparency. Without blockchain-backed mechanisms to track
bid submissions, evaluations, and payments, there remains room for manipulation, especially in
post-tender phases.

6.2.2. Legal Alignment is Critical

As seen in Colombia and Peru, regulatory uncertainty can delay or derail blockchain initiatives,
even when technical success is evident. Governments must work toward legal frameworks that
formally recognize blockchain records and smart contracts as enforceable evidence and decision-
making tools.
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6.2.3. Public Engagement Enhances Trust

ProZorro’s success is partially attributed to active civil society participation. Allowing public
audits, citizen feedback, and real-time monitoring strengthens trust and discourages misconduct.
Blockchain facilitates this by making procurement logs immutable and publicly accessible.

6.2.4. Infrastructure and Capacity Matter

Blockchain implementation must be supported by robust infrastructure, including cloud services,
secure identity management, and internet connectivity. Training procurement officials and IT staff
is also vital; lack of technical capacity was a common bottleneck in all case studies.

6.2.5. Gradual, Modular Rollouts Work Best

Rather than overhauling entire procurement systems, the most successful projects started with
pilot modules (e.g., supplier registration, e-auctions). This incremental adoption strategy helps
identify challenges early and build stakeholder confidence.

Discussion:

The real-world use cases show that blockchain adoption in public procurement is no longer
theoretical, but a growing global trend. However, successful implementation hinges on clear legal
frameworks, institutional cooperation, and scalable architecture. Platforms like DZtenders.com
highlight the untapped potential in regions like North Africa, where digital systems are in place
but not yet thrustless or tamper-proof. The experiences of Colombia, Ukraine, and Peru offer
replicable models and warnings that should inform the next generation of blockchain-based
procurement reforms.

Conclusion

Public procurement plays a pivotal role in economic development and governance, yet it is often
plagued by challenges such as corruption, inefficiency, lack of transparency, and limited
accountability. These issues not only undermine public trust but also lead to financial losses and
hinder the effective delivery of services.

Blockchain technology offers a transformative solution to these challenges. Its decentralized,
transparent, and tamper-proof nature ensures that procurement processes are accessible and
verifiable by all stakeholders. By leveraging features such as immutable ledgers, smart contracts,
and traceable transactions, blockchain can enhance transparency, improve efficiency, combat
corruption, and enforce accountability.

Adopting blockchain in public procurement is not just about embracing a new technology, it is a
necessary step toward achieving modern governance standards that prioritize fairness, cost-
efficiency, and trust. While technical, regulatory, and cultural barriers exist, they can be overcome
through education, legal reforms, and pilot projects that demonstrate blockchain's potential.

This chapter has provided a comprehensive overview of public procurement challenges and the
role of blockchain in addressing them. The next chapter will focus on developing a model for a
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blockchain-based solution tailored to public procurement. This model will bridge the theoretical
possibilities discussed here with practical implementation strategies, paving the way for a
transparent and efficient procurement system.
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Chapter 3: Conception of the Blockchain Tenders
System

Introduction

The BlockBid platform is designed as a comprehensive blockchain-based tender management
system that ensures transparency, security, and efficiency throughout the entire tender lifecycle.
The system architecture is composed of several interconnected components that work together to
provide a seamless experience for all stakeholders involved in the tendering process.

1. System Architecture Overview

1.1. Component Architecture

The system is built on a modular architecture that separates concerns and allows for scalability
and maintainability. As illustrated in the component diagram, the system consists of the following
main components:

Frontend (React)

Database (SQLAlchemy Models)

Submission Forms Dashboards Tender Pages Header

}etch Tenders Qtrnticate User

Authentication AP ’

Users Table Tenders Table | Bids Table

AuthContext Tender & Bid APls

Footer Navigation

Evaluations Table Transactions Table

H,

f

ngle Tender Requests

Backend (Flask API)

Blockchain Viewer | \

LanguageContext | ‘ ThemeContext User Controller

‘| Tender Controller | ‘ Bid Controller I Admin Controller

Call Smart Contract Access Data

Blockchain Layer (Ethereum)

Process Payments

Web3.py Interface

| ORM Models Tender Logic Auto-Evaluation Engine User Logic

Manage Tendar:

TenderTracker.sol

@

External Services

Payment Gateway | File Storage

Figure 11: Component Architecture Diagram

Frontend Application: A responsive web interface built with React that provides user-friendly
access to all system features.

Backend API: A RESTful API service that handles business logic and data processing

Blockchain Interface: A middleware layer that connects the application to the underlying
blockchain network.

Smart Contracts: Self-executing contracts deployed on the blockchain that enforce rules and
manage tender-related transactions.
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Database: A relational database that stores non-blockchain data and metadata

This modular approach allows each component to be developed, tested, and scaled independently
while maintaining clear interfaces between them.

1.2 Entity Relationships

The system's data model is designed to capture all relevant information about tenders, bids, users,
and their interactions. The entity relationship diagram illustrates the complex relationships
between these entities:

@ Users

name : string

email : string
password_hash : string
role : string
organization : string
wallet_address : string
is_active : boolean
created_at : datetime

o id : int (PK)

owns

AN

@ Tenders

title : string
description : string
category : string
budget_min : decimal
budget_max : decimal
currency : string
deadline : datetime
duration : int
created_at : datetime
status : string
organization : string
requirements : string
evaluation_mode : string

o id : int (PK)
user_id : int (FK)
winner_supplier_id : int (FK)

has records

AN\

@ Contracts

@ CompletionRecords

contract_number : string
start_date : datetime
end_date : datetime
terms : string

status : string
created_at : datetime

completion_date : datetime
notes : string

status : string
submitted__at : datetime
reviewed_at : datetime
review_notes : string

o id : int (PK)
tender_id : int (FK)

o id : int (PK)
tender_id : int (FK)
supplier_id : int (FK)
reviewer_id : int (FK)

Figure 12: Entity Relationship Diagram

submitted_by

receives

AN
(E) Bids

amount : decimal

proposal : string
completion_date : datetime
document_path : string
status : string

created_at : datetime

o id : int (PK)
tender_id : int (FK)
user_id : int (FK)
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Users: Represent the various stakeholders in the system (tender issuers, suppliers, evaluators)
Tenders: The core entity that contains all information about a tender opportunity

Bids: Proposals submitted by suppliers in response to tenders

Evaluations: Assessments of bids based on predefined criteria

Transactions: Records of all blockchain interactions for audit and transparency.

These entities and their relationships form the foundation of the system's data structure, ensuring
that all necessary information is properly captured and linked.

1.3 Class Structure

The object-oriented design of the system is represented in the class diagram, which shows the
classes, their attributes, methods, and relationships. Key classes include:

owned by

Tender Domain

O Tender

@ id: String

9 title: String

© category: String
@ budget: float

9 deadline: Date

1 © status: String

Elockchain Domain

@ Blockchainlnterface

O Block

@ createTender(): void

© submitBid(): void

@ selectBid(): void

@ completeTender(): void

© getTenderBids(): List<Bid=>

© id: String

© timestamp: Date

© previous_hash: String
© hash: String

1

has many

O Bid
© id: String

© amount: float

© proposal: String
© status: String

linked to

*

O Transaction

9 id: String

O type: String

9 timestamp: Date
9 hash: String

1

contains many

O weight: float
© rule: String

@ evaluateBid(): void

with 9 block_id: String
T
evaluated via
anaL
X
1

OEvaLuatjonCriteria O BidEvaluation

9 id: String CommitteeMember id: Stri

© tender_id: String O Z giiasitdm.nsgmn

9 description: String i g

© committee_member_id: String
9 score: float

/

User Domain

1
O Owner

@ User

© id: String

© name: String

© email: String

© wallet_address: String
© type: String

© status: String

@ set_password(): void
© check_password|): boolean

Completion Domain

OTend erCompletion

© id: String
© status: String
O notes: String

O Admin

® manageTenders(): void
© reviewCompletions(): void

9 gverseeOperations(): void

reviewed by 1 1
sybmitted by includes
1
O Supplier OCompI.etlonDocument
@ id: String

© submitBid(): void
© submitCompletion(): void

© file_path: String
© description: String

Figure 13: Class Diagram
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User: Manages user authentication, profiles, and roles

Tender: Encapsulates all tender-related data and operations

Bid: Handles bid submission, storage, and retrieval

Evaluation: Implements both automatic and committee-based evaluation logic
Blockchain Interface: Provides methods for interacting with the blockchain

This class structure provides a clear blueprint for implementation while ensuring proper
encapsulation and separation of concerns.

2. Process Flows

The system implements several key processes that guide users through the tender lifecycle. These
processes are designed to be intuitive, secure, and compliant with tendering best practices.

2.1 Tender Lifecycle

The tender lifecycle is the core process flow in the system, as illustrated in the activity diagram.
This process includes:
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Tender Owner System Supplier Evaluation Committee Winning Supplier

Fill in tender details

Save tender on blockchain

Set status to "Open"

Y

(Nkaketendervisibletosuppliers )

v

(Aﬂach documents and evaluation criteria )

Y
(Submit bids while status is "Open” )

Record bids on blockchain
Venual e aation Method? Yo OB

Calculate scores after deadline Score and comment on bids

Execute project

Submit completion details

\erify and approve completion

Update status to "Completed"”

Record on blockchain

Figure 14: Tender Lifecycle Activity Diagram

1. Tender Creation: Issuers define tender requirements, budget, deadline, and evaluation
criteria

2. Publication: Tenders are published on the platform and recorded on the blockchain

3. Bid Submission: Suppliers submit their proposals before the deadline
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4. Evaluation: Bids are evaluated either automatically or by a committee

5. Award: The winning bid is selected and the tender is awarded

6. Execution: The awarded supplier completes the work.

Completion: The tender is marked as completed after verification

Each stage in this lifecycle is tracked on the blockchain, ensuring transparency and immutability

of the process.

2.2 Bid Submission and Evaluation

The bid submission and evaluation processes are critical to ensuring fair competition and
objective selection. The sequence diagrams detail the interactions between system components

during these processes:

Supplier

Frontend

Backend System

Blockchain Interface

Access tender page
1 g
Verify authentication
»
Ll
Authentication successful
.............................................. (5
Display "Submit Bid" button
Complete bid form
(5 >
Validate inputs
Upload documents and bid data
(7 >
Save bid d3ta and files
Forward bid data
o >
Confirmation received
---------------------------------- ®
Log transadtion details
Bid submigsion confirmed
| SRR e T e P e e e s PR e e e e e LR EL P EL P OPELELREL S 14
Backend System

Supplier

Frontend

Figure 3.5: Bid Submission Sequence Diagram

Blockchain Interface

Smart Contract

Validate and store bid

Smart Contract
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Committee Member Tender Owner System Blockchain Interface

T
Bid Evaluation Process in a blockchain-based tenderin% system

Access bids and sullmit evaluations

>
Confirmation of evaluation submission
»
Check if all members have completed evaluation
| alt [All evaluations complete]

Calculate scores Fnd select winner

Update results on blockchain

[Not all evaluations complete]

Reminder to complete evaluations

Automatic Evaluation triggered after tender deadline

Calculate scores based| on predefined criteria

N

Notify highest bid awarded

>

Update results on blockchain

P

Committee Member Tender Owner System Blockchain Interface

Figure 15: Bid Evaluation Sequence Diagram

Bid Submission: Suppliers prepare and submit their proposals, which are encrypted and stored
securely

Bid Evaluation: Depending on the tender configuration, bids are evaluated either: Automatically
based on predefined weighted criteria

By a committee of evaluators who independently assess each bid

The evaluation results are recorded on the blockchain to ensure transparency and prevent
manipulation.

2.3 Tender Completion

The tender completion process, as shown in the sequence diagram, involves:
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Supplier Frontend Backend TenderOwner Blockchaininterface SmartContract NotificationSystem
Submit completion details
Send completion data
Create TenderCqmpletion record
Notify tender owner
Completion details received
B
Review completion details
Confirm completion (authentication)
Update tender stafus to "completed”
Finalize tender
Update tender state
Emit TerjderCompleted event
[
Generate confract document
Notify supplier and oyner
Contract generated
K-
Contract generated
B
Confirm payment transfer
Blockchaininterface NotificationSystem

SmartContract

Supplier Frontend Backend TenderOwner

Figure 16: Tender Completion Sequence Diagram

1. Supplier submitting completion evidence
2. Issuer verifying the completed work
3. System recording the completion on the blockchain

4. Updating the tender status to 'completed’

This process ensures proper closure of the tender lifecycle and maintains a complete record of the

tender's execution.

3. State Transitions

The system tracks the state of tenders and bids throughout their lifecycle, ensuring that all actions
occur in the proper sequence and under the right conditions.
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3.1 Tender States

As illustrated in the state diagram, a tender can exist in several states:

( Open ]

tl’ender is published and accepting bids. J

When deadline is reached or owner triggers evaluation

( Under_Evaluation W
Q\lo more bids accepted; evaluation begins. J

Bid is selected Owner cancels before evaluation

( Awarded W

Winning bid selected. Cancelled during evaluation
Contract prepared and status recorded on blockchain.
Work verified and confirmed Cancelled before completion

( Completed W ( Cancelled W

Work verified and accepted.
Final blockchain update.

tl’ender ended prematurely (no bids, breach, or owner's decision). J

Figure 17: Tender Lifecycle State Diagram

Draft: Initial state during tender creation

Open: Published and accepting bids

Closed: Bid submission deadline has passed

Evaluation: Bids are being evaluated

Awarded: A winning bid has been selected

Execution: Work is being performed by the awarded supplier
Completed: The tender has been successfully fulfilled
Cancelled: The tender has been cancelled before completion

Transitions between these states are triggered by specific events and may require authorization
from appropriate users.

3.2 Bid States

Similarly, bids go through their own lifecycle as shown in the state diagram:
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( Pending W

Q.%id is submitted and awaiting evaluation )

Triggered by evaluation process

( Evaluated W

kBid has been reviewed )

Triggered by award process Triggered automatically after awarding another bid
( Awarded W ( Rejected
QBid is selected as the winner ) QBid was not selected )

Figure 18: Bid Lifecycle State Diagram

Draft: Bid is being prepared by the supplier

Submitted: Bid has been submitted to the system

Under Review: Bid is being evaluated

Accepted: Bid has been selected as the winner

Rejected: Bid was not selected

Withdrawn: Bid was withdrawn by the supplier before the deadline

These state transitions ensure that bids are processed in a consistent and transparent manner.

4. Use Cases

The system supports various use cases for different stakeholders, as depicted in the use case
diagram. Key use cases include:
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The Owner manages tenders and contracts. Iﬁ

Owner
ProcurementPlatform
Post Tenders includes Evaluate Bids extends Confirm Completion
Manage System
includes Submit Bids extends Submit Completion Confirmation
View Tenders
Admin WAdmin oversees the entire platform. B'

| The Supplier interacts with tenders and bids.

i

Supplier

Figure 19: Main Use Case Diagram

4.1 For Tender Issuers

e C(Create and publish tenders
e Review and evaluate submitted bids Award tenders to winning bids
e Verify completed work

e Access tender analytics and reports

4.2 For Suppliers
e Browse available tenders
e Submit bids for open tenders Track bid status
e Submit completion evidence

e Manage supplier profile and credentials

4.3 For Evaluators
e Review assigned bids
e Score bids based on evaluation criteria Submit evaluation results
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e Participate in committee discussions

4.4 For Administrators
e Manage user accounts and permissions Monitor system performance
e (Generate system-wide reports
e Configure system parameters

These use cases guide the development of user interfaces and ensure that the system meets the
needs of all stakeholders.

5. Blockchain Integration

The integration of blockchain technology is a core aspect of the system's design, providing
transparency, security, and immutability to the tendering process.

5.1 Smart Contract Design

The system utilizes smart contracts deployed on the blockchain to enforce rules and manage
tender- related transactions. The main smart contract, TenderTracker, implements the following
functionality:

e Tender creation and management Bid submission and storage
e Evaluation result recording
e Award and completion verification

These smart contracts ensure that all critical tender operations are executed according to
predefined rules and are permanently recorded on the blockchain.

5.2 Blockchain Transactions

Key events in the tender lifecycle trigger blockchain transactions that are recorded immutably.
These include:

e Tender publication Bid submission
e Evaluation results

e Tender award

e Completion verification

Each transaction contains relevant metadata and is linked to the corresponding entities in the
system, creating a complete audit trail.

5.3 Transparency and Verification

The system provides mechanisms for stakeholders to verify the integrity of the tendering process
through blockchain exploration. Users can:
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e View transaction details for any tender or bid

e Verify the timestamp and content of submissions

e Confirm that evaluation results match the recorded criteria

e Trace the complete history of a tender from creation to completion

e This transparency builds trust in the system and ensures accountability for all participants.

6. Security Considerations

Security is a paramount concern in the design of the blockchain tenders system, with multiple
layers of protection implemented:

6.1 User Authentication and Authorization
e Multi-factor authentication for user accounts Role-based access control to system features
¢ Fine-grained permissions for tender operations

e Secure credential management

6.2 Data Protection
e Encryption of sensitive bid information
e Secure storage of documents and attachments Privacy-preserving evaluation processes

e Compliance with data protection regulations

6.3 Blockchain Security

e Secure key management for blockchain transactions Protection against smart contract
vulnerabilities

e Consensus mechanisms to prevent tampering
e Immutable audit trails for all operations

e These security measures ensure that the system protects the integrity of the tendering
process and the confidentiality of sensitive information.
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Conclusion

The conception of the blockchain tenders system represents a comprehensive approach to mod-
ernizing the tendering process through technology. By leveraging blockchain for transparency
and security, implementing robust process flows, and designing intuitive user experiences, the
system aims to address the common challenges in traditional tendering processes.

The architectural decisions, process designs, and security considerations outlined in this chapter
provide a solid foundation for the implementation phase, ensuring that the resulting system will
meet the needs of all stakeholders while maintaining the highest standards of integrity and effi-
ciency.

With the conceptual and architectural groundwork firmly established, the next step focuses on
bringing the system to life. Chapter 4 details the implementation phase, beginning with the design
and development of the web application interface that serves as the primary user interaction point
for the blockchain-based tender management system.
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Chapter 4: Implementation

1. Web Application Interface

The following sections showcase the implemented user interface of the blockchain-based tender
management system:

1.1. Authentication Pages
Login Page :
This screen presents the user with a clean and secure login interface. The primary goal here is for
registered users to access their accounts by entering their email and password. For a streamlined,
secure alternative, the interface prominently features a “Connect Wallet” option, allowing users to

log in using their cryptocurrency wallet, which simplifies access and enhances security by lever-
aging blockchain-based identity.

BJ-O\C[!S\(B!R Home Tenders Features Explorer Login Get Started ;:J &

Welcome Back

Email Address

Password

Remember me Forgot password

Don't have an account? Sign up

Figure 20: User Login Interface Screenshot

Registration Page :

This interface is the first step in the user registration journey, focusing on connecting a digital
wallet. The user is prompted to connect their wallet (e.g., MetaMask), which serves as their
unique, secure identity within the application. This wallet-first approach simplifies the registra-
tion process by automatically fetching the user's public address, reducing manual input and tying
their profile directly to the blockchain from the start.

60 | 83



b
B.LOOCK(B[D“ Accueil Appels d'offres Fonctionnalités Explorateur Connexion & (€]

FR

Créer un Compte

&\ Connectez d'abord votre portefeuille pour créer un
compte

B8 Connecter le portefeuille

| ] Compatible avec MetaMask

Un portefeuille blockchain est nécessaire pour utiliser
notre plateforme. Cela garantit des transactions
sécurisées et transparentes

{2 Télécharger MetaMask
Besoin d'aide? Consultez notre guide

Vous avez déja un compte ? Se connecter

Figure 21: Registration Wallet Connect Interface Screenshot

2 tcount3 v »
L w local_Ganache ‘.

e 02..EF292 @
localhost

Connect this website with MetaMask. Learn more

$2,556,966.47USD e

Accounts Permissions +$0 (+0.00%) Portfolio
Account 3 $2,557,966.46 USD e ° @
‘ ® 0x7F102... EF292 © 999.995 ETH Buy & Sell  Swap Bridge Send Receive

Ready to bridge? X r

Edit accounts Move across 9 chains, all within your wallet

‘ Tokens NFTs Activity

local_Ganache v

9 Ethereum
L 99999471 ETH

|
| Cancel Connect
@ MetaMask support

Figure 22: Blockbid Blockchain Account
Figure 23: Wallet Account Selection
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This page serves as a helpful guide for users who may be new to blockchain applications and do
not yet have a digital wallet. It provides clear, step-by-step instructions on how to download,
install, and set up a compatible wallet like MetaMask. This thoughtful inclusion lowers the
barrier to entry, ensuring even non-crypto-native users feel supported and can successfully
navigate the initial setup.

%,
,B.L,.ON(.:,!E(,B,'R Accueil Appels d'offres Fonctionnalités Explorateur Connexion A ]

FR

Guide de Configuration du Portefeuille

Apprenez a configurer votre portefeuille blockchain pour utiliser notre plateforme.
Ce guide vous aidera a connecter MetaMask, passer au réseau BlockBid et importer
des clés privées.

Connecter le Portefeuille Réseau BlockBid Importer la Clé Privée

Connecter MetaMask a BlockBid

Installer MetaMask

MetaMask est une extension de navigateur qui vous permet d'interagir avec la blockchain. Téléchargez et
installez-la depuis le site officiel.

Télécharger MetaMask

Créer un Portefeuille

Suivez les instructions dans MetaMask pour créer un nouveau portefeuille. Assurez-vous de stocker votre
phrase de récupération en lieu sdr.

&\ Ne partagez jamais votre phrase de récupération ou votre clé privée avec qui que ce soit. Conservez-la en sécurité
hors ligne

Se Connecter a BlockBid

Une fois MetaMask configuré, retournez sur BlockBid et cliquez sur le bouton "Connecter le Portefeuille’
pour lier votre portefeuille a notre plateforme.

Aller a I'lnscription >

Questions fréquemment posées

Pourquoi ai-je besoin de MetaMask ? v
BlockBid est-il siir a utiliser ? v
Que faire si j'oublie mon mot de passe ? »
J'ai des problémes pour me connecter au réseau BlockBid b

Besoin de Plus d'Aide ?

Contacter le Support &

Figure 24: Wallet Guide Interface Screenshot
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This page serves as a helpful guide for users who may be new to blockchain applications and do
not yet have a digital wallet. It provides clear, step-by-step instructions on how to download,
install, and set up a compatible wallet like MetaMask. This thoughtful inclusion lowers the

barrier to entry, ensuring even non-crypto-native users feel supported and can successfully
navigate the initial setup.

%,
BLPCK(BIP Accueil Appels d'offres Fonctionnalités Explorateur Connexion f“‘ &

FR

Créer un Compte

& Portefeuille connecté au réseau:
@ BlackBid Testnet

Besoin d'aide? Consultez notre guide
Type de Compte
Fournisseur Propriétaire

Nom Complet
Adresse Email
Nom de I'Entreprise

Description de I'Entreprise

Mot de Passe

Confirmer le Mot de Passe

Créer un Compte >

Vous avez déja un compte ? Se connecter

Figure 25: User Registration Interface Screenshot
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This screen represents the final confirmation step in the wallet setup and registration process. It
typically asks the user to sign a message with their wallet to cryptographically verify ownership
of the address, a standard and secure practice. This action finalizes the link between their wallet
and their application profile, providing a secure and tamper-proof foundation for all future
interactions.

‘BLQCKY(‘BIE Home Tenders Features Explorer 2 Profile Q A &

&\ This application requires a blockchain wallet for
secure transactions. Please follow the steps below to
set up your wallet

Set Up Your Wallet Account

Please connect your MetaMask wallet with the
address shown below to confirm ownership.

OxcAB4f@172Ac2201B5271aaf4c24AcBbDCEF24F45

& Confirm Wallet

B Connect Wallet

& Wallet confirmed successfully! You can now
participate in blockchain tenders.

continueToProfile =

Figure 26: Wallet Setup Final Step Interface Screenshot

1.2 Main Application Pages

Home Page:

This is the central hub or main dashboard that users see after logging in. It provides a high-level
overview of their status and quick access to the most relevant actions based on their role—such
as viewing active tenders, tracking submitted bids, or creating new tenders. The design aims to

give users an immediate, personalized snapshot of their activities, helping them navigate to key
tasks efficiently.
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BLOCK<BID o TR i) Bl BTG a * g

Secure Blockchain
Bidding Platform

Transform your tender process with blockchain technology
Transparent, secure, and efficient bidding for the digital age.

O secure (5 Private Verified

Figure 27: Home Page

Tenders Listing Page:

This interface displays a comprehensive list of all available tenders on the platform. Users can
browse, search, and filter through opportunities based on various criteria like category, deadline,
or budget. For suppliers, this page is their primary gateway to finding new business, designed to
make discovering relevant tenders as easy as possible.

orer

%,
B,LOCK(BID Home Tenders Features Explorer \ Profile 2

Jo
D
Z ¥
@

Active Tenders

All Categories v Y Filters

Title Category Budget Deadline Status Action

Hospital Cleaning Materials supplies 1000.00 DZD Tue, 13 May 2025 00:00:00 GMT open View Details

Figure 28: Tenders Listing Interface Screenshot

Tender Details Page:

This page provides an in-depth view of a single tender selected from the listing. It contains all
critical information, including the project description, requirements, timeline, and supporting
documents. From here, an interested supplier can initiate the bidding process, making this screen
the crucial decision-point for participation.
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X,
BLOCK<BID Home  Tenders Features Bxplorer  Login A

Hospital Cleaning Materials Download Detals

(B Mostaganem Hospital

B Deadline % Budget Range @© Duration 2, Status
13/05/2025 DZD 1000.00 - 1500.00 2 months Open
Project Description Tender Documents

We need cleaning materials for the hospital
B sample.pdf

Requirements
Tender Owner
* new materials

* guarentee of durability
9 Y Mansour Owner

mansour@example.com
Evaluation Method

&5 Automatic Evaluation Bid Information

Evaluation Criteria:
0 bids submitted
& price Weight: 50%

[ timeline Weight: 50%

Project Images

Blockchain Information

£ Blockchain Transaction
Block Number @ Timestarr

67 21/01/1970 06:15:07

0x7f10219c26745aF{18019b02e7764ebcAcEF29
2

? To
0xE5E1e896d48d38B7beB8FCB0654963A3e311
5B20

Transaction Hash
a5099555c5329d898764694bBaBe0071f318f28
Baflefd36be90ffed81431e1d

Transfer or Interaction

i on the blocke

1 for transparency

BlockBid Quick Links Connect With Us

Figure 29: Tender Details and Bidding
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Post New Tender Page:

This interface is a structured form designed for tender owners to create and publish new tenders.

It guides the owner through inputting all necessary details, such as the tender title, scope, evalua-
tion criteria, and deadlines. The user-friendly layout simplifies the complex process of defining a
tender, ensuring all required information is captured accurately before it's posted.

BLOcK(BID Home Tenders  Features  Explorer 2 Profile Ja} i G

Post a New Tender

Project Title

Project Description

Project Requirements

Bid Evaluation Method

o Committee-Based Evaluation Automatic Evaluation

Select com;

and score bids after

o viill review Define scoring criteria and weights for
ymatic bid selection.

2\ Committee Members

Mansour Owner

Submission Deadline Budget Range
ji/mm/aaaa (m]
Project Category Project Duration
Construction v
Currency
DzZD W

Project Files

Documents

: B

B

Post Tender >

BlockBid Quick Links Legal Connect With Us

Figure 30: Tender Creation Interface Screenshot
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Post New Bid Page:

This screen provides a secure portal for suppliers to submit their bids. Users can fill in their pro-
posed price, upload required documents, and provide other relevant information. The interface is
designed to ensure the submission is complete and accurate before the user confirms it, which
triggers a transaction to record the bid securely on the blockchain.

PLQCK‘BIE Home Tenders Features Explorer & Profile o A &

Submit Your Bid

Tender Details

Tender ID: 1

Bid Amount

Technical Proposal

Expected Completion Date

ji/mm/aaaa m]

Supporting Documents

Upload company profile, certifications, and other relevant documents

Submit Bid =

BlockBid Quick Links Connect With Us

Figure 31: Tender Bid Submission Interface Screenshot

Auto Evaluation Bids State View :

This interface provides feedback on the status of the automated evaluation phase. After bids are
submitted, the system performs a preliminary check against predefined, objective criteria (e.g.,
completeness, budget compliance). This screen keeps users informed about whether their bid has
passed this initial, transparent screening, adding a layer of efficiency to the evaluation process.
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BLOCKBID »

Home Tenders  Features  Explorer S Profile Jal &

< Bids for Hospital Cleaning Materials

Tender Status:  Open

Al Automatic Evaluation Status

Automatic evaluation completed

& Mohamed Supplier

Awarded
mohamed@example.com

Bid Amount Completion Date Documents

1000.00 23/05/2025 & Download

Proposal

i offer great quality supplies

2 Ahmed Supplier

Rejected
ahmed@example.com

Bid Amount Completion Date Documents

1050.00 12/06/2025

Proposal

Good and clean materials

BlockBid Quick Links Legal Connect With Us

Figure 32: AutoEvaluation Bid State Submission Interface Screenshot

AutoEvaluation Bids Results Page :

This page displays the transparent results of the automated evaluation stage. It clearly shows
which bids have met the mandatory pre-qualification criteria and which have not, often with
reasons for disqualification. This feature provides immediate, unbiased feedback and helps
narrow down the pool of candidates for the manual review, saving time for all parties.
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PLQCK(BIE Home Tenders Features Explorer & Profile Jal A (C]

Evaluation Results for Hospital Cleaning Materials

Tender Status: = Awarded  Evaluation Type: & Automatic

&«

£3 Automatic Evaluation

This tender was evaluated automatically based on predefined criteria such as price and completion time.

i Evaluation Summary

RANK BIDDER AMOUNT AVERAGE SCORE STATUS
1 Mohamed Supplier 1000.00 75.00/100 A Winne
2 Ahmed Supplier 1050.00 25.00/100 Rejected

B Detailed Evaluations

A Mohamed Supplier 8 Winner 75.00/100

Bid Amount: 1000.00
Automatic Evaluation

€ System Evaluator 75/100

"Automatic evaluation based on criteria: - price: 100.00/100 (weight: 50) - timeline:

weight: 50) Final weighted score: 75.00/100"

& Ahmed Supplier 25.00/100

Bid Amount: 1050.00
Automatic Evaluation
£ System Evaluator 25/100

"Automatic evaluation based on criteria: - price: 0.00/100 (weight: 50) - timeline:
50.00/100 (weight: 50) Final weighted score: 25.00/100"

BlockBid Quick Links Legal Connect With Us

Figure 33: Auto Evaluations Results Interface Screenshot

Comittee Evaluation Bids State View :

These screens present the detailed results from the manual evaluation conducted by a committee.
They typically show a breakdown of scores and qualitative feedback from each evaluator for the
remaining bids. This transparency is key to building trust, as it allows all participants to
understand the rationale behind the final selection.
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bl L

&«
Tender Status:  Open

Wl Committee Evaluation Status
Committee evaluation in progress
1 of 4 evaluations completed

Your Evaluation Progress
——

d 1 of 2 bids

Evaluation submitted successfully!

& Mohamed Supplier

mohamed@example.com

Bid Amount
1100.00

Proposal

Nice materials

Your Evaluation
nice offer

bmitted on 27/05/2025 17.01:36
Edit

& Ahmed Supplier

ahmed@example.com

Bid Amount

1090.00

Proposal

I'm a professiona

Evaluate This Bid
Score (0-100)

90

‘Comments (Optional)

professional offer

Home Tenders

Bids for Medical University Materials

Completion Date

28/05/2025

Completion Date

27/05/2025

Features

2, Profile fa

Pending

Documents

& Download

80/100

Pending

Documents

& Download

P

(LI Submit Evaluation

Figure 34: Comittee Evaluations Results Interface Screenshot

Comittee Evaluation Bids Results Page:

This screenshot captures the moment a user—such as a winning supplier or a committee
member—receives a payment or reward. The interface shows a clear notification confirming that
funds have been successfully transferred directly to their connected digital wallet. This
demonstrates the power of the integrated blockchain payment system, which ensures fast, secure,
and transparent financial transactions.

P

o
e
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BLOCK<BID fetres  Exier: i o M
PUBLIC PROCUREMENT PLATFORM e EN
. Evaluation Results for Medical University Materials
Tender Status: Awarded Evaluation Type: & Committee
2 Committee Members
il Evaluation Summary
ANK ¢ ) A i
1 Ahmed Supplier 1090.00 92,50/100 ]
2 Mohamed Supplier 1100.00 82.50/100 Rejected
B Detailed Evaluations
& Ahmed Supplier & Winner 92.50/100
Bid Amount: 1( )
Committee Evaluations
Mansour Owner 90/100 Ali Owner 95/100
ssional offer very professional
& Mohamed Supplier 82.50/100
3id Amount: 110000
Committee Evaluations
Mansour Owner 80/100 Ali Owner 85/100
> offer very nice
Figure 35: Committee Evaluations Results Interface Screenshot
LoV e ¢
O0x1a6C8...4f940 @ .
dooe 2
Explorer 2 Profile & =% C)
Notifications Mark all as read

$2,516,290.00USD e

+$0 (+0.00%) Portfolio (5

Buy & Se Swap Br Send Receive
A
S Ready to bridge? X
k e Move across 9 chains, all within your wallet
°
Tokens NFTs Activity
local_Ganache v =
e Ethereum
L 1,025 ETH

Your completion for tender ‘Hospital ¢

Cleaning Materials' has been approved

2 hours ago

25 ETH received to your wallet from address >
'0x7...292'. Transaction confirmed.

2 hours ago

View all notifications

Figure 36: Reward Reception into Wallet and Notification
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Tender Completion Submission:

Once the work for a tender is finished, the winning supplier uses this interface to formally mark
the project as complete. This typically involves uploading final deliverables or providing proof of
completion. The interface provides a clear, final step in the tender lifecycle, creating an official
record of project fulfillment.

Confirm Completion

O

Please enter your password to confirm the completion
of this tender. This action cannot be undone.

Password

Enter your password
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Tender Completion Inspection

Tender Information

Title: Hospital Cleaning Materials
Status: Waiting for Completion Review
Budget: DZD 1000.00

Supplier Completion

Supplier: Mohamed Supplier

Email: mohamed@example.com

Completion Date: 25/05/2025

Status: Pending for review

Notes:

| had prepared all Materials previously so i have done everything today
Submitted Documents:

@ sample.jpeg

(% Confirm Completion

Figure 37: Tender Completion Submission

X,
eatures Explorer 2 Profile d’ Eﬁ <

Notifications Mark all as read

Your supplier submitted a completion for
tender Hospital Cleaning Materials

2 hours ago

View all notifications

Figure 38: Completion Submission Notification

1.3 User Profile and Dashboard
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User Profile Page:

This page allows users to manage their personal account settings. Here, they can update their con-
tact information, change their password, and view their connected wallet address. It serves as a
personal control panel, giving users the autonomy to keep their profile information current and
secure.

X,
E!'PC.E(BID« Home Tenders Features Explorer & Profile ja 2 &)

EN

Profile Information & Eedit

Name

Mansour Owner

".

Email
Mansour Owner mansour@example.com
Owne Email ca e
Wallet Addres:
A Profile ol e
ex7f18219c2674f5aFf180fobo2e7764ebcAcEF292 D)
@ Dashboard
Role
DfD Owner
Change Password
Position
[ Logout Hospital Head

Figure 39: User Profile Management

Owner Dashboard:

This is a specialized dashboard tailored for users with the "owner" role. It provides a consolidated
view of all tenders they have created, showing their current status (e.g., open for bidding, under
evaluation, awarded). This role-specific view helps owners efficiently manage their procurement
lifecycle from a single, organized screen.

R
BLOCK(BID ' oot Exphon oile 0O 2P ©
< Owner Dashboard
L3
@ 1 0 3 0
Mansour Owner

Motpital Cleaning Materish

Figure 40: Owner Dashboard Interface Screenshot
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Supplier Dashboard:

This dashboard is designed specifically for suppliers, offering a personalized overview of their
bidding activities. It summarizes the status of all their submitted bids, tracks tenders they are par-
ticipating in, and highlights any contracts they have won. This helps suppliers stay organized and
informed about their opportunities and ongoing projects.

BLOCK<BID Wome  Tenders Featues Eplorer & Profile

Supplier Dashboard
@ Company Profile
. . Tech Solutions Inc.

roviding
Mohamed Supplier

Applied Won Tend
A profile
@ Dashboard
je Pas:
53
Quick Stats
B 0 0 g 0

Figure 41: Supplier Dashboard Interface Screenshot

Admin Dashboard:

This powerful interface is the central command center for system administrators. It provides a
comprehensive overview of the entire platform, including user management, system-wide tender
monitoring, transaction logs, and platform settings. This dashboard is essential for maintaining
the health, integrity, and smooth operation of the application.

3 a
X
BLOCK<BID Home  Tenders Features  Explorer 2 Profile Q 2 &
2\ Users i1 statistics £ Contact Messages 0 Test Center
-
User Management
. NAME EMAIL ROLE STATUS REGISTERED ACTIONS
Ryan Admin
: Ryan Admin admin@example.com Admin active 2025-05-09 o
2 Profile
Mohamed Supplier mohamed@example.com Supplier active 2025-05-10 &
[ﬂ) Dashboard
Mansour Owner mansour@example.com Owner active 2025-05-10 o

Change Password

[® Logout

Figure 42: Admin Dashboard Interface Screenshot
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1.4 UI Behavior

Multi-language Support:

This screenshot showcases the application's multi-language capabilities, displaying the user inter-
face in English, French, and Arabic. This feature demonstrates a commitment to accessibility and
inclusivity, allowing users from different regions to interact with the platform in their native lan-
guage. It significantly broadens the application's reach and improves the user experience for a
global audience.

& A Josall imws aiSiall  Clpeall  Slaliol] diyl BLOCK<BID

AR

§BlockBid ;lizy 13LaJ
opiS oLl dnge rall Lo go dsaiyll Slasliall Lt sl

s - O

asle dwslio @las dlac a8l 2ghsll e glel
2o pruliall grazl & glwie yoys JS b dsladll euni linaio JUs o sginll I Gaxig dudis msoﬁf‘mowwﬁu
libais Geuad Bizge audl julne Slasall J=le oo dlsye cniS gLl (wle a8 31 »gamll Blazg glol geuns puiisglill
ligbusio Vguogg jumie jut hlsis! JUs e @il 52y las dpegasl] clagye
Slagluall zgoslly guiill
%,
EIT’_ONC'K“(BID Accueil Appels d'offres Fonctionnalités Explorateur Connexion :'; &

Comment Ca Fonctionne

Notre plateforme simplifie le processus d'appel d'offres en quelques étapes

simples
Créer un Appel d'Offres Recevoir des Offres Examiner & Comparer Attribuer le Contrat
Publiez les exigences de votre Les fournisseurs qualifiés Evaluez toutes les offres avec nos Sélectionnez I'offre gagnante et
projet avec des spécifications et soumettent leurs propositions et outils de comparaison pour formalisez I'accord avec des
une documentation détaillées offres compétitives trouver la meilleure contrats intelligents

correspondance

Figure 43: Multi-language Support (English/French/Arabic)

2. Backend Implementation

The backend system is implemented using Flask framework with SQLAlchemy ORM for
database management and JWT for authentication.

2.1 Flask Server
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Server Console:

Run ° Back_Flask Front_dev

2!

O

FLASK_ENV = development

FLASK_DEBUG = 0

In folder C:/Users/Dell/Documents/Univ/PFE/Project_Implementation/blockchainTenders
c:\Users\Dell\Documents\Univ\PFE\Project_Implementation\blockchainTenders\BackEnd\.venv\Scripts\python.exe -m flask run

Yo« >

python-dotenv could not parse statement starting at line 5
python-dotenv could not parse statement starting at line 8

G @ K

python-dotenv could not parse statement starting at line 13
Connected to Ethereum node: EthereumJ$ TestRPC/v2.13.2/ethereum-js
TenderTracker loaded at 0xC302bb57186b90523f5778F27a0A7294¢c77h312C
EvaluationResult contract artifacts loaded successfully
* Serving Flask app 'BackEnd/run.py'
* Debug mode: off
WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.

* Running on http://127.0.0.1:5000
Press CTRL+C to quit

o0« o

blockchainTenders
Figure 44: Pycharm Flask Console

2.2 Database Structure

Database Schema:

This figure shows a technical diagram of the application's database structure, known as an Entity-
Relationship Diagram (ERD). It visually maps out the database tables (e.g., Users, Tenders,
Bids ) and the relationships between them. This schema is the blueprint for how data is orga-
nized, stored, and accessed, and is fundamental to the application’s architecture.

B MysaL Workbench = a X
M  blockbid x

File Edit View Query Datsbase Server Tools Scripting Help

S8 e SEF&HE @ e o B=g |

SCHEMAS A4 [~ ¥ a o) ‘”:_ Lmtto 1000rows  ~ | 3 | & Q

[==
o

Q Fiter ob G SELECT * FROM blockbid.users;
v blockbid

v B Tables

» & bidevaluations

bids
block
committeemembers
completiondocuments
contact_messages
evaluationcriteria
notifications
owners Result Grid | ] €3 Fiter Rows: et gl Eb B | ewort/import: 5 i | Wrap Cst Content: IE a
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Figure 45: Database Schema and Entity Relationships

3. Blockchain Integration

The system integrates with Ethereum blockchain using Hardhat development environment and
Ganache for local testing.
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3.1 Ganache Development Environment

Ganache Interface :

This screenshot shows the Ganache interface, a personal blockchain for local development and
testing. It displays a list of simulated Ethereum accounts, each with a balance of test Ether, along
with a log of transactions and deployed smart contracts. This tool is essential for developers to
build and test blockchain interactions in a controlled environment without incurring real-world

costs.

& Ganache

ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK 1D RPC SERVER

MINING STATUS

WORKSPACE
BLOCKBID

20000000000 6721975 MERGE 57717 HTTP:40.0.0.0:7545 AUTOMINING

MNEMONIC

cause report future enter undo van design shrimp small fuel special chimney

HD PATH
m&44'60'0 ' Gaccount_index

ADDRESS BALANCE TX COUNT INDEX d]

0x097108c8d769A1582d2d7d22582a2A1E3eF59F69 999.62 ETH 7 0

ADDRESS BALANCE TX COUNT INDEX dj

0x1a6C84c737b7036B8357644Eba8C7E48e714T940  1000.00 ETH ] 1

ADDRESS BALANCE TX COUNT INDEX d]

0x7f10219c2674f5aFf180f9b02e7764ebcACEF292 999.99 ETH 1 2

ADDRESS BALANCE TX COUNT INDEX (.f

OxcAB84f0172Ac2201B5271aaf4c24Ac8bDC6F24F45  1000.00 ETH 0 3

ADDRESS BALANCE TX COUNT INDEX

0xDD1B7c2398A7c2f6f1965074c2D0D341BC3151c9 1000.00 ETH ] 4 é:

e Yamm nn e pewr e o
@ Ganache - o X

LOCKS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE

20000000000 6721975 MERGE 5777 HTTP:i(0.0.0.0:7545 AUTOMINING BLOCKBID
BLOCK MINED ON GAS USED
9 20825-05-22 20:16:34 2721995
BLOCK MINED ON GAS USED
8 2025-05-21 18:34:58 2721995
BLOCK MINED ON GAS USED
7 2025-05-21 16:57:50 2721995
BLOCK MINED ON GAS USED
6 20825-05-18 22:08:32 264626
BLOCK MINED ON GAS USED
5 2025-05-10 20:25:10 2721995
BLOCK MINED ON GAS USED
4 2025-05-89 17:53:49 244098
BLOCK MINED ON GAS USED
3 20825-05-89 15:34:52 2721995
BLOCK MINED ON GAS USED
2 2025-05-88 21:40:44 2721995

Figure 46: Ganache Blockchain Development Environment Interface Screenshot

Smart Contracts Deployment:

This interface shows the status of contract deployments to the blockchain and provides a Ul to
call contract functions directly. This is where the on-chain business logic is managed, tested, and
finalized before being pushed to a live environment.
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Terminal local_Ganache Blockchain

(.venv) PS C:\Users\Dell\Documents\Univ\PFE\Project_Implementation\blockchainTenders\Blockchain> --network

Loaded 38 accounts from user_keys.json

Loaded 30 accounts from user_keys.json

Deploying contracts with account: 0xB97108c8d769A1582d2d7d22582a2A1E3eF59F69

TenderTracker deployed to: 8xC382bb57186b98523f5778F27abA7294c77b312C

Deployment information saved to deployment.json

(.venv) PS C:\Users\Dell\Documents\Univ\PFE\Project_Implementation\blockchainTenders\Blockchain>

s oo v © %

Figure 47: Smart Contract Deployment and Interaction Interface Screenshot

3.2 Implementation Summary

The implementation demonstrates a complete blockchain-based tender management system with
the following key features:

* Multi-role user authentication (Owner, Supplier, Admin)

» Comprehensive tender lifecycle management

* Blockchain integration for transparency and security

* Real-time notifications and document management

» Multi-language support (English, French, Arabic)

* Responsive design with dark/light theme support
 Automated evaluation system with committee-based review
* Secure file upload and contract generation

* Transaction tracking and blockchain explorer functionality

The system successfully integrates traditional web application features with blockchain
technology to create a transparent, secure, and efficient tender management platform.

Conclusion:

This chapter demonstrated the practical implementation of the proposed blockchain-based public
procurement system. By deploying smart contracts on a local Ethereum testnet and integrating
tools like MetaMask, the prototype showcases how decentralized technologies can automate and
secure key procurement processes. While the system proves technically viable, challenges remain
in scaling, legal alignment, and user adoption. Nonetheless, this implementation serves as a
concrete step toward more transparent, accountable, and tamper-proof public procurement
systems.
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Conclusion:

During this study we explored how blockchain might actually help fix some of the
major issues in public procurement. At first we discussed how blockchain works
and why concepts like decentralization and transparency make it such a strong
technology. especially when it comes to trust and preventing corruption.

Then we focused on public procurement itself we noticed that current systems even
the digital ones still have problems they're slow and sometimes unfair not to men-
tion vulnerable to manipulation. It became obvious that change is needed and
blockchain seems like a good path forward.

So we came up with our own solution. we identified the roles of the different actors
and used smart contracts to automate everything from the start to the end of the
process. Every step is saved on the blockchain which makes it difficult to
manipulate or conceal information.

We also developed a working prototype using tools such as React, MetaMask, and
Hardhat. This demonstrated that the system is not merely a concept but a viable and
functional solution.

To summarize, this work showed that blockchain could really improve the way
public procurement is managed. it’s a real step toward more transparency and trust.
Smart contracts could still be improved and made more flexible, But what we built
already provides a solid basis.
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