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Internet Protocol IP
Internet Crime Complaint Center IC3
Internet Froude Complaint Center IFCC
National White Collar Center NwcC
Internet Crime Reporting Online System ICROS
Tram Mission Control Protocol TCP
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Abstract of master’s thesis

summary:

The subject of this study is compatible with recent developments in the field of
informatics that have become a tool for committing crime or a field for it by
misusing and exploiting it in an illegal way. And I sought through it (this study) to
clarify the procedural rules within the scope of which workers in the fields of
research and investigation on information crime exercise their work in order to
obtain the appropriate evidence to prove these crimes, and | have discussed in the
first chapter the theoretical side of information crime by discussing aspects The
legal of this crime, and within this title, the essence of the information crime was
discussed by defining the concept of the information crime as a presumed
condition for its establishment and clarifying its characteristics and the position of
the Algerian legislator in the information crime. Then we examined the special
legal nature that this crime distinguishes from other traditional crimes and such
parties The information criminal, in which we deal with the characteristics and
types of the information criminal, and what are the methods and motives for the
information criminal of this crime, as well as the definition of the victim, as we
explained the victim in the information crime and its risks.

And in the second chapter, the issue of procedures for obtaining the digital
guide to prove information crime and the most important legal aspects of the



process of investigating this crime was addressed, and here the qualified agencies
to search and investigate information crime both in the Algerian legal system or
comparative legal systems were dealt with, as was then the search In the
characteristics of the investigation and the investigator in the information crime,
then the concept of the digital guide was defined by clarifying its characteristics,
types and sources of obtaining it, and after that, a kind of explanation was focused
on the appropriate procedural rules in the process of extracting the digital evidence
in its electronic environment and Explain the most important difficulties and
obstacles facing this process.

The chapter also examined the guarantees of the suspect and the effect of
the procedures for obtaining the digital evidence on the right to privacy. Finally, it
addressed the issue of the legal value of the digital evidence in the field of
evidence, whether in terms of its legitimacy or in terms of its authenticity before
the criminal judge.

In the conclusion, the most important results reached were outlined and
some recommendations and suggestions were made that would activate and
organize appropriate procedures to investigate information crimes.

Keys words:

Information crime - criminal protection of information systems

- technology-related crimes - information criminal - computer virus
- victim of information crime.




