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Abstract

Various papers discuss the impact of burstiness on
network congestion. Their conclusions are
congested periods can be quite long with packet losses
that are heavily concentrated. Several conventional
methods have been implemented to avoid congestion,
such as traffic shaping, end-to-end feedback congestion
control systems, etc. These methods are not responsive
enough to the varying bandwidth and network delay
caused by bursty traffic. The objective of our paper is to
describe a new algorithm to avoid congestion without
the negative effects of the traditional methods. A model
developed under Compuware’s COMNET the discrete
event simulation system, illustrates the algorithm. The
model is based on real traffic collected in an ATM
network.

1. Introduction

Measurements of real traffic indicate that burstiness is
present on a wide range of time scales [1,2,3,4]. Traffic that
is bursty on many or all time scales can be described
statistically using the notion of self-similarity. In bursty
traffic the term self-similarity is used in a distribution
sense: when viewed at varying scales, the traffic’s
distribution remains unchanged. Various papers [1,3,4,5,6]
discuss the impact of the burstiness on network congestion.
Their conclusions are that
e congested periods can be quite long with packet losses
that are heavily concentrated,
e linear increases in buffer size do not result in large
decreases in packet drop rates, and
e a slight increase in the number of active connections
can result in a large increase in the packet loss rate.
Results show that packet traffic “spikes” (which cause
actual losses) ride on longer-term “ripples”, that in turn ride
on still longer-term “swells” [1].

Several conventional methods have been implemented to
avoid congestion, such as traffic shaping, end-to-end
feedback congestion control systems, etc. Traffic shaping,
spreading the packets in time, introduces an unacceptable
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delay when the traffic is generated at high-speed in long
bursts. Feedback based congestion control systems are not
responsive enough to the varying bandwidth and network
delay. The larger the end-to-end delay, the longer it takes to
inform the sending nodes that the network has become
congested. It was shown in [7], that the duration of the
congestion at the congested routers is directly related to the
bandwidth-delay product.

A new research direction, active networking, offers a
more promising solution for congestion control. Active
networks allow designers to program the network software
and hardware to manipulate the network’s behavior. For
instance, the ACC project recommends an active network
solution to reduce the delay when congestion is signaled to
the sending node [8]. ACC packets are sent containing the
congestion window size that the sender adjusts. When
congestion occurs at a router, it determines the congestion
window size, drops packets that would not be sent with the
new window size, and notifies the sender about the new
window size. ACC extends the congestion control points
from the endpoints into the active nodes where they can
immediately react to congestion. The downstream nodes
see traffic that looks as if the sender had reacted
immediately.

We propose a new active network algorithm that can reduce
the harmful consequences of congestion due to aggregated
bursty traffic. Many methods for measuring traffic
burstiness are based on the estimate of the Hurst parameter
in addition to the bursts’ mean and variance. The Hurst
parameter 0.5 < Hurts < 1 is a measurement in fractal
geometry to characterize self-similarity of objects. The
higher the value of Hurst, the higher the burstiness, and
consequently the worse the queuing performance of
switches and routers along the traffic path [3]. The first
packet of a connection and subsequent control packets carry
the anticipated traffic’s Hurst parameter. It is calculated
from previous connections and applications’ traffic patterns
at the sending node. When the traffic burstiness at a router
exceeds a certain threshold calculated as a function of the
Hurst parameter and the router’s buffer size, the router
divides the traffic into independent paths. Instead of using
a single path, the router will divide the traffic over n
number of new paths leading to the destination of the
original traffic. In the literature, this process is called traffic
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dispersion [9]. The number of new paths n depends on the
burstiness of the traffic. The more bursty the traffic the
more paths are used to disperse the traffic. The n new paths
are going to the “n best” adjacent routers predicted by the
congested router at the time of traffic dispersion. The
selection of the best routers is based on the adaptation of
the protocol in [10] and it takes into account a router’s cost
estimate of the traffic dispersion. “Best” routers refer to the
ones that have proven to be capable of taking over
dispersed traffic in previous cases with minimal cost. It
includes the cost of reassigning other lower priority traffic
flows, the number of dropped packets, etc. The initiating
router will select the paths to n routers with the smallest
estimates. The procedure continues recursively until the
destination of the dispersed traffic is reached. It can be
shown that the newly selected paths are optimal in terms of
packet loss, if some conditions are met. When the traffic
burstiness falls below the threshold value the dispersed
paths are collapsed into the original single path.

Papers on traffic dispersion [13, 14, and 15] analytically
model the proposed algorithms. Analytical methods cannot
cope with the effects of random variance. The assumptions
required by analytical methods ignore the effects of
queuing, event interdependence, and random variance when
analyzing complex, high-speed communication networks.
The goal of our paper is to describe our active network

algorithm and measure its performance through a discrete.

event simulation model using the Distributed Software
Module of COMNET {16]. Our model generates bursty
traffic on all time scales based on measurements of a real
ATM network. The simulation results show that our
algorithm can reduce the harmful consequences of bursty
traffic. By using discrete event simulation methodology, we
can get more realistic and accurate results in measuring the
momentarily utilization of links, response time, and the
queuing performance of switches and routers in high-speed
networks.

2. Overview of the Selection Algorithm

For illustration we use the topology of Figure 1.
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Figure 1. Network topology

A, B, C, D, E F, G, and H denote the routers. 4 and H are
the two endpoints of a path {4, B, E, H}. A4 computes a
threshold value T1= (U/2)(1 + Hurst), where U is the
unused, available buffer size in bytes and Hurst is the Hurst
parameter of the bursty traffic. The Hurst parameter was
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sent to A4 during the connection establishment phase
estimated by the originator of the path. The Hurst parameter
has been calculated from the application’s profile and
previous measurements. Using previous connections, 4 can
also estimate the expected number of packets that could be
lost due to the bursty nature of the traffic. When the traffic
volume measured in bits/sec exceeds the threshold value
T1, A will disperse the traffic over n new paths leading to
H. A will select the n “best” adjacent routers to split the
traffic flow. 4 sends a request to disperse a portion of the
traffic to adjacent routers along with the Hurst parameter
and an upper bound on the expected number of dropped
packets. A router is qualified if it has been able to reroute
dispersed traffic in previous cases. The routers compute the
estimated number of lost packets and calculate the cost of
dispersion ¢c>=1. These estimates are sent back to 4, which
will select n new routes with the smallest estimates as
calculated below. For the sake of simplicity we assume
n=3, i.e., the connection is dispersed via three routers, e.g.,
via B, C and D. The cost estimate of a router is based on a
performance parameter P, a measure of a router’s
inefficiency (as calculated by its predecessor router along
the dispersed path) based on its previous traffic dispersions.
Small (close to zero) values of P indicate high quality and
efficiency, and high values indicate that the router is
unreliable and unstable in rerouting the dispersed circuit. A
router’s performance parameter P is recalculated after each
traffic dispersion. The recalculation is based on the
statistical evaluation of the router’s estimated and actual
number of lost packets [10]. The motivation for using P is
to enable the selection process to learn from past
performances and use this knowledge to select the most
efficient routers in traffic dispersion.

The process continues recursively at B, C, and D. At each
recursive step all three routers use three arguments: the
connection number, the subsequent router, and the upper
bound on the number of packets lost. Each step expands
the path by those children through which the estimated
number of packets does niot exceed the upper bound. Each
step returns the estimated number of packets along the path
to a child and replaces the parent values with the minimum
of the estimated number of packets via the last children
expanded. The recursive step goes back along the path,
until a better estimate is reached. Then, the procedure
continues along that path. After a recursive step these
estimates will be equal to the minimum estimated number
of dropped packets along the path leading to the last child
of the expanded subtree. Once the destination H is reached
the selection processes stop. The dispersed paths are along
the return paths of the recursive steps. The selection of the
dispersed paths is based on estimates and information about
the routers’ previous performance. Since at each step the
path with the estimated least-number of dropped packets is
selected, the resulting dispersed paths are expected to be the
ones with the least-number of dropped packets. It can be
proven that the above algorithm always finds the dispersed
paths with the least number of dropped packets if some
conditions are met [10]. (Due to the limited space, this
paper does not discuss the problem of rejoining the



dispersed paths at the destination.) If the traffic’s resource
requirement exceeds the router’s total available buffer
before the selection for the “best” adjacent routers is
completed, then 4 makes the decision immediately based
on data from previous dispersions. The current selection
process will refresh 4’s records about the “best” neighbors.

2.1 Calculation of the Dispersed Traffic Volumes

Method 1: Let M denote the traffic volume to be dispersed.
Letcl £ ¢2 £,.., < ck denote the cost estimates sent by k
adjacent routers. Router 4 will choose the first n < k best
routers for which M = M/cl + M/¢c2 + ..+ M/cn, and 1/cl +
.+ len=1.

Method 2: In our simulation we will implement a slightly
modified version of the calculation above. For simplicity,
we want to be sure that the traffic is dispersed among the
responding k routers proportionally to the available buffer
size. A cost estimate ci indicates 1/Ri where Ri is the
available buffer size of a responding router in bytes,
i=1,..k. Let’s arrange the available buffer sizes

R1 > R2>,. >Rk and compute the sum R1 + R2 +. .+Rk =
R. Disperse the traffic proportionally to the available buffer
size:

M =MRI/R + MR2/R + ..+ MRn/R, where

RI/R+... + Rn/R=1.

The motivation of 4’s decision is that the higher a router’s
cost estimate, the lesser amount of traffic will be dispersed
via that router.

3. Simulation Techniques

We assume that the “best” adjacent routers have already
been identified by the selection algorithm in [10]. In order
to demonstrate our dispersion algorithm we constructed the
following simplified model in COMNET:
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Figure 2. The COMNET model of the network

In Figure 2, 4, B, C, D, E, F, G, and H denote the routers of
the ATM network connected by OC-3 links: Link 4B, Link
BE, etc. A is the origin; H is the destination of an ATM

connection. An Application Source called “Bursty Source”
attached to router A4 represents the connection. In COMNET
the Application Source contains commands that are
executed in sequence when the Application Source is
triggered either by time or by received message text.
Typically, the command sequence of the Application
Source is filled in after the Command Repertoire of the
router has been modified to include a desired command.
Each router can execute commands and define variables.
Commands and variables can be local ones accessed by a
router locally or global ones used by any router in the
network. A macro is a named collection of commands. The
following screen shows the available library commands and
the ones defined for router 4:

Figure 3. Library commands and some commands of 4

The next screen depicts the order of Bursty Source’s
commands at router 4:
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Figure 4. Command sequence in Phasel at switch A

We give a brief explanation of some commands. For
specific details please see [16]. Most of the methods
measuring burstiness are based on the estimate of the Hurst
parameter., We implemented the Hurst parameter in
COMNET as it is described in [10]. The first three
commands (“Set Pareto Length message,” Set “Output
Parameter”, and Transport complete msg to B”) generate
bursty traffic with Pareto distributed lengths of messages



using the method in [10]. The following screens show the
details of generating Pareto-distributed message lengths
with location 8000 and shape 1.1.

i Assign Command

Figure 5. Generating Pareto-distributed lengths of messages

These parameters of the Pareto distribution correspond to
sending 88000 bytes/sec on the average with Hurst
parameter 0.95. (We derived the 8800 byes and the Hurst
parameter from real measurements in an ATM network.)
The heavy-tailed Pareto distribution is depicted in the
following chart:
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Figure 6. The heavy-tailed Pareto distribution function

In every second the “Bursty Source” application will send a -

Pareto-distributed length message to the destination. If the
message length is less then the threshold T1, 4 will choose
a path via B. Otherwise, it will disperse the traffic among
the “best” adjacent routers identified by the selection
algorithm illustrated above. For simulation purposes we
select T1=10,000 bytes. For simplicity we do not include
the selection algorithm in our model, we just assume that
these “best’routers are B, C, and D. “Bursty Source” will
divide the traffic proportionally to the available resources
based on the calculation in Method 2 above. The rest of the
commands implement the traffic dispersion. Each of the
Transport commands will send a portion of the original
message to the destination via B, C, and D that is
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proportional to the buffer size available at these nodes. For
instance, the “Transport RB/R of the msgsize to B”
command will disperse RB/R portion of the original
message” to B, where RB + RC + RD =R, and RB, RC,
and RD are the available buffer sizes at B, C, and D,
respectively. The “Compute Available Buffer” application
executes a command that takes snapshots of the available
buffer size of the corresponding router at every second. The
next screen shows the application at router B:

Figure 7. The “Compute Available Buffer” application

The Compute RB command takes a snapshot of B’s
available buffer size. B sends RB to A. Routers C and D do
the same, sending RC and RD to 4, which computes R from
the snapshot values. (For reducing the simulation time we
limited a router’s maximum buffer size to 1M bytes only.)
The next screen shows the calculation:

As on Comma R

Figure 8. Computing the available buffer size at router B

The “Forward”application forwards or

dispersed traffic to the destination.

the original



4. Simulation Results

First, we ran the simulation for 1500 seconds without traffic
dispersion and measured the buffer utilization and the
number of packets dropped at the routers. The following
screen shows the animated traffic flow from 4 to H via B
and E. The numbers above the routers are the instantaneous
snapshots of buffer utilizations.
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Figure 9. Simulation of the undispersed traffic via B

The next screen shows the input buffer level of router B
during simulation:

out Buffer Level for B,

Figure 10. Input buffer level of router B

The simulation statistics show that 189 packets have been
dropped due to the lack of buffer space:

Node | Packets Packets | Buffer | Buffer | Maximum
Accepted | Blocked | Use Use bytes
Avrg. | Std
bytes | Dev.
B 1984 189 1536 30683 | 989274
C 0 0 0 0 0
D 0 0 0 0 0

Figure 11. Number of packets dropped and input buffer
usage
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Next, we ran the simulation with traffic dispersed via B, C,
and D:

Figure 12. Simulation of dispersed traffic via B, C, and D

The next screens show the input buffer levels of router B,
C,and D:
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Figure 13. Input buffer level of router B after traffic
dispersion

Figure 14. Input buffer level of router C after traffic
dispersion



Figure 15. Input buffer level of router D after traffic
dispersion

The simulation statistics show that only 17 packets per
router have been dropped due to the lack of buffer space:

Node | Packets Packets | Buffer | Buffer | Maximum
Accepted | Blocked | Use Use bytes
Avrg. | Std
bytes | Dev.
B 1623 17 407 13350 | 971099
C 1623 17 407 13350 | 971099
D 1623 17 407 13350 | 971099

Figure 16. Number of packets dropped and input buffer
usage after traffic dispersion

In order to eliminate packet drops, 4 needs to slow down
the transmission rate. If we change the 1-second interarrival
rate in the “Bursty Source” to 2 seconds the simulation
shows that no further packets are dropped.

5. Conclusion

The paper described an active network algorithm to avoid
congestion due to bursty traffic. When the traffic burstiness
at a router exceeds a certain threshold calculated as a
function of the Hurst parameter and the router’s buffer size,
the router will disperse the traffic over n number of new
paths leading to the destination of the original traffic. We
demonstrated the algorithm’s performance through a
discrete event simulation model using Compuware’s
COMNET. Our model generates bursty traffic on all time
scales based on measurements of a real ATM network. The
simulation results show that our algorithm can reduce the
number of dropped packets due to the bursty nature of the
traffic.
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