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Abstract

Abstract

The Breakdown of a modern industrial machine requires the intervention and collaboration of a
group of experts in order to provide a diagnostic and a fix. This intervention can be done through
the internet. This process is called collaborative e-maintenance. In order to provide these experts
with a collaborative environment that works remotely, we use a Group Decision Support System
(GDSS). Which improves the effectiveness of the process and reduces the loss in time and
information. This system requires a human facilitator who coordinates and plans the meeting. His
counterpart in the collaborative e-maintenance process is one of the experts called the coordinator.
This leader is extremely important and has to satisfy certain criteria called the election criteria. A
Delphi study was conducted to gather the facilitator election criteria. The criteria are classified into
three categories: Experience, Network performance and Security. The election process can be
implemented and automated by a machine through different solutions. Among the interesting
solutions are Multi-Criteria Decision Aid (MCDA) methods and distributed election algorithms.
This work proposes an approach in both solutions. Our multi-criteria approach starts by computing
the election criteria weights using the Analytic Hierarchy Process method. Afterwards we applied
four MCDA methods on a collaborative e-maintenance case study. The results of each method
were compared based on several metrics. As a results, we found that MAUT selected the expert
who satisfied most of the election criteria, while still having a better time complexity than
PROMETHEE II. Additionally, a new election tool called GFET based on the multi-criteria
approach was proposed. This work also proposes a model for the integration of GFET within the
collaborative e-maintenance process. In contrast, since the multi-criteria approach requires
inputting subjective parameters from decision-makers it is then subject to biases and behavioral
problems. Consequently, the final decision or ranking can be impacted and thus the decision
quality is also questionable. To fix the flaws present in MCDA methods, we also proposed a
distributed election algorithm GFEA (GDSS Facilitator Election Algorithm) coupled with an
objective weighting method called MEREC (Method based on the Removal Effects of Criteria).
This eliminates possible biases since it doesn’t require subjective parameters from the decision-
makers. The proposed algorithm is designed for unidirectional ring topology. Moreover, it
considers multiple election criteria and uses a formal weighting method. Furthermore, it handles

the failure and recovery of both the leader and election initiator. In addition, GFEA reserves a

12



Abstract

backup leader to replace the leader in case of node or link failure. On top of this, the algorithm
integrates a new tie-break mechanism that prioritizes the most important criteria rather than relying

only on the UID (unique identifier).

Keywords: GDSS; MCDA; Facilitator; Leader Election Algorithm; Collaborative E-maintenance;
Distributed Systems.
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Abstract

Résumé

La panne d'une machine industrielle moderne nécessite l'intervention et la collaboration d'un
groupe d'experts afin de fournir un diagnostic et une solution. Cette intervention peut se faire via
internet. Ce processus est appelé e-maintenance collaborative. Afin de fournir a ces experts un
environnement collaboratif fonctionnant a distance, nous utilisons un Systeme d'Aide a la Décision
de Groupe (GDSS). Ce qui améliore I'efficacité du processus et réduit la perte de temps et
d'informations. Ce systéme nécessite un facilitateur humain qui coordonne et planifie la réunion.
Son homologue dans le processus de e-maintenance collaborative est 1'un des experts appelé le
coordinateur. Ce leader est extrémement important et doit satisfaire a certains critéres appelés
criteres d'élection. Une étude Delphi a été menée pour recueillir les criteres d'élection du
facilitateur. Les critéres sont classés en trois catégories : Expérience, Performance du réseau et
Sécurité. Le processus d'élection peut étre implémenté et automatisé par une machine grace a
différentes solutions. Parmi les solutions intéressantes figurent les méthodes d'Aide a la Décision
Multicritere (MCDA) et les algorithmes d'élection distribués. Ce travail propose une approche
dans les deux solutions. Notre approche multicritére commence par calculer les poids des critéres
d'¢lection en utilisant la méthode du processus analytique hiérarchique. Ensuite, nous avons
appliqué quatre méthodes MCDA sur une étude de cas de maintenance €lectronique collaborative.
Les résultats de chaque méthode ont ét¢ comparés sur la base de plusieurs métriques. En
conséquence, nous avons constaté que MAUT a sélectionné l'expert qui satisfaisait la plupart des
criteres d'élection, tout en ayant une meilleure complexité temporelle que PROMETHEE II. De
plus, un nouvel outil d'¢lection appelé GFET basé sur l'approche multicriteére a ét€ proposé. Ce
travail propose également un modele pour l'intégration de GFET dans le processus de maintenance
électronique collaborative. En revanche, comme 1'approche multicritére nécessite la saisie de
parametres subjectifs de la part des décideurs, elle est alors sujette a des biais et a des problemes
comportementaux. Par conséquent, la décision finale ou le classement peuvent étre impactés et
donc la qualité de la décision est également discutable. Pour corriger les défauts présents dans les
méthodes MCDA, nous avons également proposé un algorithme d’élection distribuée GFEA
(GDSS Facilitator Election Algorithm) couplé a une méthode de pondération objective appelée
MEREC (Method based on the Removal Effects of Criteria). Cela élimine les biais possibles car

il ne nécessite pas de parameétres subjectifs de la part des décideurs. L’algorithme proposé est
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congu pour une topologie en anneau unidirectionnel. De plus, il prend en compte plusieurs critéres
d’¢lection et utilise une méthode de pondération formelle. De plus, il gére la défaillance et la
récupération du leader et de I’initiateur de 1’¢lection. De plus, GFEA réserve un leader de secours
pour remplacer le leader en cas de défaillance d’ un nceud ou d’un lien. De plus, I’algorithme intégre
un nouveau mécanisme de départage qui priorise les criteres les plus importants plutdt que de

s’appuyer uniquement sur 1’UID (identifiant unique).

Mots-clés: GDSS; MCDA; Facilitateur; Algorithme d'élection du leader; e-Maintenance

collaborative; Systémes distribués.
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Introduction

Introduction

Collaborative E-maintenance process is the combination of remote maintenance and collaborative
maintenance while using new information and communication technologies. This process involves
groups of experts and technicians. Each group of experts collaborate to make decisions about
solving a particular breakdown occurring in the company site where the technicians are available.
Then the orders are passed to the technicians to apply the solution and thus treating the dysfunction.
In order for these experts to work effectively and in harmony with the technicians, one of the
experts has to be chosen as a coordinator. Which will be responsible for managing the entire

process [1].

Group decision processes like the collaborative e-maintenance process can be improved
and assisted by a system called Group Decision Support System (GDSS) [2]. This system includes
a human part which includes the decision makers and the facilitator. The Facilitator has a crucial
role in this system. As he holds high-level exchanges between group members while fostering
cohesion and enhancing the meeting process as a whole [3, 4]. He is the equivalent of the

coordinator.
Problematic

Our Problematic is the election of a facilitator within a GDSS. Given a set of decision makers, we
select one of them to be the facilitator. Choosing different facilitators can lead to different
outcomes in terms of time taken to reach a consensus, money spent and the quality of the decisions

made. This is the reason why this issue has to be treated carefully.

The problematic treated in this work is formulated using the following questions: Among
the set of DMs, how can we select one of them and assign him the role of GDSS facilitator? and
how are DMs evaluated to find the most suitable DM for the facilitator role? To answer these
questions, first, we need to list the possible solutions. Based on the problematic’s nature there are
4 possible solutions: Leader election algorithms [5], multi-objective optimization [6], voting

procedures or MCDA methods [7, 8].

MCDA methods are employed when facing a problem involving multiple stakeholders with

different objectives. This type of decision problem requires selecting the alternative that satisfies
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all the stakeholders. Since these problems are usually unstructured and involve some subjective
parameters. MCDA methods are best suited for having a decision that decision makers can all
agree on. Previous related work compared the experts based on five criteria which are: Experience
as a DM, experience as a coordinator, download speed, distance from breakdown site and the
expert’s response time to a maintenance request [9]. There are other criteria to be considered,
mainly in the categories of network performance and security. The security criterion has always
been disregarded. Since it is hard to measure and involves several aspects like vulnerabilities and

open ports.

Due to the similarities between the problematic of electing a leader in distributed systems
and the problematic of electing a GDSS facilitator, distributed leader election algorithm represents
a potential solution to the problematic of this work. Despite that, the solution must satisfy five
requirements in order to be suitable for the problematic on hand. These requirements are:
Consideration of multiple election criteria, inclusion of human related criteria, formal weighting
method, backup leader and the ability to handle the failure and recovery of both the leader and the

election initiator.
Objectives and Contributions

The objective of this work is to solve the problematic of facilitator election within a GDSS using
two approaches: Multi-criteria approach and the Distributed election algorithms. Experimenting
multiple MCDA methods would allow us to possibly view different results. We will use these

results to compare between these methods and see each one’s pros and cons.

This work’s contributions are summarized as follows:
e Fixing GDSS facilitator election criteria using DELPHI method.
e Use of AHP (Analytic Hierarchy Process) to fix the election criteria weights.

e Application of MAUT, SAW, PROMETHEE II and TOPSIS on the problematic of
electing a GDSS facilitator.

e Proposition of a new election tool called GFET (GDSS Facilitator Election Tool).

e Comparison of the utilized methods based on performance, ease of use and decision
quality.
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e Comparison between recent election algorithms designed for distributed systems, and
spotting similarities between the problematic of electing a GDSS facilitator and the
problematic of electing a leader for a distributed system. By exploiting these similarities,
it is demonstrated that the distributed election algorithms can be effectively adapted to
solve the problematic of electing a GDSS facilitator.

e Proposition of the GFEA (GDSS Facilitator Election Algorithm) algorithm optimized
for the problematic of electing a GDSS facilitator based on human experience, security
and network performance criteria.

e Use of the objective weighting method MEREC to fix the election criteria weights.

e GFEA robustness stems from the integration of several features like reserving a backup
leader, improved tie-breaking mechanism that prioritizes criteria, leader recovery and
tolerance to both initiator and leader failure.

e The three correctness properties are proven to be satisfied by the proposed election
algorithm, and for the evaluation GFEA was tested on the collaborative e-maintenance
process.

e Comparison of the proposed algorithm with other recent algorithms in terms of required

functionalities for the problematic of GDSS facilitator election.

Thesis Structure

This thesis is divided into four chapters and is organized according to the following outline:

» Chapter 1: “Group Decision-making and GDSS”
This chapter explains the concept of group decision-making and defines what a GDSS is.
Additionally, it presents the strengths and limitations of it. Next, we focus on the GDSS

facilitator by listing his responsibilities and missions.
» Chapter 2: “Multi-criteria Decision-making Methods”

In the third chapter, we define, classify and explain MCDM methods. Then, some related

works are presented. Succeeding this, we present the proposed multi-criteria approach
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which is used later on to solve our problematic. The proposed approach consists of a

subjective weighting method and a set of four MCDM methods.

Chapter 3: “Distributed Election Algorithms”

This chapter delves into the second approach we used to elect the GDSS facilitator.
Distributed systems are defined and the problematic of electing a leader node is also
explained and compared with our problematic. This chapter also presents and discusses the
proposed distributed election algorithm GFEA by considering multiple failure and

recovery cases of different types of nodes.

Chapter 4: “Case Study: Collaborative E-maintenance”

The field of collaborative e-maintenance which we chose for conducting our case study is
defined and discussed thoroughly. In addition, we present the tasks required by the
collaborative e-maintenance coordinator. His missions are illustrated using a detailed
BPMN model. After that, the proposed multi-criteria approach is applied on this case study
and the used MCDA methods are compared. This chapter also proposes an integration of
the proposed election tool GFET into the collaborative e-maintenance process. The GFEA
algorithm is then applied on a case study and is compared to other election algorithms

based on functionality, performance and results.
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Chapter 1

1. Group Decision-Making and GDSS

1.1. Introduction

This chapter starts by introducing the group decision-making process. Next, different group
decision-making techniques are presented. Then, we move to GDSS and point out the importance,
benefits and limitations of these systems. Afterwards, we cite some GDSSs types and explain the

facilitator’s missions.

1.2. Group Decision-making

A decision-making group is made up of two or more people who work together to identify an issue,
determine its cause, develop potential solutions, evaluate potential solutions, and carry out plans

to put the chosen solutions into action [10].

Problems involving several decision makers and alternatives are the subject of group
decision making. There are multiple criteria to the alternatives. To put it another way, the decision-
makers have to consider multiple criteria. A conflict may rise during group decision making, since

every decision maker has his own preferences and objectives [11].

It 1s more likely that a problem will be identified during a group decision-making process
compared to individual decision-making, and the decision-makers can then collaborate to develop
a solution. As a result, collaborative decision-making becomes quicker and more efficient. Sharing
responsibilities, utilizing decision-making expertise, gaining support from stakeholders, or

assisting less seasoned group members [10].

1.3. Group Decision-Making Techniques

1.3.1. Brainstorming
A method of decision-making called "brainstorming" is used to describe a group's verbal idea
generating. The main tenet of the brainstorming process is that everyone should be able to freely
share their thoughts without worrying about humiliation or negative feedback from others. The

objective is to come up with as many original and inventive ideas as possible [12].
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1.3.2. Nominal Group Technique
The goal of NGT, an organized brainstorming method, is to generate a lot of ideas for a problem
while guaranteeing that each group member contributes equally to the idea generating process
[13]. NGT consist of six steps. First of all, the meeting session is started. Secondly, participants
write their ideas quietly. Third, ideas are recorded using round-robin scheduling. In the fourth step,
sequential discussions are made about the proposed ideas. The fifth step is about choosing the most
important ideas through voting. In the final and sixth step, the participants discuss the chosen ideas

[13].

NGT reduces the issues that frequently arise in face-to-face meetings. Moreover, the
engagement of every participant is balanced in a sense that everyone gets a fair chance to generated
ideas. Additionally, the generated ideas are more original than those generated in interactive group
sessions. Furthermore, more ideas can be generated when compared to conventional interactive

group sessions [13].

1.3.3. Delphi Technique
The Delphi method involves five steps [14]. The first one is about preparing the first questionnaire
iteration. In the second step, the experts are chosen and invited to the session. They represent the
experts’ panel. The following step consist of gathering and evaluating the responses obtained in
the first step. Next, feedback is given to the members. After that, design, distribute, and analyze
the succeeding questionnaire round. The final step is to keep on running iterations until an
agreement is reached [14]. Once the members arrive at a consensus, we present the final results to

them.

1.3.4. Voting Procedures
Voting procedures are usually used when making social choices [15]. The process of voting entails
selecting a winner for a vote using a method. Consequently, voting processes take on the role as
decision-making instruments in a social choice framework, serving the dual purposes of
objectively constructing a collective choice and selecting a winner or winners [16]. There are
several voting procedures in the literature, such as: Simple majority rule, Copeland’s method,

Maxmin method, Plurality method and Borda count [15].
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1.3.5. Game Theory
The goal of game theory is to identify the strategies that a group of players will agree upon in order

to maximize their individual rewards [17].

1.4. Group Decision Support System
A GDSS is a type of CSCW (Computer Assisted Collaborative Work) [18], which can be used for

group meetings where the participants communicate in different times and from different locations
[19]. The GDSS usually engages a group of decision-makers and facilitator who have access to
computers, decision models, database and a viewing screen [20]. Using integrated hardware,
software and decision support tools, the GDSS helps the group decision making process [21]. The
GDSS provides facilitation for finding more satisfying solutions within the limited solutions set.
It is used as a tool to enhance the effectiveness of the group’s search within the solution space [21].
This system includes tools with the purpose of focusing on the group decision process gains and
decreasing its losses [22]. Figure. 1 shows the GDSS model based on the definitions included in
papers [2] and [23]. There are several GDSS implementations, such as: Kindling, ThinkTank,
ExpertChoice, Webcouncil and Facilitate Pro [24].

Hardware
Procedures
Tools

Faciljtator
(Leader)

Coordination

£ 2 Sk

Decision Maker 1 DM 2 DM 3 Decision Maker N
\ People /

Figure. 1. GDSS Model [2, 23]
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GDSS is a DSS (Decision Support System) that’s designed to be used by a group of DMs
(Decision Makers), who communicate by the mean of a communication subsystem [23]. It’s a
combination of a group of humans, hardware and software [23]. The software part includes a
Groupware, which is a software designed to facilitate organized and methodical group work [25].
The GDSS enhances the group decision-making process of organizations [23]. The humans using
the GDSS are grouped into two roles: the DMs and the facilitator [4]. It is necessary to have a
human facilitator within a GDSS [23]. The traditional decision room is composed of multiple
computers connected using a local network [5]. Nonetheless, it can also be extended to support
connecting DMs who are geographically dispersed through internet [6]. One of the DMs is handed

an important role called the facilitator role.

1.4.1. Advantages and limitations of GDSS
GDSS is said to have advantages such as anonymity to improve communication's equality and
openness, parallel input to boost communication's speed and volume, and group memory to
enhance information storage and use [26]. Furthermore, the usage of GDSS improves reciprocal
comprehension and group creativity, among other things [26]. Figure. 2 shows the benefits of using

a GDSS based on paper [27].

Among the limitations of the GDSS is that it does not enhance the satisfaction of the

decision-makers. Moreover, GDSS lacks interactivity because roles and tasks are not assigned

Facilltator

| Guidance |

dynamically [19].

S
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and Document Show
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Figure. 2. GDSS Benefits [27]
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1.4.2. GDSS Classification
When taking into account the location and time of the meeting, Barkhi et al. classified GDSS into
two groups. Decision-makers in the same room participating in a meeting at the same time is
considered a face-to-face GDSS. On the other hand, when each decision-maker is located at a
different place yet they still communicate in the same time, then the system is considered a
Distributed GDSS [28]. Additionally, another type of GDSS that is designed to have simple and
common graphical user interface is called Web-based Multi-criteria GDSS. This is a GDSS that

can be accessed through a web browser [28].

1.5. GDSS Facilitator Responsibilities

Group Facilitator provides key process guidance to help groups who may be struggling to navigate
tasks and technology tools [29]. In [29], the authors described 26 skills required for online group
facilitators. These tasks were arranged into seven classes: First, he develops a common group
objective. Secondly, the facilitator establishes and maintains a common culture for the group.
Moreover, he makes a plan for the meeting and does the preparation. In addition, the facilitator
needs to have the ability and knowledge to use multiple online collaborative software. Another
required competence is the communication with online participants who have different time zones,
different geographical locations, and therefore different cultural backgrounds. The Final class is
“Reflective Practitioner”. This category includes enhancing the facilitation process by receiving
feedback from participants about the positive aspects and the negative ones which need to be fixed.
It also includes putting all facilitators at the same level of learning to ensure coherence in
facilitation [29]. The facilitator must perform a role in which they assist the group in identifying
their common goals, potential solutions, and an agreement [30]. Figure. 3 summarizes the GDSS

facilitator missions based on paper [4].

The GDSS facilitator is responsible for various tasks. He walks the DMs through the
meeting’s agenda and starts the group conversation. Additionally, the facilitator can bring up new
ideas if the DMs agree with that. Moreover, he can enhance the performance and effectiveness of
the group. Furthermore, the facilitator helps the DMs using the technologies and doing their tasks.
On top of this, he has to clarify the results of the meeting [7].
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Figure. 3. Facilitator Missions Within GDSS[4]

1.6. Conclusion

In this chapter, we presented the concept of group decision-making along with some group-
decision techniques that are used to reach a consensus and a final decision. We also explained what
a GDSS is and discussed its benefits and limitations. Finally, we explained, detailed and

emphasized the importance of the GDSS facilitator.

The next chapter explores MCDA methods and proposes a new multi-criteria approach to

solve the problematic of electing a GDSS facilitator.

Chapter 2

2. Multi-criteria Decision-Making Methods

2.1. Introduction

This chapter presents an approach that can be used to solve our problematic, which is the multi-

criteria approach. We present the MCDA methods and explain why they are used on a GDSS.
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Next, related works that used MCDA methods with a GDSS are cited. The subsequent section lists
some popular methods and compares them in a brief manner. The next section starts by explaining
the steps involved in applying AHP method to attribute weights to the election criteria. In addition,
the AIP aggregation procedure is described. After that, we present the steps and formulas of
MAUT, SAW, PROMETHEE II and TOPSIS. Next, we present the strengths and weaknesses of
the proposed multi-criteria approach. Moreover, the proposed approach is compared with related
works in a concise manner. Finally, we end the chapter with our conclusion regarding the multi-

criteria approach.

2.2. Multi-criteria Decision Aid Methods

MCDA is a subfield of operational research which deals with sophisticated decision-making
problems. These problems involve several objectives that conflict with each other as well as a high
level of uncertainty [31]. Given a set of potential courses of action, MCDA methods assess those
actions and provide either a ranking of options, classification or a choice [8]. The use of these
methods gives the decision makers an improved understanding of the decision problem [31].
Usually, problems involving several objectives and options require the intervention of multiple
decision makers often known as stakeholders [32]. These DMs constitute a group that’s going to

choose an alternative that benefits in the attainment of goals [32].

2.3. Multiple Criteria Decision Aid Approach in GDSS

There are several reasons to use the MCDA approach in GDSS such as: The management of
complexity, Transparency, Learning, Audit trail and legitimacy [32]. In addition, MCDA methods
grant the DMs a structured methodology for solving problems involving several points of view
and objectives [32]. Moreover, the multi-criteria approach aids in minimizing the problem’s
unstructured nature by allowing participants to collectively establish a framework for exchanging
information [33]. Furthermore, when dealing with such interpersonal disagreements, MCDA
approach may be an effective tool. The goal is to reach an agreement among the group members

or at the least, try to decrease the level of conflict by making compromises [33].

The group process assisted by MCDA methods starts by identifying the decision makers
and clarifying the session context. Next, the decision objectives are identified in order to elaborate

comprehensive criteria and measure the attainment of objectives. After that, we generate the
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alternatives. Following this, we reach the phase of preferences elicitation in which we gather the
criteria weights. Furthermore, the alternatives are evaluated based on the decision criteria. Finally,

the obtained results and final decision is analyzed and presented to the DMs [32].

Some of the things that could cause bias or subjective non-optimal choice is the way that
the DM is influenced by his society, cultural background, other DMs and even his emotions. The

location and physical setup of the meeting room can even influence the DM decision [32].

The use of MCDA methods in group decision process has been applied in multiple fields.
Examples of this include: Assessing alternative strategies in response to nuclear emergencies,
nutrient management, prioritization of research themes, assessing environmental and energy
policies consequences, strategic action plans for hospital trust and treating problems of water and

environmental management like water regulation [32].

2.2. Related Works

Omari Youcef ef al integrated the TOPSIS method and the Softmax function within WIM-GDSS
in order to assign weights to the decision makers [34]. First, the DMs were ranked using TOPSIS
based on their contribution to the decision problem. Then, the Softmax function was used to make

the DMs weights add up to one.

Another work of Omari Youcef et al consisted of developing a new GDSS based on WIM-
GDSS [35]. This newer system uses PROMETHEE 1I for the prediction module compared to
TOPSIS in the previous version. AHP was used to fix the criteria weights. The developed system
integrates a coordination protocol in which the initiator of the decision problem generates the
criteria and alternative solutions. He verifies if the problem is valid by comparing the number of
accepted invites to the acceptance threshold. Then, each DM evaluates the criteria through pair-
wise comparisons and inputs them into AHP method to obtain the criteria weights, and each one
enters his preference parameters. Next, the smart agent assigned to the DM, uses a prediction
model that matches the DM preferences. If the model doesn't exist, PROMETHEE I is used to
calculate the objective vector. In this instance, PROMETHEE II will also be used to train the new
prediction model for later use. Following this phase, the initiator aggregates all individual objective
vectors into the global matrix of performances. Succeeding this, PROMETHEE II is used again on

the GMP to obtain the final objective vector. The authors compared Multi-Layer Perceptron (MLP)
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and Linear Regression (LR) models in predicting the PROMETHEE Il results. The results showed
that MLP has a better accuracy than LR.

Amin Miftakul et al treated the problematic of choosing supervisor lecturers for the student
creativity programs in the computer engineering department of the Sriwijaya State Polytechnic
[36]. They proposed a new GDSS model which allows each DM to rank individually the
alternatives using the Weighted Product method. Then, the BORDA method is implemented to
aggregate the individual rankings into a final global ranking of the alternatives. The authors created
a web application which uses this GDSS model in order to give recommendations when electing a

supervisor lecturer within their department.

Laredj A. et al tackled the problematic of electing a coordinator within a collaborative e-
maintenance process [9]. They used the ELECTRE I MCDA method to elect one of the experts as
the coordinator. This method resulted in a partial ranking of the experts. Meaning, some experts
were incomparable. The experts were evaluated based only on five criteria: experience as an
expert, network speed, distance to breakdown site, coordinator experience and response time. In
addition, the weights were fixed without using a formal weighting method. Moreover, using a
MCDA method that doesn’t provide a complete ranking of the experts resulted in the absence of a
backup leader who would handle the process in case the connection between the coordinator and
technicians is lost. This requires running another iteration of the election process just to replace
the former leader [9]. Furthermore, their work didn’t contain visual charts that should help in
analyzing and comparing between the different experts. Finally, this paper didn’t evaluate the

performance and quality of using the ELECTRE I method on their example.

2.3. Classification of MCDM Methods

There are three main problem natures: Choice, Ranking and Sorting. Choice problems consist of
choosing the smallest subset of alternatives considered as the best alternatives. Sorting problems
aim at classifying alternatives into groups. Ranking problems are about ordering alternatives from

best to worst [37].

Methods that treat ranking problems can also be used for choice problems. Because after

ranking the alternatives from the best to the worst, we can select the best one as a final choice. The
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leader election problematic is a choice problem. Some of the well-known MCDA methods are

classified according to Table 1 [38].

Table 1. Classification of MCDA methods

MCDA Method Method Type Problem Nature Ordering Incomparability
AHP Full Aggregation | Ranking or Choice | Full No

MAUT Full Aggregation | Ranking or Choice | Full No

ELECTRE I Outranking Choice Partial Possible
PROMETHEE I Outranking Choice Partial Possible
PROMETHEE II | Outranking Ranking or Choice | Full No

TOPSIS Reference Level | Ranking or Choice | Full No

SAW Full Aggregation | Ranking or Choice | Full No

In this work we tried to avoid methods that may include incomparabilities like ELECTRE
I and PROMETHEE I. Which leads to partial ordering of the alternatives, since there might be
experts who we can’t compare between them, meaning no preference or indifference relation is
established between two experts. Instead, we chose MAUT, SAW, PROMETHEE II and TOPSIS
as they provide full ordering of the experts. This allows us to have a backup expert that would

replace the facilitator’s position in case the connection between him and the breakdown site is lost

[9].
2.2.

From what we have seen in previous sections, the coordinator of experts’ group has several

Proposed Multi-criteria Approach

missions and the group ability to troubleshoot the breakdown by cooperating and uniting the efforts
relies heavily on choosing the appropriate coordinator. Which leads us to our problematic: How
can we elect one of the experts to be the coordinator and leader of the group? And how can we

choose the most suitable expert for the position?

Multi criteria decision aid methods are a suitable solution for this kind of problematic, as
it takes several criteria as an input, and outputs a consensual decision that satisfies the DMs. This

chapter focuses on the multi-criteria approach and aims at finding the appropriate MCDA method
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for electing a facilitator by trying four methods and comparing the obtained results. Figure. 4

summarizes the conducted approach in this work to tackle our problematic.
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2.3. Analytic Hierarchy Process (AHP)

Analytic Hierarchy Process is a multicriteria method used in decision making. It uses pairwise
comparisons to rank alternatives or criteria based on their relative importance. First of all, the
problem is structured in the form of levels. Starting from the main objective (highest level), then
to criteria and sub-criteria if available. Ending with the lowest level which contains the alternatives.
Next, for each pair of the same level, the decision maker is asked which alternative is more
important and how much important is it. The subjective judgements are then translated into
numerical values using Saaty’s scale of relative importance [39]. Table 2 shows this scale in the

context of comparing pairs of decision criteria.

Table 2 Saaty's Relative Scale of Importance [39] for Criteria Comparison

Degree of Relative
Verbal Judgement
Importance
The two criteria are of same
: importance
A criterion is slightly more
. important than the other one
A criterion is strongly more
5 important than the other
criterion
A criterion has been shown in
7 practice to be more important
than the other one
A criterion is extremely
9 important when compared to
the other one
If a compromise is required
2,4,6,8
between a pair of criteria
Reciprocals Inversing the comparison
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The values are then normalized. Finally, there are multiple methods for obtaining the
weights. The most common ones are the normalized column sum method, the geometric mean
method, the eigenvector method and the normalized mean (average) method [40]. The normalized
geometric mean method is shown in Eq. (1). This gives us the relative importance of that
alternative compared to others. In the context of criteria, relative importance represents the weights

of the criteria [39]. Performance wise, the time complexity of AHP is O(n?) [41].

1
m m 1
(M7 xy) @

m m i \ym
j=1(Hj’=1xjj’)

Where w; is the weight of the jth criterion, x;;, is the comparison value between criterion

and j’, and m is the number of criteria.

In order to evaluate the solution’s consistency, we calculate the Consistency Ratio (CR).

First, we get the eigenvector of the pairwise comparison matrix using Eq. (2) [40].

< (2)
Vj = z xjj’ * Wj’
j’=1

Where V; is the eigenvector of jth criterion.

Secondly, we calculate the eigenvalue Amax by calculating the average of the eigenvector,

with m being the number of criteria [40]:

1 XV (3)
max = ——
m

Next, we compute the Consistency Index (CI) using the formula [40]:

Amax —m
oy Amax—m @)
m—1
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The formula for calculating the CR is [40]:

c1 5)

CR=—
RI,

With RI,, being the Random Consistency Index obtained from an array containing the
consistency indices of randomly generated pairwise comparison matrices [40]. We select the RI

corresponding to the number of criteria in our dataset.

2.3.1. Aggregation of Individual Preferences (AIP)
AIP [42] allows us to aggregate multiple individual weight vectors that are computed using
AHP into a single group weight vector. This method is represented by Eq.(6) [42]. In this
procedure, we aggregate the individual weight vectors of the criteria coming from each DM. Every

DM should have a weight.

n 1/¥we (6)
wj = [H(W”e (Cj))We]

Where wv, is the weight vector of DM e. w, is the weight of DM e, and ¢; is the individual

weight of criterion j.

24. Multi Attribute Utility Theory

Multi Attribute Utility Theory is a multi-criteria decision aid method. This method can be used in
ranking and choice problems. It provides a complete ranking of the alternatives since it is an
outranking approach without incomparability cases [38]. The absence of incomparability is
because MAUT ranks alternatives based on a utility function which returns a real number, and two
real numbers are always comparable [43]. Either one is preferred to another or they are indifferent.
A software called “RightChoice” is based on MAUT and is free to use. The desirability of an
alternative based on a criterion is measured by a marginal utility function. There are four types of
marginal functions in the MAUT method: Linear, Logarithmic, Exponential, Step and Quadratic.
The function is decreasing in the case of non-beneficial criterion and increasing when dealing with

beneficial criterion. First, the evaluation matrix has to be normalized. The normalization of non-
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beneficial and beneficial criteria is different. The non-beneficial criteria normalization leads to
negative values. Consequently, the marginal function produced will be decreasing [43, 44]. The

function can be modified by the decision maker in order to reflect his preferences.

The normalization formula for beneficial criteria is as follows [43, 44]:

gj(a;) —min(g;) (7N
max(gj) — min(gj)

Where g;(a;) is the performance of alternative i according to criterion j.

gj(a) =

The normalization formula for non-beneficial criteria is the following [43, 44]:

oo min(g;) — g,(a;) ) )]
gj(a) =1+ <max(gj) " min(g))

The exponential marginal utility function u, is defined as follows [43, 44]:

o) _ o, ©)

u = 172 ;i=1,..,nj=1,..,m

The final utility score S; is calculated using the following additive model [44]:

< (10)

Si=ZuU*Wj;i = 1,...,7’1
j=1

Where u;; is the utility score of alternative 1 according to criterion j.

2.5. Simple Additive Weighting

Simple Additive Weighting is a MCDA method that can be used to rank the alternatives based on
a score. The evaluations of the alternatives need to be normalized in order to obtain the normalized
decision matrix. The normalization for beneficial and non-beneficial criteria is different. The final
score for each alternative is obtained by multiplying each normalized value by the criterion weight

and then adding up all the weighted values of all the criteria [45].
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Normalization of Non-beneficial Criteria [45]:

min(g;) (11)

gj(ai) = g9;(a;)

Normalization of Beneficial Criteria [45]:

gj(a;) (12)

g} (ap) = m

Final SAW score S; for alternatives is obtained by adding up the normalized values
multiplied by the corresponding criteria weights [45].
% (13)

Si = zg}(ai) * Wj

j=1

Where g;(a;) is the normalized value of alternative i according to criterion j.

2.6. PROMETHEE II

Preference Ranking Organization Method for Enrichment of Evaluations is an MCDA method
designed for ranking and choice decision problems [44]. PROMETHEE I gives a partial ordering,
whereas PROMETHEE 11 outputs a value called the net outranking flow which allows us to obtain
a complete ordering of the alternatives without any incomparabilities. PROMETHEE requires only
two additional sets of information: the weights of criteria and the preference functions for each

criterion [46].

First, we compute the evaluative differences D; which are the differences between pairs of

alternatives 1 and k for a certain criterion j (see Eq. (14)) [46]:

Dj(a;, ar) = gj(a;) — gj(ar); i, k€L, ...,n,j=1,... m (14)

Next, the generalized criteria are obtained by applying one of the six preference functions
on the evaluative difference between two alternatives i and k [46]. For each criterion, the DM has

to choose the appropriate preference function. Concerning beneficial criteria, we use Eq.(15):
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P]-(a,-, ak) = f[D(a,-, ak)] with 0 < P]-(al-, ak) <1 (15)

For non-beneficial criteria we use Eq. (16) [46]:

P]-(a,-, ak) = f[—D(a,-, ak)] with 0 < P]-(a,-, ak) <1 (16)

Furthermore, the preference index shows how much an expert i is preferred to an expert

k:[46]

. (17)
n(a; ay) = zpj(ai, ak).w]-; i,k €{1,..,n}
j=1

Moreover, the positive outranking flow (Leaving Flow) indicates how much the expert 1 is

outranking expert k [46]:

1
o*(a;) = mz: n(a;ay);i, kel ..,n (18)

e;€EE

While the negative outranking flow (Entering Flow) indicates how much the expert 1 is

outranked by expert k [46]:

1
(p_(ai) = m Z ﬂ'(ak, a,-); i,k € 1, ., n (19)

a;€A

In order to obtain a full ordering of the alternatives, we calculate the net outranking flow
according to Eq. (20) [46]. The alternatives will be ranked from best to worst based on it. The

alternative with the maximum net outranking flow will be the best one.

oa)=¢ (a)—¢@ (a;);i=1,..,n (20)
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2.7. TOPSIS

Technique of Ordering Preferences by Similarity to the Ideal Solution (TOPSIS) is a MCDA
method which has been applied on several fields including manufacturing systems [40]. TOPSIS
provides a complete order by ranking the alternatives based on how close they are to the ideal

solution which has the maximum values. This method is divided into 6 steps.

First, we need to normalize the values of the performance matrix. There are multiple
normalization methods which could lead to different results. The most common ones are the vector
and linear normalization. In this work, we used the vector normalization which is computed for

both beneficial and non-beneficial criteria according to Eq. (21) [40]:

_ 9;(x;) (21)

r.-_
TR )?
1=1dj\"

Secondly, we need to multiply the normalized values by the criteria weights [40]. In the
third step, we have three ways to fix the ideal and anti-ideal solutions. One way is to choose the
two vectors of best and worst values for all criteria, which is what we did in this work. Another
method, is to define fictitious alternatives which have the best and the worst theoretical values on
all criteria. The most subjective way is to allow the DM to fix those reference solutions. The fourth
step, consist of calculating the distance of each alternative from the ideal and anti-ideal solutions.
This can be done by using the Euclidean formula or any other distance formulas (see Eq. (22) and

Eq. (23)) [40]:

(22)

(23)

With i indicating the index of the alternative, and j is the index of the criterion.
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The relative closeness of each alternative is calculated in the fifth step according Eq. (24)
[40]:

D; 24)

RCt = ————
D + D;

The final step provides a ranking of the alternatives based on their relative closeness to the

ideal solution. This ranking is done in descending order from the best alternative to the worst.

2.8. Qualities and Limitations of the Used Approach

Fixing the election criteria weights using the AHP method is a structured approach when compared
to using random predefined weights. Moreover, it enables the decision makers to compare between
each pair of criteria and indicate which one is more important and to what degree. Furthermore,
AHP translates verbal judgements into numerical values that can be used for further calculations.
In addition, AHP uses the consistency ratio to verify the consistency of the weights. However, the
main drawback of this method is the high number of pair-wise comparisons which can be taxing
in time and effort [47]. On top of that, when the weights aren’t consistent, the DMs need to redo
the verbal judgements and recalculate the consistency ratio to verify the consistency of the weights.
In contrast, these calculations can be automated using a computer software. This is seen in the M-
MACBETH software which implements the MACBETH MCDA method and provides

recommendations to fix the inconsistent values [48].

Concerning the multi-criteria approach in general, it has several advantages. Including
satisfying each DM preferences. Moreover, it allows the DMs to reach an agreement. In addition,
MCDA methods give the participants flexibility by allowing them to choose the preference
functions and parameters. On the other side, these methods are very subjective and informal. As

they are mostly based on human judgements which can be biased and inaccurate.
To summarize, the qualities of using the proposed approach are:
— Multi-criteria approach aims at satisfying each DM preferences.

— Allows the DMs to reach an agreement.
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MCDA methods give the participants flexibility by allowing them to choose the preference

functions and experiment with different parameters.

Fixing the election criteria weights using the AHP method is a structured approach when

compared to using random predefined weights.

It enables the decision makers to compare between each pair of criteria and indicate which

one is more important and to what degree.

AHP translates verbal judgements into numerical values that can be used for further

calculations.
AHP uses the consistency ratio to verify the consistency of the weights.

Calculations can be automated using a computer software. This is seen in the M-
MACBETH software which implements the MACBETH MCDA method and provides

recommendations to fix the inconsistent values [48].

The limitations of the used approach are:

High number of pair-wise comparisons which can be taxing in time and effort [47].

When the weights aren’t consistent, the DMs need to redo the verbal judgements and
recalculate the consistency ratio to verify the consistency of the weights.

MCDA methods are subjective and informal. As they are mostly based on human

judgements, which can be biased and inaccurate.

Many works proposed new GDSS models that make use of multi-criteria methods such as [35,

36, 49]. However, they didn't use these methods to elect the facilitator, and they didn’t specify how

the facilitator is selected. Laredj et al. [9] used the multi-criteria method ELECTRE I within the

collaborative e-maintenance process to select an expert as the coordinator. The method has partial

ranking, resulting in the absence of a backup coordinator. Additionally, their work didn’t use a

formal weighting method. Furthermore, election criteria weren’t comprehensive as they only used

5 criteria for the evaluation of the experts.
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2.9. Conclusion

This chapter introduced the multi-criteria decision-making methods. We showed how these
methods can be used within a GDSS and then presented some related works. Afterwards, we
classified some MCDM methods to identify the methods that are applicable on our problematic.
Following this, we presented the proposed multi-criteria approach which consist of using AHP
alongside AIP for fixing election criteria weights. Additionally, this approach employs a ranking
MCDM method in order to rank the DMs from best to worst based on the method’s score. Four
MCDM methods were considered, which are: MAUT, SAW, PROMETHEE II and TOPSIS.
Subsequently, we discussed the strength and limitations of the proposed multi-criteria approach,

and evaluated it against other relatable research works.

One of the main drawbacks of MCDA methods are biases and behavioral problems. Since
MCDA methods are subjective to the decision maker’s preferences and depend on his input and
parameters. If a DM is biased towards one side, it could lead to him preferring some alternatives

over others, which influences the final ranking [32].

There are other approaches which can be applied on the facilitator election problematic.
An interesting option is leader election algorithms. Because of the high similarity between the
problematic of choosing a controller node and our problematic. An appropriate algorithm would
take the criteria and the weights as inputs and return the chosen leader as an output. This algorithm
needs to be optimized by trying to reduce time complexity and execution time as low as possible.
The main advantage of using this approach is its formality, as it doesn’t involve subjective

parameters and is optimized for machine automation.

The next chapter compares different leader election algorithms and proposes a new

algorithm optimized for human facilitator election.
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Chapter 3

3. Distributed Election Algorithms

3.1. Introduction

Various election algorithms have been suggested in the literature [3, 8—19]. Some works integrate
some of the required features for electing a GDSS facilitator. But no algorithm satisfies all the
requirements of this problematic. Currently, no distributed election algorithm optimized for this
problematic has been proposed. Moreover, the existing algorithms are optimized for distributed
machines and not humans. The work in [8] proposes an election algorithm based on the load and
failure rate of the nodes. While this algorithm involves multiple criteria, still it doesn’t consider
any human related criterion, plus it doesn’t specify a formal weighting method. Consequently, it

is required to either adapt an existing algorithm for our problematic, or design a new one entirely.

In this chapter, a new distributed election algorithm designed for the GDSS facilitator
election is proposed. The proposed algorithm takes multiple election criteria into consideration
including human experience, while using a proper weighting method to indicate the importance of
each criterion, thus, influencing the final results. Furthermore, the algorithm elects not only the
facilitator but also a backup leader. Moreover, the GFEA (GDSS Facilitator Election Algorithm)
satisfies all three correctness properties, and adds a new tie breaking mechanism which considers
the most important criteria instead of just relying on the UID (Unique Identifier). On top of that,
the algorithm is fault tolerant and considers the disconnection of DMs, Leader, and even the
initiator. This algorithm can also be applied on machines by changing the election criteria

according to the problem on hand.

This chapter starts by defining what distributed systems are, and presents their different
use cases. After that, we will see the interaction models. Next, distributed are classified into three
main categories which are also split into other subcategories. Subsequently, we present some
network topologies that are used in these systems. Following this, we explain the communication
paradigms used in distributed systems among which we have the Message Passing Interface
standard. This standard is then described, and its python binding mpi4py is presented. Then, failure

models and failure detector theories are explained. Afterwards, we discuss two failure detector
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implementations based on timeout. The succeeding section spots the similarities between our
problematic and the problematic of leader election within distributed systems. Next, we present
the comparative study that was conducted to compare between different distributed election
algorithms that exist in the literature. Succeeding this, we explain why we opted to use the
distributed election algorithms approach to solve the problematic of electing a GDSS facilitator.
The following section introduces the objective weighting method MEREC used to fix the election
criteria weights. Next, we give information about the system’s model, including the topology,
assumptions and notations. Next, the proposed algorithm GFEA is detailed, and is analyzed in
terms of time and message complexity. Finally, GFEA is compared to other recent related works

based on functionalities.

3.2. Distributed System Definitions

A distributed system is a group of computers or mobile devices connected through a network.
These devices work together, appearing as a single unit to users, to achieve a common goal and
deliver a service [1]. According to Van Steen and Tanenbaum [50], a group of independent
computing devices that the users interact with as if it was a single, cohesive system is known as a

distributed system.

According to Min Huang and Bode a distributed system is composed of multiple computers
that don’t share a synchronized clock nor do they share a common memory. These computers are

linked using a communication network, by which each computer can access remote resources [51].

3.3. Distributed System Use Cases

These systems are employed in various fields, they are integrated in banking networks, smart
container systems, smart plants, industry 4.0, IoT, smart cities and many other application cases

[52].
3.4. Interaction Model Variants

3.4.1. Synchronous Systems
A synchronous distributed system is a system that has known time bounds. These times bounds
exist for the time required for a process to execute a step, message transmission time and local

clock drift rate of processes [53].
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3.4.2. Asynchronous Systems
Asynchronous systems don’t have time bounds. Meaning that transmitting a message, executing a
program or clock drift rates all have an arbitrary time. Thus, sometimes certain operations can be

done in a short time, but other times the same operations can take a long time [53].

3.4.3. Partially Synchronous Systems
In this variant of distributed systems, at the beginning, the system is asynchronous for an unknown

period of time. But eventually, the system becomes synchronous [54].

3.5. Classification of Distributed Systems

Distributed systems can be classified into three main categories: Pervasive, High Performance and

distributed information systems [50]. Each category includes multiple subgroups.

3.5.1. High Performance Computing

High Performance Computing (HPC) refers to the methods and techniques used to solve
complicated and large-scale problems more quickly and inexpensively [55]. It combines
supercomputers and parallel processing to create sophisticated and potent applications [55]. HPC

is used in several fields such as finance, aerospace, medical field and urban planning [55].
¢ Grid Computing

Grid computing is a type of computing infrastructure where multiple geographically
dispersed computer resources are combined for a shared goal. It devotes all the shared

resources to achieve a single job that cannot be done using a single computer [56].

e Cluster Computing
Computers of homogenous hardware and software are linked together as a unit using a fast

local area network [56].

e Cloud Computing
Cloud computing is based on Utility computing which allows a user to pay for access of
using resources from a datacenter [50]. It can provide a Software, Platform or Infrastructure

as a service [50].
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3.5.2. Pervasive Distributed System

Pervasive systems seek to give people constant, transparent access to services through the use of

devices carried by the user or integrated in their immediate physical environment [57].

e Mobile Computing
In mobile computing, accessing and processing information as well as carrying out tasks is done

through portable devices like tablets and smartphones while on the go [58].

e Sensor Networks
Wireless sensor networks are made up of geographically dispersed autonomous devices that use
sensors to track various environmental and physical parameters, such as temperature, pressure,
sound, vibration, movement, pollution, and in different locations. These gadgets use a wireless
connection to talk to one another. These sensors might only have so much memory, processing
power, energy, and bandwidth available to them. They are easily positioned in physical spaces and

are exhibited in modest physical dimensions [59].

e Ubiquitous Computing
A model of human interaction with computing devices known as ubiquitous computing envisions

an extensive number of tiny electronic devices subtly incorporated into day-to-day activities [60].

3.5.3. Distributed Information Systems

e Transaction Processing

In the context of database transaction processing, the client can send a nested transaction which
consists of multiple requests that can be targeting different databases. Then the nested transaction

is distributed across parallel machines to enhance performance [50].
e Enterprise Application Integration

If applications become decoupled from the database, there should be a way to enable the
interoperability between different applications. In order to allow these applications to
communicate with each other, a middleware is used. Applications can communicate through RPC
(Remote Procedure Call), RMI (Remote Method Invocation) and MOM (Message-Oriented
Middleware) [50].
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Table 3 Distributed Systems Classification [50]
Category Subclasses

Pervasive e Mobile Computing
e Sensor Networks

e Ubiquitous Computing

High Performance ¢ Cloud Computing
e Grid Computing

e (luster Computing

Distributed Information Systems e Transaction Processing

e Enterprise Application Integration

3.6. Distributed System Topologies

Minar [61] evaluated the effectiveness of multiple distributed system topologies based on seven
properties which are: Coherence, Scalability, Management, Fault-tolerance, Security, Lawsuit-
proof and Extensibility. Based on how nodes are linked and organized, they form several network

topologies. In the following, we will present the main ones:

3.6.1. Centralized
In this topology, every slave node is only connected directly to the master node. Centralized
systems are not fault tolerant as other nodes depend on a single central node. However, these

systems are much easier to manage when compared to decentralized systems [61].

3.6.2. Bus
Bus topology connects multiple computers using a single main cable which can be a fiber optic
cable. A terminator is connected to both the right and left ends of the cable. Each computer has a

unique node address and is connected to the main cable using a tee connector [62].

3.6.3. Ring
In this topology, each node has two adjacent nodes and all the nodes form a closed circle shape

[51]. However, the physical layout of the nodes doesn’t have to be circular [62].
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3.6.4. Hierarchical (Tree)
Tree topology, sometimes referred to as hierarchical topology, is similar to a collection of star

networks arranged hierarchically [63].

3.6.5. Complete Graph
Each node is connected with every other node in the network. This topology is good for avoiding
partitioning, because even if a link or a node fails, the other nodes remain connected in a single

component.

3.7. Distributed Systems Communication Paradigms

There are multiple communication paradigms in distributed systems. These paradigms can be
divided into three main types: Inter-process communication, Remote Invocation and Indirect

communication [64].

3.7.1. Message Passing
Two distributed processes can use message passing to communicate with each other. This type of
communication mainly uses two operations which are send and receive. A process can use the
operation send to send a message which is essentially a sequence of bytes to another process. The
destination process receives the message using the receive operation. If the communication is
synchronous then the blocking variants of send and receive are used. The sending process is
stopped whenever a send is made until the matching receive is made. A process blocks until a
message is received whenever it issues a receive [53]. Otherwise, if the communication is
asynchronous, the sending is non-blocking. This means that a process can send a message without
waiting for the destination process to issue a receive operation. The destination process can either
use blocking or non-blocking communication. If non-blocking variant of receive is used, then a

the receiving process can carry on with its execution while its buffer is being filled with data [53].

3.7.2. Sockets
This belongs to the interprocess communication paradigm. Processes can communicate via sockets
by first creating a socket, then associating a port number and an IP address to it. A socket can
either use TCP or UDP protocol. It cannot use both protocols at the same time. When a process

wants to send a message using a socket, it has to specify first the destination port and IP address.
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The process who has a socket with that destination port and address will be the only process to

receive that message [53].

3.7.3. Multicast
The multicast operation allows a process to send a message to multiple processes that consist a
group. The message is sent to every member of that group. Among the implementations of
multicasting is the IP Multicast. Using the IP multicast, a process can transfer one IP Packet to a

multicast group. A multicast group has an IP address that belongs to class D [53].

3.7.4. Remote Procedure Call (RPC)
RPC is a form of communication which allows a process to call a procedure that is present on

another process. This is done as if the procedure is in the local address space [53, 64].

3.7.5. Remote Method Invocation (RMI)
RMTl is like RPC but in the context of object-oriented programming. A local object (calling object)
can invoke a method on a remote object using the object’s reference and the method’s name [53,

64].

3.7.6. Publish-Subscribe Architecture
This is a form of indirect one-to-many communication. In this system, processes that publish
messages and classify them into topics are called publishers. Processes that receive messages are
called subscribers. Subscribers are interested in one or more topics. As a consequence, subscriber

only receive messages regarding topics they are subscribed to [53].

3.7.7. Message Queues
Another type of indirect communication are message queues. They are also known as Message-
oriented middleware. This system is for point-to-point communication. Producers create messages
and send them to messages queues, while consumers remove messages from the queue to process

them [53].

3.8. Message Passing Interface

MPI is a specification for the message passing library. Its main purpose is to give developers and

computer manufacturers a single standard that is meant to be used in parallel systems. Message
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passing allows processes that don’t share the same address space to communicate with each other

through sending and receiving messages [65].

3.8.1. MPI for Python
Developed since 2005, mpidpy which stands for (MPI for Python) is a well-known tool that offers
Python bindings for MPI. Cython serves as a high-performance middleware between Python and
C/C++ in MPI for Python [66].

3.9. Failure Models in Distributed Systems

There are multiple models of failure that can occur in distributed systems, in the following we list

the main ones [54]:

- Omission Failure: This model concerns issues that occur when sending or receiving
messages. For instance, a process may not send all the messages intended to be sent, or
may not receive all the messages that it is supposed to receive.

- Temporal Failure: This concerns the time bound violations for sending and receiving
messages or for other time bounded operations. Additionally, it also concerns drift rate
violations.

- Byzantine Failure: Also known as arbitrary failure. A process can either add additional
operations or remove certain operations randomly. Moreover, a process may use incorrect
values when responding or may input wrong data. In certain cases, signatures can be used
to authenticate the operations, thus identifying faulty nodes [53, 54].

- Fail-Stop Model: When a process stops running, and can be detected by other processes

in the system.

3.10. Failure Detectors

Every process has a local failure detector module. The failure detector can either be reliable or
unreliable. A failure detector can consider another process suspected or unsuspected. Suspected
process is a process that is considered failed by the failure detector. While unsuspected process is
considered to be a correct process (up and running). Reliable failure detectors can only exist in
synchronous systems, because in these systems the delay time is bounded. On the other hand,

asynchronous systems can only have unreliable failure detectors, since these systems are more
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realistic, in a sense that the transmission delay time is unknown. When the delay time is unknown

or variable, a failure detector can suspect another that’s not really down but just too slow [53].

3.10.1. Failure Detector Properties and Classes
A failure detector has two properties which are: completeness and accuracy. Completeness
indicates whether correct processes are aware of failed processes, and accuracy indicates that
correct processes are not suspected by other correct processes. Completeness is set to prevent false
negatives (crashed processes thought to be alive), and accuracy is set to prevent false positives
(Correct processes thought to have failed). However, each property has two possible types based
on its strength. Additionally, there is another variant of the accuracy property which is eventual

accuracy. We present the different types below [54]:

e Weak Completeness states that every failed process is detected (suspected) by at least one
correct process.

e Strong Completeness states that every failed process is detected by all correct processes.

e Weak Accuracy states that at least one correct process is not suspected by other correct
processes.

e Strong Accuracy states that all correct processes are not suspected by the failure detectors
of all other correct processes.

e Eventual Weak Accuracy After a certain time, eventually at least one correct process will
not be suspected by all other correct processes.

e Eventual Strong Accuracy After a certain time, all correct processes will not be suspected

by all correct processes.

Multiple classes of failure detectors can be formed based on combinations of the previously

mentioned properties [54].

Table 4 Failure Detector Classes

Accuracy
Weak Strong Eventual Eventual
Weak Strong
Completeness Weak w 9 W *3
Strong S P (Perfect) +S +P
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3.11. Failure Detectors Implementations

Common failure detector implementations usually use timeouts. The two most popular

implementations are Heartbeat and Ping-ack.

3.11.1. Heartbeat
In this implementation the monitored process sends periodic messages every A time to another
process indicating that it still alive [54]. If the monitoring process doesn’t receive a heartbeat
message from the other process after a timeout interval A has elapsed, then it adds the monitored
process to its set of suspected processes. The timeout interval A is determined as the worst round-
trip time of exchanging a message with that process. Thus, the timeout interval is different for

EVery process.

3.11.2. Ping-Ack
A monitoring process sends a series of ping messages to the monitored process during a probing
period. A ping message has a timeout interval A. When the monitored process receives a ping
message it sends back an acknowledgement message to inform the monitoring process that its
alive. If the monitoring process doesn’t receive an ack message after sending the ping messages,

then it considers the monitored process a failed process [67].

3.12. Leader Node Tasks

Coordinating the nodes within the system is the leader’s responsibility. The system’s leader is
responsible for allocating resources, balancing the load on the different nodes, coordination of the

consensus regarding replicated data and handling deadlock situations [52].

3.13. Leader Election Algorithms

A distributed election algorithm is an algorithm designed to select one node or one process among
a set of processes to be the controlling node of that distributed system. Election algorithms must
consider at least one election criterion. The most common criterion is the node’s UID. Other
election criteria include: CPU load, remaining battery life, available memory and network

bandwidth.

3.13.1. Election Algorithm Correctness Conditions
A distributed election algorithm is valid if it satisfies the following properties [68]:
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e Termination: The election algorithm has to stop in a finite time.
e Agreement: All nodes in the distributed system must be aware of the leader’s UID.
e Uniqueness: There must be only one controller node in every connected component of the

system.

3.14. Comparative Analysis of Distributed Election Algorithms

This section reviews multiple leader election algorithms designed for distributed systems. One of
the newest works is a paper written by Sperling and Kulkarni [69], which proposed an election
algorithm designed for asynchronous distributed systems. This algorithm presents a new voting
procedure called shallow ranked voting, which allows the processes to vote for two processes. This
algorithm guarantees the privacy of voters. The votes are encrypted using CKKS (Cheon, Kim,
Kim and Song) method, which is a homomorphic encryption method. Meaning, that we can make
approximate calculations on the encrypted data without having to decrypt them. This hides the
identity of the voters as well as that of the top candidates which are most likely to win the election.
If the primary choice doesn’t win the election, the secondary choice gets the vote. This is also used
for tie-breaking when two processes have the same majority of votes. When a process has the
smallest number of votes it is eliminated and his voters’ second choices take his votes. Since the
ID is not used to break the tie, then this ensures privacy of the top candidates. Nevertheless, this

work didn’t consider multiple election criteria nor the recovery of the leader.

Jiang, F. et al. proposed a leader election approach based on node weight in the case of
split brain [70], which is special case of partition when a network is divided into two partitions
only. Election starts when the leader doesn’t receive a heartbeat signal from the other servers or
finds a node with higher weight. The weight indicates the service level of a node. The leader is the
one who gets the majority of votes. The nodes with minimum weight will ensure the high
availability of the system. This approach has less unavailable time than detection node-based and
region leader-based approaches. The arbitration program also uses only 2% of the CPU full
capacity. On the other hand, the authors didn’t write a formal algorithm nor did they analyze the

time and message complexity of their approach.

Luo, Y. et al. proposed an algorithm for the election of the block generator in the consensus
mechanism of DPoS (Delegated Proof of Stake) [71]. They modified the Chang & Roberts ring
algorithm by adding Stake Value. During the election this value will be multiplied by a random
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value. But if the candidate who sent an election message has already been a leader before. Then,
his Stake Value will be multiplied by zero, to ensure equality and avoid monopoly. Its message
complexity is: 2n. Nonetheless, this algorithm doesn’t have a tie break mechanism nor does it

consider a backup leader.

Haddar proposed a scalable and energy aware k-leaders election algorithms designed for
IoT wireless sensor networks [72]. Election starts from the initiators who broadcast an election
message that helps to create a tree whose root is the initiator. The initiator receives the possible
leaders of its neighbors and sends a Winner message to the k-highest weight nodes and a Looser
message to the remaining nodes. The authors compared their algorithm to the other two top K-
leader algorithms (WIiLE and Top-K). Their algorithm gave better results in the number of
messages and bytes transmitted in GRID and fully connected graph topologies with various
network sizes. The residual energy was almost the same in the three algorithms. But the authors
say their algorithm also consumes less power due to the reduced number of exchanged messages.
On the other hand, they did not specify how the weights were calculated for the election criteria.

Instead, they used random weights in the experiments.

Cahng and Lo proposed a consensus-based leader election algorithm for wireless Ad Hoc
networks [73], which is based on Bully and Paxos algorithms. It has fault detection mechanism
through finder nodes for detecting if the leader has left or crashed. The criteria used for election
are residual battery power & node degree. The identifier is called "Vote" and is calculated based
on these 2 criteria. The consensus consists in accepting only higher priority proposal and denying
others. The proposed algorithm’s message complexity is: O(n). As future work, they proposed to
assure message integrity. Despite considering more than one election criterion, weights were not

assigned.

Raychoudhury et al. proposed an algorithm that elects the K-highest weighted nodes as
leaders in each connected component of mobile ad hoc networks [74]. The weight of a node
indicates its available resources. There are 3 types of nodes: White nodes which are the normal
nodes, Green nodes which are backups for the Red nodes, and Red nodes which are the highest
weight neighbors. Red nodes are considered as local coordinator nodes in the sense that they help
collecting the nodes weights and forward them to the highest weighted red node. The red node

with the highest weight in a connected component is going to select the top-k nodes based on their
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weight and elect them as leaders. This algorithm is fault tolerant and message efficient. It is also
designed with topological changes in mind that could lead to network partitions. Moreover, it
reserves a backup leader in case a red node crashes. However, this algorithm is based only on one

election criterion, and doesn’t consider the recovery of failed leader.

DRLEF (Distributed and Reliable Leader Election Framework) proposed in [75] by
Elsakaan and Amroun consists of choosing an authentication server from a set of gateways. These
gateways coordinate the network of wireless sensors. There are two types of nodes: Gateways and
Sensor Nodes. There will be local elections in each area of the WSN (Wireless Sensor Network).
The centrality here was measured by the deviation method. If the deviation exceeds a certain
threshold, then the GW will not participate in the election. The gateway with maximum number
of GWs as direct neighbors is called CGW (Central Gateway). Gateways send candidacy messages
to the CGW. The candidate GWs are ranked based on the centrality criterion, and the best one is
going to be elected as the leader. The other GWs enter hibernation mode, they are kept as backups
in case the leader fails. This eliminates the need to redo the election process again. However, the
DRLEF algorithm does not guarantee election in severe mobility circumstances. Additionally, it

doesn’t consider multiple election criteria nor the leader recovery.

Julian & Marian Jose used fuzzy analytic hierarchy process to elect a cluster head in ad
hoc networks. The leader is elected based on his weight [76]. The node’s weight is calculated on
the basis of 7 criteria which are: node degree, transmission range, mobility, residual energy, trust
value, status of the node, fairness of the node. Using this approach has several advantages. First,
it eliminates inconsistencies in selection criteria. Secondly, the fuzzy variation of AHP removes
duplicate weights. Additionally, it has better performance than standard WCA (Weighted
Clustering Algorithm). On top of that, the nodes’ mobility is taken into consideration. Finally, we
obtain a ranking of the nodes from best to worst. In contrast, the authors didn’t consider failure of

the leader, recovery of the failed nodes and addition of new nodes.

Kadjouh et al. presented a dominating tree-based leader election algorithm (DoTRo)
designed for smart cities IoT networks [77]. It uses the local minima finding algorithm (MinFind)
to discover the local minimum values within the network. Afterwards, each local minimum is
going to be the root that initiates a spanning tree. When two spanning trees get in contact, the tree

with the smaller value continues the flooding process while the other one stops. Next, the local
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minima will wait a maximum duration so their flooding processes can end. After this maximum
time, if a local minimum node doesn’t receive a message, then it becomes the leader. This
algorithm is energy efficient, fault tolerant and reduces the number of sent and received messages
when compared to MinFind. In contrast, this work didn’t deal with security issues. Besides, no

backup leader was considered and the election is solely based on one value.

Favier et al. introduced a novel centrality-based eventual leader election algorithm that
works in dynamic networks [78]. The leader in this algorithm has to be in the center of the network.
Each node has knowledge of its neighbors and the neighbors of its neighbors. A leader is elected
in each component. When a node detects a change in its neighborhood, it updates its knowledge
and emits its new view of the network. Nonetheless, there is a number of drawbacks for this
algorithm. Firstly, if the nodes do not have the same knowledge, then they can choose different
leaders. Secondly, this algorithm only takes into consideration the criterion of distance between
the nodes. In addition, the size of the messages can be important since each node uses map
structures and the message must respect the MTU (Maximum Transmission Unit) of the network
packet. This requires the use of compression algorithms in order to reduce the size of the
exchanged messages. It is possible to use collaborative calculations to calculate the centralities
and thus save time. Moreover, this work didn’t take into account multiple election criteria and

leader recovery.

Biswas et al. proposed a new resource-based leader election algorithm [79], which selects
the leader based on resource strength. Resource strength is calculated on the basis of 3 criteria:
CPU, memory and remaining battery for mobile nodes. Each node has a queue with all the nodes
present on the system. After that, the queue is sorted in descending order to place the node with
the highest resource strength at the beginning of the queue and thus choosing it as the leader. This
algorithm also takes into consideration the addition and removal of nodes from the system using
update messages. However, the authors did not consider the security aspects for nodes joining the
system. Moreover, the frequent addition and removal of nodes slows down the system. Plus, no

formal weighting method was specified to determine the importance of each election criterion.

Another work by [68] A. Biswas et al. presented a novel failure rate and load based leader
election algorithm (FRLLE) for bidirectional ring topology in synchronous distributed systems.

This algorithm selects the node with minimum leader coefficient to be the leader. The leader
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coefficient is computed based on several criteria which are: average CPU usage, memory usage,
bandwidth usage and failure rate. The elected leader is the node with the minimum failure rate and
minimum load, in order to ensure a stable leader with high performance. The proposed algorithm
is faster and exchanges less messages than other classical ring-based algorithms. However, the
authors didn't specify a formal method to fix the leader coefficient criteria weights and didn’t

assign a backup for the leader.

Other classical and popular algorithms like LCR, Bully, HS and LeLann [80—83] rely solely

on the UID to determine the leader and don’t reserve a backup leader.
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Table 5. Comparison Between Existing Election Algorithms
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3.15. Why Use Distributed Election Algorithms?

Distributed leader election algorithms are designed to solve the problem of choosing a unique node
to be the leader of a connected network [72]. Similarly, the problematic treated in this research
consist of choosing a single DM to be the facilitator of a group of DMs utilizing the GDSS. In both
problematics there are multiple entities (nodes and DMs) and one controlling entity
(leader/facilitator). Furthermore, the entities in both fields are geographically distant and
connected via a network. Moreover, in both cases, they can communicate with each other via
messages. Additionally, the same network protocols can be used in both cases. Figure 5

summarizes the similarities between the two problematics.

Election algorithms and the election of a facilitator have the same goal, which is to agree
on a single leader. Both cases require considering certain criteria during the election. However, the
criteria are mostly different since one side concerns machines while the other involves humans.
Election algorithms have to be fault tolerant, the same as a facilitator needs a backup DM in case

he loses connection with the other group members.

These similarities make the election algorithms seem like a potential solution to the
problematic of electing a GDSS facilitator. However, due to the different nature of entities and
context, an election algorithm designed for machines has to be modified in order to support human

election.
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Figure S5 Venn Diagram Showing the Similarities Between Distributed Election Algorithms and
GDSS

The election algorithms that exist in the literature [68—82] didn’t include all the features
required for the GDSS facilitator election in one single algorithm. Consequently, a potential
solution is to combine each feature from each algorithm into a new election algorithm designed
specifically for the problematic of GDSS facilitator election. A fulfilling algorithm should have a
backup leader, and should consider multiple criteria which are relatable or applicable on humans.
Additionally, it should use a proper weighting method to indicate the importance of each election
criterion. Furthermore, it should consider the recovery of failed nodes, because realistically, DMs
can lose their connection to the GDSS at any time, and recover their connection later on. Finally,
in case a tie happens at the end of the election, a tie break mechanism is necessary in order to

satisfy the uniqueness property.

3.16. System Model and Problem Definition

3.16.1. Problem Definition
Given a set D of DMs connected using a unidirectional ring network with |D| =n, one of the DMs
has to take the role of the GDSS facilitator [84], while another one is reserved as a backup. The

latter replaces the failed facilitator when he loses his connection with the network. The election
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algorithm has to consider multiple election criteria and a formal weighting method is needed to
distinguish the importance of each criterion. Additionally, the system has to be fault tolerant and
must be capable of handling the potential recovery of failed nodes. Finally, the election algorithm

must satisfy the 3 correctness conditions (uniqueness, termination and agreement) [68].

3.16.2. System Model
The network is a synchronous static unidirectional ring composed of n nodes. Each node represents
a DM. There has to be at least 2 decision makers in the network (n>=2) [84]. Message passing is
used for communication. Message delay between two nodes is based on the distance between the

two DMs. If a DM loses his connection with the network, then his node is considered a failed node.

3.16.3. Assumptions
In order to simplify the implementation and analysis of the proposed algorithm, a set of
assumptions was considered. First, each node has a unique identifier (0 < UID <= n) [68], which
also indicates the order of joining the decision-making session (First DM to join the session has
the smallest UID). Moreover, nodes are homogenous and not mobile. Furthermore, the maximum
number of nodes n is fixed prior to starting the election. Additionally, each node knows the UID
of the previous and next adjacent nodes [74]. Another assumption is that each node receives a
heartbeat from the previous node and sends a periodic heartbeat message to the next adjacent node
in order to detect if the previous node fails [74]. In addition, the communication direction is clock-
wise. On top of that, the DM’s performance is still used in calculating the election criteria weights
even if the DM loses his connection, because this gives more input data to the objective weighting
method. Furthermore, there are no hops between each pair of adjacent nodes. Moreover, no new
DMs are added to the network other than the preselected n DMs. Finally, the ring topology is only
used for the election and failure tolerance, it is not used for the actual group meeting

communication.

3.16.4. Notations
There are seven types of messages in this algorithm. The description of each type is presented

below:

e Message(uid, value[j], j, init_uid): General message object containing the UID of the

message creator, his value of the jth criterion and the criterion’s index.
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InitiationMsg(init_uid, value[1], 1): Initiation message created by the initiator which
includes the UID of the initiator node. In addition to its value of the least important criterion

(1% criterion) and the first round number.

LeaderMsg(leader_uid, backup_uid): Message announcing the new elected leader and

the backup leader to all other nodes.
FailureMsg(uid): Message announcing the failure of a node by sending its UID.

LeaderFailureMsg(new_leader uid): Message announcing the leader failure, and

informing other nodes that the backup has become the new leader.

RecoveryMsg(uid): Message announcing the recovery of a previously failed DM by
sending his UID.

LeaderRecoveryMsg(failed leader uid): Message announcing the recovery of the
previously failed leader, thus updating the nodes with his new state, and informing them

that the leader has become a backup.

InitiatorRecovery(rec_init_uid, value[j], j): Message indicating the recovery of the
previously failed initiator. This message includes the UID of the recovered initiator, its

value of the j% criterion in which it failed and the round j in which it failed.

TieMessage(ties[k], uid, valueaJm]): Message containing the UIDs of the tied DMs
holding the maximum score, the UID of the message creator, and their values of the jth

criterion.

Variables used within GFEA are detailed below:

state[n]: List containing the combination of role (DM, Initiator, Leader) and state (Failed
or Connected) of each node in the network. Each node has its own local state list which
gets updated when receiving messages. This allows each node to be aware of the current

state of every other node in the same network.

value[m]: List containing the evaluation of a DM in each election criterion.
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e criterion_type[m]: List containing the type of each criterion, either a beneficial

(maximization) criterion or non-beneficial (minimization) criterion.
e r: Received message.
e score[n]: List containing the algorithm score for each DM.
e best_dms: List of DMs with the maximum score.
e ranking[n]: List containing the ranking of DMs based on the final score.
Procedures integrated within the proposed algorithm are as follows:
o send(Message msg): Procedure for passing a message to the next adjacent node.

¢ broadcast(Message msg): Procedure implying that each node should keep forwarding the

contained message to the next node, until it reaches its original node.

3.17. Proposed Election Algorithm

In this work, a new election algorithm called GFEA (GDSS Facilitator Election Algorithm) is
proposed. This algorithm is inspired by the FRLLE election algorithm [68] and MCDM (multi-
criteria decision-making) methods. This algorithm is optimized for the problematic of electing a
GDSS facilitator. It uses the ring topology with unidirectional communication channels. The nodes
communicate via message passing. Each DM has a unique identifier that indicates the order in
which the DM has joined the decision-making session. Furthermore, each node is in one of seven
states: Initiator, DM, leader, backup, failed leader, failed initiator or failed DM. Figure 6 illustrates

the proposed leader election algorithm in a concise manner.

64



Distributed Election Algorithms

Apply MEREC on
the performance
matrix

criteria weights

Fix leader election

v

Receive Election
Message

Initiator node ?

Yes

v

Send new message
to the next DM

A

No

New Message with
self UID and self
value of criterion |

_)

A

Received value better or equal to Self

Yes

Sort Criteria in Ascending
Order based on importance

v

Send Election

Initiation Msg

Yes

v

Forward message to next
node

jis Final Criterion ?

No

l

Backup = UID of tied
DM with the second
best value in eriterion |

Leader = First tied
DM to have the best
value in criterion |

Round = Round +1

(Next Criterion)

Add jth criterion
weight to first DM with
best score in that

criterion

Skip to next most
important criterion

ElapsedTime > Heartbeat Timout

Yes

4

Leader

Detected

Failure

A

A

Announc

lea

e backup
leader as the new
der

End

Add final criterion
weight to first DM with
best score in that
criterion

Yes

Y

Rank

descending order
based on score

DOMs in

l\’e

Sort Criteria in Descending
Order based on importance

Is there a tie 7

Y

and

Broadcast leader

leader UIDs

backup

Figure 6. Flowchart of the Proposed GFEA Algorithm

End

65



Distributed Election Algorithms

3.17.1. Weighting Method
Election criteria are not necessarily equally important; thus, a formal weighting method is needed
to fix the election criteria weights. There are three types of weighting methods in the literature
[85]: objective, subjective and combined. When using objective weighting methods, the DMs
subjective preferences are not considered [85]. In this work, we opted for objective methods to
keep the election algorithm formal and unbiased. Among the popular objective methods are: the
entropy, mean weight, CRITIC, standard deviation and statistical variance methods [86]. There
are newer methods like CILOS, IDOCRIW and MEREC. In MEREC (Method of Removal Effects
of Criteria) the effect of removing a criterion on the evaluation of alternatives is used to fix the
criteria weights [87]. The MEREC weighting method was used in this approach in order to fix the

election criteria weights.

Among the reasons MEREC was chosen instead of other objective methods is that it is easy
to understand and use, since it simply involves applying a set of formulas to the values which are
already present in the performance matrix. In addition, it has a strong mathematical foundation
[88]. However, this doesn’t mean that other objective weighting methods aren’t valid. It is possible

to use other methods with the proposed algorithm.

This method takes the performance matrix and the criteria types as input. The performance
matrix should only contain positive non-zero values. The values corresponding to non-beneficial
criteria are normalized according to formula (25). While in the case of beneficial criteria the values

are normalized by applying formula (26) [87].

ol = (25)
l
J mlax(xu)
. miin(xij) (26)
X ij = —xij

Where x;; is the performance of alternative i according to criterion j, and x';; is the

normalized performance of alternative i according to criterion j.
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Next, the general performance G P; of each alternative 1 is calculated based on formula (27)

[87].

1 1A
GP,=1In| 1+ %len(xijﬂ 27)
]

The following step consist in constructing m sets that contain the performance of
alternatives when removing each criterion j. This performance is calculated using formula (28)

[87], where k represents all criteria except criterion j.

1
6Py =In| 1+ — Z InCxl)| 28)
K k%]

In the succeeding step, the removal effect RE; of each criterion is calculated using formula
(29) [87].

n

RE; = Z|6Pi’j —GP, (29)

i=1

Finally, the criteria weights are obtained from the removal effects using formula (30) [87].

RE;
]
Wi = e (30)

Where RE| is the Removal Effect of criterion j, and w; is the weight of criterion j.

3.17.2. Election Algorithm Details
Now we are going to detail the different phases and how GFEA will handle different types of

messages during its execution. Additionally, we will present the new tie-breaking mechanism.

Initiation Phase: This phase concerns the detection of the failed leader and the
composition of the first election message. If a facilitator already exists and the node which is next

to the leader doesn’t receive a heartbeat message from him within a period of time called heartbeat
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timeout [89], it announces that the leader has failed and the backup leader becomes the new leader.
However, if there is no leader in the network, then the first DM to join the session (UID = 1)
becomes the initiator of the facilitator election. The first-ever election only starts when all DMs
have joined the session. The initiator starts by sorting the election criteria based on their importance
in ascending order (From least important to most important). Next, he creates and sends the
election initiation message containing his UID and its value of the 1! least important criterion. The

initiation phase is detailed in Algorithm 1.

Algorithm 1. Leader failure detection and election initiation

1. If(leader exists) Then

»

If(previous node is the leader) Then

W

If(no heartbeat received and elapsed time > heartbeatTimeout) Then

4: Leader = backup

5: failedLeader msg = new LeaderFailureMsg(backup);

6: send(failedLeader msg); // Announce the failure of leader and UID of new leader
7: Else continue receiving heartbeat messages;

8: Else If(self.uid == 1) Then

9: initiatorUID = 1; // Initiator is first DM to join the group session.
10: Sort criteria from least important to most important;

1: 1_msg = InitiationMsg(1, valuei[1], 1);

12: send(i_msg);

Scoring Phase: In this phase (Algorithm 2), when a node receives an election message, it
checks its value in criterion j. If the received value is better than its own (greater in the case of
maximization criteria and smaller in minimization criteria), and then forwards the message to the
next node. But if the received value is worse than its own value, it creates a new message
containing its UID and its value of criterion j. Then it sends the message to the next node. Once
the message reaches the initiator node, it sends a new message for the next least important criterion
j+1. The same process is repeated for all election criteria. If more than one DM has the best value

in a criterion, then only the DM with the smallest UID gets the criterion weight added to his score.
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At the end of the final round, if multiple DMs have the maximum score, then a tie-break
mechanism is used to return a single facilitator (see Algorithm 2). Afterward, the initiator node
sends the chosen leader and the backup leader UIDs in a broadcast message to inform all other

DMs who is the current facilitator and who should replace him if he fails.

Algorithm 2. Scoring Phase

Input: pm, criteria_weights, criterion_type.
Output: leader, backup.

n: number of decision makers;

m: number of criteria;

r: received message;

1:  If(this node is the initiator node) Then
2: If(this is the final round) Then

3: score[r.uid] = score[r.uid] + criteria_weights[j];

4: best dms = UIDs of DMs with max score;

5: If(Only one DM has the max score)Then

6: leader = best_dms;

7: ranked = sort DMs from highest score to smallest score;
8: backup = ranked[2];

9: leader msg = new LeaderMsg(leader, backup);

10: broadcast(leader msg);

11: Else tie_break(best dms);
12: Else Add the weight of the j'" criterion to the score of the received UID;

13: j=jtL
14: msg = new Message(self.uid, value[j], j, init_uid);
15: send(msg);

16: Else If(criterion_type[j]=="max”’) Then

17: If(r.value[j] < self.value[j]) Then

18: msg = new Message(self.uid, self.valuel[j], j, init_uid);
19: send(msg);

20: Else send(r);
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21: Else If(criterion type[j]=="min”) Then

22: If(r.value[j] > self.value[j]) Then

23: msg = new Message(self.uid, self.value[j] , j, init_uid);
24: send(msg);

25: Else send(r);

Tie Break: In case two or more DMs have the same final score, then the initiator uses
Algorithm 3 to break the tie and return one DM as the facilitator. First, the initiator starts by sorting
the criteria in descending order based on their weights. Starting from the most important criterion
(biggest weight) to the least important criterion (smallest weight) the first DM to have a better
value than all other tied DMs in a criterion j is declared leader. The second-best value in the same
criterion j is selected as the backup leader. If multiple DMs have the best value in a criterion j, then
the algorithm continues to the next most important criterion and checks again. It is impossible to

have a tie in all criteria among the tied DMs. The tie break mechanism is detailed in Algorithm 3.

Algorithm 3. Tie Break Between Multiple DMs

ties=[a, b, ..., k]; // k tied nodes
1. sortDescending(criteria, criteria_weight);
2 j=1;
3. If(this is the initiator node)Then
4: While(j <=m) Do

5: If(initiator is one of the tied DMs)Then

6: tie_break msg = new TieMessage(ties, self.uid, self.value[j]);
7: Else

8: tie_break msg = new TieMessage(ties, self.uid, Null);

9: send(tie_break msg);

10: Else If(this is a DM and criterion_type[j]=="max”

11: If (this is a tied DM and r.value[j] < self.value[j] or r.value[j] == Null) Then
12: self.backup = r.uid;
13: self.leader = self.uid;
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14: found = True;
15: tie_break msg =new TieMessage(ties, self.uid, self.value[j], found);
16: send(tie_break msg);

17: Else send(r);
18: Else If(this is a DM and criterion_type[j]=="min”)

19: If (this is a tied DM and r.value[j] > self.value[j] or r.value[j] == Null) Then
20: self.backup = r.uid;

21 self.leader = self.uid;

22: found = True;

23: tie_break msg = new TieMessage(ties, self.uid, self.value[j], found);
24: send(tie_break msg);

25: Else send(r);

26: If(Initiator receives TieMessage and found == True)

27 leader = r.leader;

28: backup = r.backup;

29: leader msg = new LeaderMsg(leader, backup);

30: broadcast(leader msg);

31 BreakLoop;

32: Else If(Initiator receives TieMessage and found == False)

33: j=7+ 1;// Continue to next criterion

34: Go to step 5;

Handling Leader Announcement Message: When a DM node receives the leader
announcement message, it updates its state list with the new leader and backup leader UIDs and
passes the received message to the next node (see Algorithm 4). On the other hand, if the initiator
node receives this type of message, it changes its state to DM. Except if it's already a leader or a

backup leader, in that case, it doesn’t change its state.
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Algorithm 4. Handling of Leader Announcement Message

Input: r: received leader announcement message.
1 If(Initiator receives leader announcement message) Then

2: discard(r);

3: If(Initiator is not the new leader or new backup) Then
4: state[self.uid] = DM;

5: Else /I Other Nodes

6: leader exist = True;

7: state[r.leader] = “Leader”;

8: state[r.backup] = “Backup”;

9: send(r);

Fault Tolerance: In case the facilitator gets disconnected from the network, the node next
to the failed leader which detected his failure, sends a leader failure message containing the UID
of the backup as the new leader (see Algorithm 5). The backup leader is the DM with the second-
best score. Having a backup eliminates the time and resource cost of running the election another
time when the leader fails [72]. If a DM loses his connection with the network, then, his state is
changed to “Failed Node”, and his previous node gets connected directly to his next node in order
to keep the ring topology intact. This network doesn’t support partitioning as it will always try to

keep its logical ring topology intact.

Algorithm 5. Handling Leader and DM Failure

1. If(Time with no heartbeat from leader > Heartbeat threshold) Then

2: leader = backup
3: leader msg = new LeaderFailureMsg(leader);
4: send(leader msg);

5:  If(DM node fails) Then

6: His previous node becomes adjacent to his next node;
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Whenever the initiator fails, the node next to it becomes the new initiator. After that, the
new initiator starts a new election from the beginning (see Algorithm 6). Because the failed
initiator had the list containing the scores. Hence, the new initiator creates the election initiation

message starting with the least important criterion, and sends it to the next node.

Algorithm 6. Initiator Failure

1 If(Initiator node fails) Then

2: Node next to failed initiator becomes the new initiator;

3 Discard current election messages;

4: i_msg = New InitiationMsg(new _initiator, value[1], new_initiator);
5: send(i_msg); \\ New initiator sends the new initiation message.

Failure Recovery: When a previously failed node joins the network, it restores its previous
status (DM or Leader). As a result, if the backup already replaced the leader and the previously
failed leader gets reconnected to the session, then he becomes a leader again, and the backup
becomes a backup again (see Algorithm 7). Next, the recovered leader sends a recovery message
to the other nodes. Furthermore, if a DM recovers before the final round (criterion m) is finished,
he is still considered a candidate. Because the criteria are sorted in ascending order, he can
compensate for the previous rounds (less important criteria) by scoring in the more important
criteria (later rounds). However, if he recovers after all the rounds have gone through, then he isn’t
considered a candidate, and will be removed from the ranking, as the initiator is already in the
leader announcement phase and isn’t aware of the DM recovery until the recovery message reaches

him.

Algorithm 7. Recovery of failed nodes

1. If(This is the recovering leader) Then

2 backup = leader;

3: leader = previously failed leader UID;

4: rec_msg = new LeaderRecoveryMsg(leader, backup);
5: broadcast(rec_msg);
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6: Else If(This is the recovering initiator and current round == failure round) Then

7: Recovered initiator restores his initiator state;
8: Current initiator becomes a DM;
9: continue_election();

10: Else If(This is the recovering initiator and current round # failure round) Then

11: recovered initiator becomes a DM;

12: New initiator continues current election;

13: Else // This is a DM
14: rec_msg = new RecoveryMsg(self.uid);

15: broadcast(rec_msg);

If the failed initiator recovers during the same round in which it failed, then it restores its
state as the initiator and the election continues. But if at least one round has passed since his failure,
then it becomes a DM and the current initiator (node next to the recovered initiator) continues the

current election.

When the leader receives his own recovery message, then he discards it [68]. However, if
a DM node receives a leader recovery message, he updates his state list with the new state of the

recovered leader and forwards the received message to the next adjacent node (see Algorithm 8).

Algorithm 8. Handling Leader Recovery Messages

r: Leader recovery messages;

1 If(This is the new leader) Then

2: discard(r);

3. Else If(This is the new backup) Then
4: state[self.uid] = “Backup”;
5 state[r.leader] = “Leader”;
6: send(r);

7. Else state[r.leader] = “Leader”;
8: state[r.backup] = “Backup’;
9: send(r);
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3.17.3. Election Algorithm Correctness

e Uniqueness: The DM with the highest score will be elected as the GDSS facilitator. However,
if there are multiple DMs having the same max score, a tie-breaking mechanism is used.
Starting from the most important criterion to the least important one, the first candidate to have
an advantage in a criterion j will be selected as the leader. Which means that there will always
be one single leader in the system.

e Termination: The algorithm takes mxn + n time steps when there is no tie. In contrast, in the
worst-case scenario it takes m(n%2 + n) + 4 time steps. Consequently, the algorithm does
terminate in a finite time.

e Agreement: At the end of the algorithm or after the tie breaking mechanism ends, an
announcement message containing the elected leader and backup leader UIDs is sent to all

DMs. Thus, every DM in the group is aware of the new elected facilitator.

3.17.4. Complexity Analysis
In this section, the proposed algorithm GFEA is analyzed based on the number of time steps

required and the total number of exchanged messages in both best and worst cases.

3.17.4.1. Time Complexity
Time complexity is determined based on the number of time of steps that the election algorithm

takes to complete.

e Best case: When the initiator doesn’t fail and there is no tie in the scores, the proposed
algorithm takes mxn+ n time steps to end. As a result, the best time complexity for the
proposed GFEA algorithm is: O(m*n). Where m is the number of election criteria and n is
the number of DMs.

e Worst case: The worst time complexity is when there are n-2 initiators fail after initiating
all 12 rounds and before receiving the final round message. In addition to a tie in the score

and the tied DMs have a tie in m-1 criteria. An additional nxm time steps are required to

n+2

break the tie (n tied DMs). So, the total number of time steps is: m ((n —2) X (T)) +

2_
nx(m—-1)+n=m (nT4 + n). Thus, the worst time complexity is: O(mxn?).
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3.17.4.2. Message Complexity

Message complexity is obtained based on the number of sent and received messages between all

the nodes during the election.

Best case: The best-case scenario is when there is no tie in the final score and the initiator
doesn’t fail. Starting from the initiator node, each node sends a message in each round
(Criterion). In addition to the leader announcement message. Consequently, the algorithm
exchanges 2(mxn + n) messages. Therefore, the message complexity of GFEA in the best
case is O(mXxn).

Worst case: The worst theoretical case, is when there are n-2 initiators fail after initiating
all 12 rounds and before receiving the final round message. In addition to a tie in the score

of n DMs, and the tied DMs have the same value in m-1 criteria. As a result, the proposed
2_
algorithm exchanges 2m ((n —2) X (nTJrZ) +nm + n) =m (2112—4 + 2nm + n)

messages. Therefore, the message complexity of GFEA in the worst case is O(mxn?).
O(mxn?) was selected instead of O(nm?) because a distributed system can scale to include
hundreds of nodes, whereas the number of criteria is usually limited compared to the
number of nodes. An advantage of this algorithm is that there is only one initiator at a time.

Thus, avoiding multiple nodes initiating the election at the same time.
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3.18.

Functionality-based Comparison with GFEA

Table 6 compares the proposed GFEA algorithm with modern election algorithms that exist in the

literature. The comparison is based of algorithm functionalities. The correct sign & indicates that

the algorithm integrates the functionality.

Table 6 Comparison of the Proposed Election Algorithm with Existing Algorithms

Functionality| Multiple | Backup Criteria Tie | Optimized for | Fault Initiator
criteria Leader | Weighting | Break Humans Tolerance| Failure &
Method Recovery
Algorithm
GFEA v v v v v v v
FRLLE [68] & & v
Top-K [74] < < <
SEALEA [72] 4 4
FAHP [76] & &
DRLEEF [75] & &
Privacy- 4 2

Preserved [69]

These algorithms are applicable on human election. However, they are not optimized for

humans. Because the criteria considered in these algorithms are not human related. Which would

result in choosing a facilitator solely based on his machine’s performance, while ignoring

experience and security criteria, which is not suitable for the facilitator role. The privacy-

preserving election algorithm [69] uses votes to determine a leader. Which is a common approach

used in human elections.

The GFEA algorithm showcases the strengths and weaknesses of each DM. Because,

contrary to algorithms like FRLLE and Resource-based [68, 79], it doesn’t combine all criteria

into one single value before the election, but rather builds the score progressively during the
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election. This is because the score can’t be calculated solely based on the individual list, instead,
the best value across all nodes is needed to determine the best node in each criterion, and then its
weight is added to the score. This represents an advantage to GFEA, as it uses a global view instead
of a local one. Additionally, no fictious reference values are used for defining what’s the best value
in each criterion. As a replacement, the actual best values present within the performance matrix
are used as a reference. Another plus that puts GFEA a in more favorable position is that instead
of using random weights or weights fixed by human judgement like in FRLLE and Resource-based
[68, 79], it uses MEREC [87]. Which is a formal objective weighting method. The weights affect
the final score of nodes; thus, they can alter the elected leader and backup leader. Furthermore, in
contrast to the existing election algorithms, the proposed algorithm considers the failure and
recovery of the initiator node. This aspect is neglected in most of the related works. Moreover, the
tie break mechanism integrated within GFEA considers the election criteria instead of just relying
on the UID. Plus, it gives priority to the most important criteria. This ensures that the proposed
algorithm always elects the most suitable node for the leader position, by satisfying the election

criteria.

3.19. Conclusion

This chapter introduces a new distributed leader election algorithm designed specifically for
electing a human GDSS facilitator. The system considered is a fault tolerant unidirectional ring
synchronous system, in which each node represents a DM, and they communicate via message
passing. The proposed algorithm integrates multiple election criteria falling into security,
experience and network performance categories. These criteria are weighted using the MEREC
method. Furthermore, GFEA reserves a backup leader to replace the facilitator in case the
connection fails between the facilitator and the GDSS. This saves time and avoids halting the group
decision-making session. Additionally, this algorithm doesn’t use the UID to break a possible tie.
Instead, it uses a new tie breaking mechanism which searches for the DM who has an advantage
in the most important election criteria. Moreover, the failure and recovery of both the initiator and
leader are handled in an efficient way. No existing election algorithm has integrated all these
features together. Finally, GFEA is flexible and can be applied on the classical leader election
problem in distributed systems by changing the election criteria to machine related criteria, such

as CPU and memory load.
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The following chapter presents the case study that we used to test and evaluate both the
multi-criteria approach and GFEA. Furthermore, a new election tool is proposed and integrated

into the collaborative e-maintenance process.

Chapter 4

4.Case Study: Collaborative E-maintenance

4.1. Introduction

In this chapter, we will present the field of collaborative e-maintenance on which we tested and
evaluated both the multi-criteria approach and the distributed election approach. First, we explain
the steps involved in DELPHI studies, which can be used to elicit the election criteria. Next, we
test the previously discussed MCDA methods on the first performance matrix. The obtained results
and charts are analyzed thoroughly, leading us to a comparison between the application of every
method based on different metrics related to the context of electing a facilitator. Additionally, we
demonstrate the use of a new software tool called GFET designed to automate and facilitate the
election of a GDSS facilitator. Then a model is proposed to integrate GFET into collaborative e-
maintenance. Secondly, the proposed distributed election algorithm GFEA is evaluated in the same

field.

4.2. Maintenance Types

4.2.1. Preventive Maintenance
By scheduling regular inspections and replacements, preventative maintenance aims to minimize
unscheduled downtime. Lubrication, adjustments, oil changes, and sophisticated diagnostics are
examples of regularly scheduled tasks [90]. This type of maintenance also includes breakdown
and failure simulations. Examples of theses simulations in the context of software security

maintenance include hiring a hacker to attack a company’s system.
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4.2.2. Corrective Maintenance
Corrective maintenance is the process of fixing a machine’s breakdown after it has happened. This
method increases the chance of equipment unavailability (downtime) [90]. Among the negative
aspects of this type of maintenance is that unplanned downtime cost money and time. This type

should be avoided for critical equipment or for equipment that is hard to fix [90].

4.2.3. Predictive Maintenance
Predictive maintenance involves doing repairs before an anticipated breakdown happens. This
method's main goal is to forecast a machine's health by using known characteristics or repeated
study. Predictive maintenance is a kind of condition-based maintenance in which we forecast
performance in the future using both historical and present data. Both scheduled and unplanned

downtime are decreased when this strategy is used [90].

4.3. Collaborative E-maintenance

An industrial company’s ability to succeed or fail depends on the priority it gives to maintenance.
The maintenance burden accounts for a significant portion of the total operating costs of the
production. Maintenance cost can go up to 40% of production cost. Its cost has increased by 400

million dollars between 1979 and 1989 [91].

With the new advancements in information and communication technologies the industry
has seen a revolution and an upgrade to become Industry 4.0. Which integrates new technologies
that facilitate the automation process of manufacturing and production [92]. Among those
technologies are the sensors that can capture specific quantities like liquid temperature and
pressure, and then send this information as signals to the controller. The controller then converts
the signals and process the information. Based on the obtained information he sends signals that
activate the actuators. These actuators do physical actions. Such as moving a robotic arm, control
a motor or a valve. The maintenance of these modern industrial production machines requires the
collaboration of multiple experts, each one coming from a different field. The collaboration in
maintenance offers multiple repair approaches and multiple opinions from different experts. This
gives more options and flexibility when fixing a breakdown. It also enables learning through the
sharing and exchange of knowledge, insight and information between the experts. Other important

benefits of collaborative maintenance are efficiency and minimizing repair time [93].
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Emerging countries need the technologies, equipment and industrial systems required to
extract oil and process it into usable gas and electricity. Therefore, they buy these industrial
systems from foreign suppliers. Since these systems are not fabricated by local engineers, it makes
sense that the supplier’s experts and engineers have comprehensive knowledge of how their

equipment work and how to maintain and repair them.

There are several reasons to call for remote experts. First, the interactions of the local
technicians with the foreign experts allow them to level up their skills and technical knowledge.
Secondly, they gain access to remote support and expertise [91]. Moreover, most companies’
managers lower the priority of maintenance. Furthermore, the qualified local experts retired and
didn’t provide training nor knowledge transfer to the newer engineers. In addition, the isolated and
remote nature of oil fields like the desert, is a big challenge for emerging countries [93]. On top of
that, we cannot neglect the safety of the experts, as some maintenance processes require working

with radioactive components or with high voltage electricity [1].

The use of new Information and Communication Technologies allows for distant experts
to be involved in the maintenance process without having to move to the breakdown site. This
eliminates the cost and time of transportation. Moreover, during the pandemic, this may be the
only way to repair broken machines. As some countries forbid to leave or enter the country during
the peak of pandemics. Furthermore, the foreign experts may not be available to travel to a remote
location. Consequently, the collaborative e-maintenance shortens the maintenance time and thus
decreases the machine’s idle time [93]. This is very important since the breakdown could stop a
service which will affect the client’s quality of service, prevent access to a service or delay a

product’s manufacturing time.

Collaborative E-maintenance is the software infrastructure which connects geographically
distant experts, technicians and subsystems. This infrastructure is established on a reachable
network. Strong collaboration between various staff, organizational domains, and businesses is
made possible by the collaborative e-maintenance software. A Groupware will allow for multiple
geographically distant experts to collaborate on finding the optimal solution and repair approach
for fixing the breakdown [93]. Since the GDSS includes a Groupware, then we can use a GDSS

on collaborative e-maintenance process. On the other hand, the collaboration of several experts on
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one objective requires coordination. This coordination is assured by the facilitator (coordinator) of

the experts group.

4.4. Facilitator Missions in Collaborative E-maintenance

The coordinator's missions in the e-maintenance group include assigning a sequence number (order
number) to each expert. This number is used to assign an expert to a group that is handling a certain
breakdown. The sequence number assignment is used in Figures 5 and 6. The process of
introducing additional experts to groups includes granting a sequence number. The group's
coordinator also has the option of adding a new expert either by invitation or by request (see
Figures 5 and 6). He can also transfer an idle expert to another group of experts. This is shown in
Figure 8. The facilitator also controls the mutual exclusion of maintenance resources by
determining if the critical section is unoccupied or not (see Figure 7). If it is, he permits the experts
to access it; if not, he places their requests in a queue based on the request’s importance.
Additionally, he has the ability to split up the group if he notices that there are too many
breakdowns (see Figure 9), in order to satisfy the demand for additional experts [1]. Figure 4
Shows a brief representation of the coordinator missions in collaborative E-maintenance process.
While Figures 5 to 9 illustrate the BPMN model of the different collaborative E-maintenance sub-

processes in which the coordinator is involved.

Addition of a new
expert

Order Number |« » Mutual Exclusion
\ 2

A 4
Assign Idle Expert
@ separate Group

Figure. 7. Collaborative E-maintenance Coordinator Missions [1]

Coordinator
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4.5. Multi-criteria approach Results

To evaluate the multi-criteria approach, we retrieved the performances of four maintenance experts

based on the election criteria. Their performances are displayed in Table 7.

Table 7. First Performance Matrix

Actions/ Experience Treated Distance Coordinator Expert Open  Vulners Severity Connect Net Down Upload

Criteria as Expert Breaks (Km) Experience Response Ports (Int) Sum Type Latency Speed Speed
(Integer) (Integer) (Integer) time (Int) (ms) (Mbps) (Mbps)

(Min)
El 15 21 2500 2 15 12 13 5.3 0.6 150 20 5
(ADSL)

E2 13 27 750 2 5 10 11 17.4 1 (Fiber) 65 1500 750

E3 18 32 4000 0 10 15 18 6.1 0.3 (4G) 222 50 25

E4 10 30 1800 1 10 9 10 12.9 0.8 (Sat) 95 100 50

4.5.1. Criteria Elicitation Technique

To make sure that all pertinent objectives are found, a variety of methodologies can be employed,

including in-depth interviews, workshops, and questionnaires [32]. There are numerous methods
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for gathering criteria and preferences that lead to decisions. These methods include: NGT
(Nominal Group Technique), Focus Group Discussion, Interviews and Q methodology [94]. One
of the methods based on questionnaires is the Delphi method, which can be used for criteria
elicitation. Mukherjee N. et al. [94] advise employing the Q approach and Delphi technique to
elicit judgments in high-conflict scenarios. The Nominal Group Technique may be more
appropriate when there is less debate and a consensus is required quickly [94]. When compared to
traditional face-to-face meetings, the Delphi technique enhances decision-making [94]. In our
paper, we used Delphi method to gather the criteria from maintenance experts, as utilizing

expertise does not mean giving up objectivity [95].

Twenty maintenance professionals were contacted individually. These professionals have
been chosen for their skills and their experience in the diagnosis and maintenance of breakdowns.
They did not know the identity of the other professionals contacted. A questionnaire was sent to
each expert. We proposed 27 criteria in the questionnaire and asked the experts to evaluate them
with the possibility to suggest other criteria. Each expert had to check a box saying weather a
criterion is useful or not useful for electing the most suitable expert for the coordinator role. They
could transmit the questionnaire only if it was entirely finished, and they could only respond once
every iteration. Each iteration was expected to last between two and three weeks. Every expert had
to send a response within a maximum period of four weeks. The results were sent individually and
they were aggregated into percentages. Each expert could compare their answers with those of the
group anonymously. After that, they had the chance to change their preferences and send them
again. A criterion was accepted if it had a positive consensus. Positive consensus was made if at
least 75% of the experts found the criterion useful. A criterion was excluded if it had a negative
consensus. Negative consensus was made if at least 75% of the experts found the criterion not

useful [96].

Using the Delphi method, we managed to gather 12 criteria from 20 experts. The criteria

agreed on by the experts are:

o Experience as a DM: The experience of the expert as a decision maker in previous group

decision processes.
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Number of Treated Breakdowns: The number of treated breakdowns during previous
sessions in which the expert was involved. This serves as an indicator of the experience in
the field of collaborative E-maintenance which is a favorable criterion.

Distance: A non-beneficial criterion which represents the distance between the expert’s
current location and the breakdown site.

Coordination Experience: The number of times the expert has been a coordinator in
previous group sessions. This indicates the coordination experience of the expert.
Response Time: The time it takes an expert to respond to a meeting request.

Number of Open Ports: We used the free open-source software “Nmap” to scan the
decision makers’ machines for open ports [97]. Both TCP and UDP ports were scanned.
We need to minimize this criterion, because a machine's open ports are thought to be a
good indicator of how many potential system doors are open, putting them vulnerable to
attacks [98].

Number of Vulnerabilities: In order to scan each decision maker machine for
vulnerabilities we used a vulnerability scanner called “Nessus Essentials” [97]. Which is a
free version of Nessus that allows to scan a limited number of machines. This is a non-
beneficial criterion, since a big number of vulnerabilities indicates that there is a big
number of possible exploits.

Sum of Vulnerabilities Severities: This shows how dangerous are the vulnerabilities
present on the expert’s machine. Nessus detects vulnerabilities and retrieves their severity
[97]. The severity is measured by a score called Common Vulnerability Scoring System
(CVSS) which is a quantitative technique [99, 100]. We use CVSS v3.0 base score and add
up all discovered vulnerabilities' CVSS ratings [99]. This is a non-beneficial criterion that
has to be minimized.

Type of Internet Connection: Mobile Data/ADSL/Satellite/Fiber-optic. For each type we
give a score indicating the performance. 4G gets a 0.3. ADSL: 0.6. Cable: 0.7. Satellite:
0.8. Fiber: 1. Mobile data is the worst option as it has a limited data plan and is not reliable.
Fiber optic is the best option since it allows for very high internet speeds, lower network
latency and is much more reliable and stable than other options. This criterion indicates the

stability of the network.
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e Average Network Latency: The average amount of time it takes a packet to travel from
its source to its destination is known as network latency or response time [101]. It is
measured in milliseconds. This is a non-beneficial criterion. The response time is
responsible for the delay during video and audio calls, as well as in sending and receiving
messages and files.

e Download Speed: The download speed of the expert’s network measured in Mbps. This
criterion affects the video and audio quality as well as the time necessary to download files.

e Upload Speed: The speed of which the data are sent from the user to the server measured
in Mbps. The voice or video call relies heavily on this criterion as it determines the quality
of audio and video that the user can output and send to other participants in real time. It

also affects the time needed to send files to other users.

4.5.2. AHP for Fixing Criteria Weights

In our work, we used AHP [39] for two purposes:

(1) Structure our problematic into three layers (global objective, local objectives and

alternatives) as shown in Figure. 13.

(11) Calculate the weight of each criterion based on verbal judgements obtained from the

experts.

Level 1: Global
Choose a Facilitator Objective

Treated Experience as a . - N Connection | |  Network Download Levell 2 .L°°a|
Breakdowns Coordinator Response Time| | OpenPorts | | Vulnerabilities || Severitiy Sum Tipe Latney Upload Speed Speed Objectives

Level 3:
Alternatives

Figure. 13. Hierarchy of Facilitator Election Problematic
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Every expert compared each pair of election criteria in an individual pair-wise comparison
matrix. Tables 6 to 9 show the individual pair-wise comparison matrices of the four experts. To
compute the individual weight vectors, AHP with normalized GMM (Geometric Mean Method)

was used. All matrices are consistent as all of their consistency ratios are under 0.1.

Table 8 Pair-wise Comparison Matrix of Expert 1

Criteria/Criteria Experience | Treated Distance | Coordinator | Expert Open | Vulnerabilities | Severity | Connect | Net Download | Upload

as Expert Breaks Experience | Response | Ports Type Latency | Speed Speed
(Integer) time (Int) (ms) (Mbps)

Experience as | 1 1/5 3 1/3 3 1 12 1/3 3 3 4 2

expert

Treated Breaks 5 1 5 173 3 3 2 1 5 3 7 3

Distance 173 1/5 1 173 1 5 3 2 7 3 3 1

Coordinator Exp 3 3 3 1 5 7 5 1 7 6 7 4

Response Time 173 173 1 1/5 1 3 2 172 3 5 2 1

Open Ports 1 1/3 1/5 1/7 173 1 172 1/6 5 1 1 12

Vulnerabilities 2 12 1/3 1/5 12 2 1 1/5 3 2 1

Severity 3 1 172 1 2 6 5 1 7 5 9 5

Connect Type 173 1/5 1/7 1/7 1/3 1/5 1/3 1/7 1 1/3 2 1

Net Latency 173 173 173 1/6 1/5 1 12 1/5 3 1 2 1

Down Speed 1/4 1/7 173 1/7 172 1 12 1/9 172 12 1 172

Up Speed 172 173 1 1/4 1 2 1 1/5 1 1 2 1

Weights 0.075 0.155 0.086 0.231 0.067 0.034 | 0.054 0.17 0.022 0.035 0.023 0.048

Consistency Ratio 0.095
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Table 9 Pair-wise Comparison Matrix of Expert 2

Criteria/Criteria Experience | Treated | Distance | Coordinator | Expert Open | Vulnerabilities | Severity | Connection | Net Download | Upload
as Expert Breaks Experience | Response | Ports Type Latency | Speed Speed
(Integer) time (Int) (ms) (Mbps)
Experience as expert | 1 1/4 3 1/4 3 1 12 12 3 3 4 2
Treated Breaks 4 1 5 1/5 3 2 1 5 3 7 3
Distance 173 1/5 1 1/3 1 5 3 2 7 3 3 1
Coordinator Exp 4 5 3 1 5 7 5 1 7 6 7 4
Response Time 1/3 1/3 1 1/5 1 3 2 12 3 5 2 1
Open Ports 1 1/4 1/5 1/7 173 1 172 1/6 5 1 1 172
Vulnerabilities 2 172 173 1/5 172 2 1 1/5 3 2 2 1
Severity 2 1 12 1 2 6 5 1 7 5 9 5
Connection Type 1/3 1/5 1/7 1/7 1/3 1/5 1/3 1/7 1 1/3 2 1
Net Latency 1/3 1/3 173 1/6 1/5 1 172 1/5 3 1 2 1
Download Speed 1/4 1/7 173 1/7 172 1 172 1/9 1/2 172 1 12
Upload Speed 12 1/3 1 1/4 1 2 1 1/5 1 1 2 1
Weights 0.076 0.149 0.086 0.245 0.067 0.033 | 0.054 0.163 0.022 0.034 0.023 0.047
Consistency Ratio 0.097
Table 10 Pair-Wise Comparison Matrix of Expert 3

Criteria/Criteria | Experience | Treated | Distance | Coordinator | Expert Open Vulnerabilities | Severity | Connection | Net Download | Upload

as Expert Breaks Experience | Response | Ports Type Latency | Speed Speed

(Integer) time (Int) (ms) (Mbps)

Experience as | 1 1/6 3 173 3 1 172 1/3 3 3 4 2
expert
Treated Breaks | 6 1 4 1/3 3 3 2 1 5 3 7 3
Distance 1/4 1/5 1 1/3 1 5 3 2 7 3 3 1
Coordinator 3 3 3 1 5 7 5 1 6 7 4
Exp
Response Time 1/3 1/3 1 1/5 1 3 2 12 3 5 2 1
Open Ports 1 1/3 1/5 1/7 1/3 1 12 1/6 5 172 1 172
Vulnerabilities | 2 12 1/3 1/5 172 2 1 1/5 3 2 2 1
Severity 3 1 12 1 2 6 5 1 6 5 9 5
Connection 1/3 1/5 1/7 1/7 1/3 1/5 1/3 1/6 1 1/3 2 1
Type
Net Latency 1/3 1/3 1/3 1/6 1/5 2 172 1/5 3 1 2 1
Download 1/4 1/7 1/3 1/7 12 1 12 1/9 172 12 1 172
Speed
Upload Speed 12 1/3 1 1/4 1 2 1 1/5 1 1 2 1
Weights 0.074 0.155 0.085 0.232 0.067 0.033 0.055 0.169 0.022 0.037 0.023 0.048
Consistency 0.096
Ratio
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Table 11 Pair-wise Comparison Matrix of Expert 4

Criteria/Criteria Experience | Treated Distance | Coordinator | Expert Open Vulnerabilities | Severity | Connect | Net Download | Upload

as Expert Breaks Experience | Response | Ports Type Latency | Speed Speed

(Integer) time (Int) (ms) (Mbps)

Experience as expert 1 1/5 3 1/4 2 1 12 1/4 3 3 4 2
Treated Breaks 5 1 5 173 3 3 2 1 5 3 7 3
Distance 173 1/5 1 173 1 5 3 2 6 3 3 1
Coordinator Exp 4 3 3 1 5 7 5 1 7 6 6 4
Response Time 12 1/3 1 1/5 1 3 2 12 3 5 2 1
Open Ports 1 1/3 1/5 1/7 173 1 12 1/6 5 1 1 1/2
Vulnerabilities 2 172 173 1/5 12 2 1 1/4 3 2 1
Severity 4 1 12 1 2 6 4 1 7 5 7 5
Connect Type 1/3 1/5 1/6 1/7 173 1/5 1/3 1/7 1 173 1 2
Net Latency 1/3 173 173 1/6 1/5 1 172 1/5 3 1 2 1
Down Speed 1/4 1/7 173 1/6 12 1 172 1/7 1 172 1 172
Upload Speed 172 173 1 1/4 1 2 1 1/5 172 1 2 1
Weights 0.069 0.156 0.086 0.234 0.07 0.035 0.056 0.168 0.022 0.035 0.026 0.045
Consistency Ratio 0.097

We applied the AIP procedure with the WGMM (Weighted Geometric Mean Method) in

order to aggregate the individual weight vectors produced from the pair-wise comparison matrices

of the 4 experts into one group weight vector [42]. Since the experts are not already ranked, we

gave an equal weight to each expert’s weight vector (see Eq. (31)).

weight vector in the final row.

Table 12 shows the individual weight vectors of each expert and the aggregated group

We = —

n

¥ = 0.25

Where n is the number of experts and w,, is the weight of expert e.

(1)
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Table 12. Aggregation of Individual Weight Vectors into a Single Group Weight Vector

Criteria Experience Treated Distance Coordinator Expert Open  Vulners Severity Connect Net Down Upload
as Expert Breaks (Km) Experience Response Ports (Int) Sum Type Latency Speed Speed
(Integer) (Integer) (Integer) time (Int) (ms) (Mbps) (Mbps)
Weights (Min)
El 0.075 0.155 0.086 0.231 0.067 0.034  0.054 0.17 0.022 0.035 0.023 0.048
E2 0.076 0.149 0.086 0.245 0.067 0.033  0.054 0.163 0.022 0.034 0.023 0.047
E3 0.074 0.155 0.085 0.232 0.067 0.033  0.055 0.169 0.022 0.037 0.023 0.048
E4 0.069 0.156 0.086 0.234 0.07 0.035  0.056 0.168 0.022 0.035 0.026 0.045
Group 0.073 0.154 0.086 0.235 0.068 0.034  0.055 0.167 0.022 0.035 0.024 0.047
Weights

4.5.3. MAUT

For our paper, we aimed at changing the utility functions so as to be limited between 1 and 0. The

functions must give 0 at worst and 1 at best. We chose the following formula for the logarithmic

based marginal utility function:

u, (g)(a)) =1log(9 * gj(a) +1) . (32)
The linear function is defined as follows:
Uy = g’j(ai); u, €0,1]. (33)
The proposed quadratic function is:
2
uz = (2 gjla) —1)". (34)
The used step function is defined in the following manner:
ceiling(op*g;-(ai))
Ug = op . (35)
Where “op” indicates the number of evaluation options for criterion j.
Table 13 shows the utility functions that the DMs chose for each criterion:
Table 13. Marginal utility functions applied on each criterion
Criteria ct C3 Cs c7 8 C9 clo  Cll C12
Utility Functions log exp exp exp log log Step; op=4 lin log exp
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Applying MAUT on our performance matrix gave the scores presented in Table 14. The

ranking of the experts based on these scores is shown in Figure. 14.

Table 14. MAUT Final Utility Scores
Expert El E2 E3 E4
MAUT Final Utility Score 0.552 0.754 0.403 0.601

E2 o) F4 |soossss) FEl =) E3
Figure. 14. Outranking Graph Obtained from MAUT

4.5.4. SAW Results

We applied SAW on our dataset and got the scores for each expert as shown in

Table 15. After that, the alternatives were ranked based on the SAW final score as presented in

Figure. 15.
Table 15. SAW Final Score for each alternative
Expert El E2 E3 E4
SAW Final Score 0.709 0.831 0.492 0.576

E2 =) F| =) F4 oo E3
Figure. 15. Outranking Graph obtained from
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4.5.5. PROMETHEE II Results

In this work, the experts chose the preference functions and the parameters shown in Table 16.

Table 16. Preference functions and their parameters

Criteria Cl C2 C3 C4 Cs C6 C7 C8 C9 C10 Cl1 C12
Function Type t3 t4 t5 3 t5 t6 t3 t6 2 tl t6 t6
Parameters p=2 q=1; p=5 q=15; p=100 p=1 q=2; p=20 s=5 p=10 s=9 q=0.1 None s=2 s=1

The application of PROMETHEE II on our data resulted in giving each expert the
corresponding net outranking flow shown in Table 17. This allows us to rank the experts from the
best one having the highest net flow to the worst one having the smallest net flow. This ranking is

illustrated in the outranking graph presented in Figure. 16.

Table 17. PROMETHEE II Net Outranking Flow

Expert El E2 E3 E4
Net Outranking Flow -0.06 0314 -0.231 -0.023

E2 mosssssd| E4 sosssss) El |oosssmp E3

Figure. 16. Outranking Graph Obtained from PROMETHEE Il

Visual PROMETHEE Analysis

Visual PROMETHEE is a software based on the PROMETHEE methods which has both academic
and business editions. We used Visual PROMETHEE academic edition to analyze how sensitive
is the final outranking of the experts to changes in criteria weights. This can be done using the
Walking Weights window (Figure. 17). Which allows us to change the weight of any criterion and
see how the outranking of alternatives changes in real time. In Figure. 17 you can see that when
we change the weight of the criterion Treated Breakdowns to 75%, the ranking of the experts
changes. An easier way to analyze the sensitivity is by using the Visual Stability Intervals (see
Figure. 18). This window shows the interval in which the weight of a criterion can vary without
affecting the final outranking of the alternatives. Table 18 shows the weight stability interval of

every criterion obtained from the Visual PROMETHEE software. We can see that changing the
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weight of Network Latency or Connection Type doesn’t change the ranking of the experts. Another
observation is that the criteria: Distance, Number of Open Ports and Number of Vulnerabilities,

have a wide range of weight values that can be used while still keeping the same ranking.

Walking Weights

Expert 2 Expert 1
0 0
Expert 4 Expert 3
75%
2% 3% LR 2% 1% 2% 5% 1% 1% 1% 1%
Experi Treat Distan Coord Respo Openl| Vulmer Severi Conne Netwo Downl Uploac
Treated Breakdowns v i Update Best to worst Set equal Reset

Figure. 17. Walking Weights Window of Treated Breakdowns Criterion
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| wisual Stability Intervals

_1 L -
5o e
I ]
0% 25% Weight 75% 100%
Upload Speed ~| B2 stability level: [ al=]  wst:[1,95%, 21,73%]

Figure. 18. Visual Stability Intervals Window of Upload Speed Criterion

Table 18. Weight Stability Interval for Each Criterion

Criterion Cl Cc2 C3 C4 C5 C6 Cc7 C8 Cc9 C10 Cl1 C12

Weight [0%, [12.96%, [3.17%, [16.21%, [0%, [0%, [0%, [0%, [0%, [0%, [0%, [1.95%, 21.73%]
Stability 9.83%)] 21.60%] 100%] 26.26%) 40.24%]) 79.75%) 71.63%] 23.18%] 100%] 100%] 19.84%)]

Interval

Figure.

corresponds to

19 illustrates a tool called PROMETHEE Rainbow. In this window each color

a criterion. The upper criteria are the good features of an expert. While the lower

criteria are the weaknesses of an expert.
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# PROMETHEE Rainbow

+171 Coordination Experience Treated Breakdowns Coordination Experience Treated Breakdowns r+1
Distance Distance Severity Sum Experience as Expert
Upload Speed Vulnerabilities Experience as Expert Severity Sum
Network Latency Upload Speed Vulnerabilities Response Time
Download Speed Network Latency
Connection Type Download Speed
Response Time Open Ports
Vulnerabilites Connection Type
Open Ports Response Time

¥ ]
Expert 2 I
Expert 4
Expert 1
Open Ports Expert 3
Connection Type Open Ports
Metwork Latency Upload Speed
Response Time Connection Type
Download Speed Metwork Latency
Severity Sum Distance Vulnerabilities
Experience as Expert Experience as Expert Upload Speed Distance
Treated Breakdowns Coordination Experience Treated Breakdowns  Coordination Experience
-1 Severity Sum -1

Figure. 19. PROMETHEE Rainbow Window

The PROMETHEE Diamond window in Figure. 20 allows us to see both the partial and
complete rankings of the experts obtained from both PROMETHEE I and PROMETHEE II
respectively. The vertical Phi net flow axis is used to demonstrate PROMETHEE II complete
ranking. While the cones in the 2D plane represent the experts. The cone corresponding to expert

2 covers all other cones. So even in PROMETHEE I partial ranking, expert 2 is still the best option.
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PROMETHEE Diamond

Figure. 20. PROMETHEE Diamond Window

4.5.1. TOPSIS Results
After applying TOPSIS to our performance matrix, we obtained the relative closeness of each
expert to the ideal solution. These values are presented in Table 19. Figure 21 shows the outranking

graph of the experts based on their relative closeness.

Table 19. TOPSIS Relative Closeness for Each Expert

Experts Expert 1 Expert 2 Expert 3 Expert 4
Relative 0.705 0.668 0.34 0.472
Closeness

N R

Figure 21. Outranking Graph Obtained from TOPSIS
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4.5.2. Metrics and Criteria Used for Comparison

In this section, we are going to compare between the used MCDA methods and their results based

on 9 metrics.

¢ Time Complexity: The worst time complexity for the MCDA method represented in big
O notation. Where n is the number of experts and m is the number of criteria.

e Best Execution Time: The least amount of time it takes to run the Python implementation
of the MCDA method on our dataset without generating the outranking graph. It is
measured in milliseconds and the program is run several times to obtain the best possible
execution time for each method.

e Memory Cost: This metric shows the highest temporary memory occupied by the Python
implementation of the method during its execution. This metric was obtained using the
“memory_profiler” library.

e Number of Satisfied Criteria by Leader: The number of criteria in which the elected
coordinator has the maximum value compared to other experts.

e Objectives Attainment Percentage: This shows how much the elected coordinator is

close to reaching the best weighted values in all criteria. It is computed based on Eq. (36):

m.gi(e) xw; 36
m] 19] i j % 100 ( )
Zj=1 .gj(ebest) * Wj

Pi:

Where P; is the objectives attainment percentage of the elected DM. e, is the
DM with the best value in criterion j that’s available in the performance matrix, and e; is
the elected DM UID.

e Number of Parameters: The number of thresholds and preference functions that the DM
has to fix before calculating the final score. It depends on the number of criteria and the
number of functions’ parameters.

e DM Involvement (Input Level) [38]: Based on the average of 4 parameters: Number of
parameters and data quantity, the knowledge and skill level required from the DM within
the decision problem context, the requirement to use other techniques and the definition
time. It shows the modeling effort required by the method in order to reach the wanted

results [38].
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e Elected Leader: The first ranked expert from the ranked list of experts based on their final
score. He will be responsible for coordinating the group of experts.

e Next Best Leader (Backup Coordinator) [9]: The second-best ranked expert from the
list of ranked experts, who will take over the coordinator’s role in case the current

coordinator leaves or if he loses connection with the breakdown site.

4.5.3. Used Tools

In order to use different MCDA methods on our dataset we used the open-source library
“PyDecision” version 2.8.7 [102]. Which contains several MCDA methods implementations
written in Python. This allowed us to avoid doing calculation manually by automating them. Thus,
reducing calculation time and allowing the experts to test different parameters to find the most
suitable ones and view the results for each method quickly. It also provides an outranking graph
based on “Matplotlib” library. Which allows the experts to easily understand the ranking of
alternatives and view the potential coordinator as well as the backup leader (2™ best expert). We
also added the MAUT implementation to the “PyDecision” Github repository. The system used
for these experimentations is a Windows 10 64bit on a core 15 6300HQ with maximum clock speed
of 3.2 GHz, 8 GB 0f 2133 MHz DDR4 RAM and M.2 SATA SSD. The used version of Python is
3.11.0.

In order to illustrate the obtained results in an easy and simple way for understanding and
analyzing, we used bar charts and radio charts. The Bar chart (Figure 22) was rendered using the
“Matplotlib” library and the Radio charts (see Figure 23 - Figure 27) were done through the
“Plotly” python library. All of the charts used normalized values of the performance matrix. The

values were normalized by dividing them by the maximum value of each criterion.

4.5.4. Discussion and Interpretation of Results
Table 20 shows the performance of each method and the results obtained after applying it on the
dataset. In this subsection, the results are compared and discussed thoroughly in order to reach a

conclusion on which MCDA method is more suitable for electing a GDSS facilitator.
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Table 20. Comparison of MCDA Methods in Leader Election

Method/ Metric ~ Time Best Memory Number  Objectives Number of Input Level Elected  Next best
Complexity  Execution  Cost (MB) of Attainment ~ Parameters Leader  Leader
Time (ms) Satisfied ~ Percentage
Criteria
by
Leader
MAUT O(nm) 1,97 122,49 7 98.52% 13 High E2 E4
[103]
SAW O(nm) 0,98 122,46 7 98.52% 0 Low E2 El
[103]
PROMETHEE  O(mn?) 1,95 59,88 7 98.52% 15 Medium E2 E4
I [104]
TOPSIS o) [41] 097 122,53 2 7.14% 0 Low El E2

The criteria satisfaction graphs show how close an expert is to reaching the best value in
each criterion. The Bar chart (Figure 22) represent the criteria satisfaction for all experts. While
(Figure 24 - Figure 27) show the criteria satisfaction for each expert alone. All of the charts used
normalized values of the performance matrix. The values were normalized by dividing them by

the maximum value reached in each criterion.

Objectives Attainment Percentages

I Expert 1
m Expert 2
BN Cxpert 3

Expert 4

0.8

F=d
=Y

Percentage

=2
IS

0.2

Expert Experience
Treated Breakdowns
Distance
Coordinater Experience
Response Time

Open Ports
Vulnerabilities
Sewverities Sum
Connection Type
Network Latency
Download Speed
Upload Speed

Criteria

Figure 22. Objectives Attainment Percentage for Each Expert
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Coordinator Experience s Expert 1
== Expert 2
== Expert 3
=== Expert 4

Treated Breakdowns

Vulnerabilities: lexpert Experience

Download Speed

Network Latency

Figure 23. Radio Chart Criteria Satisfaction for Each Expert
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coordinator Experience

e Expert 1
=== Export 2
e Expert 3
o= Expert 4

Response Time Distance

Open Ports Treated Breakdowns

Wulnerabilities

Coordinator Experience e Expert 1

Open Ports Treated Breakdowns

Severities Sum Upload Speed

Connection Type Download Speed

Network Latency

Figure 24. Criteria Satisfaction by Expert 1

Severities Sum oad Speed

Connection Type Download Speed

Metwork Latency

Figure 25. Criteria Satisfaction by Expert 2

Coordinator Experience e Expert 1
e Expert 2
et Expeit 3

=t Expert 4

Respense Time Distance

Open Ports

Vulnerahilities

Severities Sum

Upload Speed

Connection Type Download Speed

Network Latency

Figure 26. Criteria Satisfaction by Expert 3

Coordinator Experience

Response Time Distance

Open Port: Treated Breakdowns

Vulnerabilities:| lExl!Ert Experience

Severities Sum Upload Speed

Connection Type Download Speed

Network Latency

Figure 27. Criteria Satisfaction by Expert 4

From Table 20 we can see that most of the methods ranked expert 2 the highest, resulting

in electing him as a coordinator for the experts’ group. This is because expert 2 has the best values

in 7 out of 12 criteria. Meaning, he satisfies the majority of the criteria including distance and

coordinator experience (see Figure 22 and Figure 25) which is the most important criterion. On
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the other hand, TOPSIS ranked expert 1 as the best expert for the role who also has the most
experience as a coordinator and his machine has the least vulnerability severity (see Figure 24).
Even though MAUT, PROMETHEE II and SAW all came up with the same leader, SAW selected
a different backup leader expert 1 compared to expert 4 in the former methods. The backup leader
chosen by MAUT and PROMETHEE 11 is more in favor of security and technical expertise than
in network performance and coordination (see Figure 27). Furthermore, expert 4 is better than
expert 1 in 9 criteria and better than expert 3 in 7 criteria. While SAW also offered a backup who
prioritizes technical expertise and security, additionally, he also has the maximum coordination
experience which is more relevant to the coordinator role. In contrast, TOPSIS ranked expert 2 as

the next best leader, who is clearly the best expert overall.

Despite PROMETHEE II and MAUT gave the same results in terms of coordinator and
backup leader, PROMETHEE II has worse theoretical time complexity than MAUT, as it includes
calculating evaluative differences between each pair of alternatives for each criterion. But MAUT
took more time to execute because the PyDecision implementation of PROMETHEE II is
optimized to use matrices with dimensions smaller than the number of pairwise comparisons.
Although, the execution time is variable and depends on the machine’s state and background tasks.
Moreover, MAUT requires the experts to be more involved in the decision process. Since the
expert has to define the appropriate function for each criterion, but it also makes the method more
flexible. PROMETHEE on the other hand, requires to fix several parameters depending on the
preference function used and desired preference degree. Which can become very time consuming
and complicated when the number of criteria is high. SAW doesn’t require specifying preference
functions. Its main advantage is its simplicity and ease of use. TOPSIS requires less CPU execution
time than the other methods. Because of the vector normalization method. Which doesn’t require
a distinction between beneficial and non-beneficial criteria. Additionally, it doesn’t need any
parameters nor preference functions. All of these methods take almost the same amount of system
memory as they are all based on matrices. So, their memory footprints depend heavily on the
biggest matrix size and the normalization formula. Except for PROMETHEE 11, which took less
memory space because the implementation in “PyDecsion” is well optimized. Instead of declaring
a matrix of (((n-1) X n) X m) that contains the distance between alternatives for all criteria, the
author made a loop which uses a single matrix with (nxn) dimensions that gets distances of all

alternatives for one criterion in one iteration from a distance function. After that, it accumulates
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the obtained preference values to a preference matrix (nxn) with each criterion, and overwrites the
same distance matrix for the next criterion. Additionally, PROMETHEE II doesn’t require

normalization like other methods.

After analyzing the obtained results and comparing the used methods, we concluded that
PROMETHEE II is the most suitable method for electing the coordinator of the experts among the
four tested methods. Even though it gave similar results to MAUT. First, it has better execution
time than MAUT. In addition, PROMETHEE II selected the best expert overall to be the
coordinator (expert 2) who satisfies most of the criteria including the most important criterion
which is coordination experience. Moreover, the chosen backup leader (expert 4) outperforms the
backup leader chosen by SAW (expert 1) in the majority of criteria (9 criteria). Additionally, we
can see from Figure. 19 that expert 2 and expert 4 both have more good features and less
weaknesses than expert 1 and 3. Furthermore, the backup expert (expert 4) has an average
performance in other criteria except for network quality criteria (download and upload speeds),
which have lower priority compared to experience and security related criteria. In addition,
PROMETHEE II gives the DM some control over the method by choosing the preference functions
and threshold parameters, which makes it more flexible. This enables PROMETHEE 1I to be a
good balance between subjectivity and formality. On top of this, PROMETHEE II requires a lower
input level of DM than that of MAUT (medium versus high). Finally, PROMETHEE II is simpler
and easier to use when compared to MAUT. This is because MAUT requires the DMs to define
the marginal utility functions, while in PROMETHEE II the DMs must specify predefined
preference functions and specify threshold parameters. Thus, the DMs won’t have to give or

change the function’s definition [105].

4.6. Proposed Facilitator Election Tool

In order to automate the election process based on the proposed approach, we created GFET tool
for electing a GDSS facilitator within the context of collaborative e-maintenance. It is intended to
be used by the expertise center [91]. GFET gives the users the option to experiment with four

different MCDA methods.
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4.6.1. Integration of GFET
Authors proposed a collaborative e-maintenance model integrating the GFET (see Figure 28). This
is based on the model proposed by Hedjazi [91]. When the expertise center receives a breakdown
notification from the technician, it invites experts specialized in fields that are relevant to the
breakdown’s nature. When an expert accepts an invite, the center asks him for his data regarding
the election criteria. After the expert has sent his individual evaluation vector, the expertise center
then asks the expert to fill an excel file holding the pair-wise comparison matrix in order to
compare the election criteria. This process is repeated for every expert individually. When every
expert has sent his individual evaluation vector, all the vectors are combined into a single
performance matrix. Next, when every expert has sent his individual pair-wise comparison matrix,
these matrices are then entered in GFET to compute the global criteria weights using AIP.
Afterwards, the expertise center selects an MCDA method and enters its preference functions and
parameters. Following this, GFET returns the UID of one expert as the coordinator. The center
sends his UID to the experts. Succeeding this, the experts coordinated by the elected facilitator
conduct the meeting and form a PRA (Plan of Repairing Actions). Next, the PRA is sent to the

technician on site so he can fix the broken machine by following the provided actions.

17: Send PRA

6: Construct Performance Matrix

2: Invite Experts
4: Request Evaluation Vector
’ 6: Request Individual Pair-wise |
O 1: Breakdown Notification Comparison Matrix

» 156: Send Facilitator UID
Expertise Center Experts

<

3: Join Session

5: Send Evaluation Vector T
7: Send Individual
Comparison Matrix

Technician

16: Construct PRA
(Plan of Reparing Actions)

18: Apply PRA 14: Return Fagilitator UID 8: Enter Performance Matrix

9: Enter Individual Pair-wise Comparison Matrices

_.____._____>

¢

GFET 10: Compute Individual Weight Vectors using AHP
11: Compute Global Crtieria Weights using AIP
12: Choose an MCDA Method

Broken Industrial Machine 13: Set preference functions and parameters

Figure 28 UML Collaboration Diagram Integrating GFET in Collaborative E-maintenance
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4.6.2. Tool Presentation
When the user starts the tool, he sees the frame shown in Figure 29. This frame gives the user the
option to choose between two modes: Simplified or Advanced mode. The simplified mode is
designed for users who don’t have strong knowledge in multi-criteria methods. In this mode the
user enters the performance matrix and the pair-wise comparison matrices of the criteria.
Following that, he can directly view the election results obtained using the PROMETHEE I
method set with the default preference functions and thresholds presented in section 0. The
advanced mode is designed for users with solid knowledge in MCDA methods. While this mode
also requires to input the same data, it adds the possibility to choose and test different MCDA
methods. Furthermore, this mode enables the user to change the default preference or utility

functions as well as their parameters in both MAUT and PROMTHEE II methods.

B Coordinator Election = O X

Choose a mode:

"Simplified Mode": You have to enter the performance
matrix and the individual pair-wise comparison matrices
of the election criteria to fix their weights.

"Advanced mode"; In addition to what Simplified Mode
offers, Advanced Mode allows you to choose the
multi-criteria method to use and gives you the option to
change the preference functions and their parameters.

Simplified Mode

Advanced Mode

Figure 29 Mode Selection Frame

After choosing a mode, the main frame is shown (see Figure 30), in which the user
has to specify the number of DMs before using any other functionality. The number of DMs has

to be greater than 1 for it to be valid.
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Coordinator Election

GDSS Facilitator Election Tool

Collaborative E-maintenance Case Study

Enter the number of DMs :
4l J

4 Decision makers

Apply an MCDA Method

AHP AIP WGMM

Goto PM

Figure 30 Main Frame of GFET

Figure 31 presents the frame in which the user can enter the performance matrix either by
manually filling each cell or by importing an excel file containing an already filled performance

matrix. Once the matrix is entered, the user submits it by clicking on the Submit button.

Coordinator Election

Performance Matrix

Experience Treated Breaks Distance Coordination Response Time Open Ports Vulnerabilities Severity Sum Connection Type Net Latency Download Upload

DM 1 [ 150 [ 210 ] 2500.0 ][ 20 ][ 150 ][ 12.0 ][ 130 I 53 ][ 06 I 1500 I 200 ] 50 ]
M2 [130 [270 |7s00 |20 |50 | 100 J 110 [ 174 [0 | 650 [ 15000 | 7500 |
DM3 [ 180 [320 | 40000 |00 [ 100 | 150 | 180 [61 |03 | 2220 | 500 |20 |
oMa [ 100 [300 | 18000 |10 | 100 |20 | 100 [ 129 |08 | 950 [ 1000 |s00 |

Import PM File

Performance matrix entered !

Apply an MCDA Method
Go to Start Frame

Go to AHP AIP WGMM

Figure 31 Performance Matrix Input Frame
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Figure 32 shows the frame in which the user enters the individual pair-wise comparison
matrices of the election criteria belonging to each DM in order to calculate the global weights of
the criteria. The user can either import an excel file containing all the individual pair-wise

comparison matrices. Each sheet of this file has the matrix of a single DM.

Coordinator Election

AHP AIP WGMM for Fixing Election Criteria Weights

Experience Treated Breaks Distance Coordination Response Time Open Ports Vulnerabilities Severity Sum Connection Type NetLatency Download Upload Consistency Ratio

Exp 1 0.075 0.155 0.086 0.231 0.067 0.034 0.054 017 0.022 0.035 0.023  0.048 0.095 Consistent

Exp2 0.076 0.149 0.086 0.245 0.067 0.033 0.054 0.163 0.022 0.034 0.023  0.047 0.097 Consistent

Exp3 0.074 0.155 0.085 0.232 0.067 0.033 0.055 0.169 0.022 0.037 0.023  0.048 0.096 Consistent

Exp4 0.069 0.156 0.086 0.234 0.07 0.035 0.056 0.168 0.022 0.035 0.026  0.045 0.097 Consistent
Global Weights ~ 0.073 0.154 0.086 0.236 0.068 0.034 0.055 0.168 0.022 0.035 0.024  0.047

Global weights calculated

Import pair-wise comparison matrices file

Performance Matrix
Apply an MCDA Method

Compute Global Weights

Enter Pair-wise Comparison Matrix of DM 1

Figure 32 Global Weights Frame

Another option, is to enter manually the matrix of each DM in separate window. This is
shown in Figure 33. In each window corresponding to a DM, the user can manually fill each cell
or he can import an excel file containing the individual pair-wise comparison matrix of the DM.
After the matrix is entered, the tool checks if the matrix is consistent or not. The matrix is only
accepted if it is consistent. Next, the individual weight vector is calculated and added to the global

weights frame alongside the consistency ratio (see Figure 32).
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Individual Pair-wise Comparison for DM 1

Experience ‘ Treated Breaks Disianoe ‘ Coordination Response Time | Open Ports Vulnerabilities Severity Sum Connection Type ‘ Net Latency Download J Upload

[Experience |1 175 |3 [ I3 [ |12 B [3 B 4 |2

| TresedBreaks || 5 [ |E [ |E [3 [2 £ E £ |7 I3

[oisance — |[113 | s |1 [ |1 [5 [3 |2 [ E B I

[ cooramation |3 3 3 [ |E 7 E |E [ |6 |7 |4

[ ResponseTime | 113 |3 |1 [ s |1 [3 [2 | [3 [s |2 I

[openpots |1 |73 |15 [17 [ [ |12 |76 [5 [1 |1 [

[ Vuneravites [ 2 [ 112 |12 [ (12 |2 [1 | EE [3 |2 |2 |1

[severiysim |/ [ |12 [1 |2 ¢ [5 £ [ |5 B 15

[ connecton Type | 173 | s |17 [ iE |5 (13 | [1 |13 |2 |

[Nettaeney  |[113 |3 |13 [ [vs [ (12 Jvs E | |2 I

[vownioaa | (114 |17 |13 [ [ [ (12 | B [ |12 |1 |2

[ upload |12 |73 |1 [ [ [2 [1 |5 [1 [1 |2 |

sty
1 Equal Importance
] Moderate Imporiance
5 Strong Importance
Reset 7 Very Strong Importance
9 Extreme Importance
2,4,6,8 Intermidiate Values

Figure 33 Individual Criteria Pair-wise Comparison Matrix Input Frame

Once all the individual weight vectors are added to the AHP AIP frame, the user can then
press a button to compute the global weights using the AIP WGMM aggregation procedure.

When the election criteria global weights are computed and the performance matrix is
entered, the user can now access the frame which enables him to select an MCDA method among
four different methods (see Figure 34). The user has the option to choose either MAUT, SAW,
PROMETHEE II or TOPSIS.

Coordinator Election

Figure 34 MCDA Method Selection Frame
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The tool switches to the results frame when the user clicks on either SAW or TOPSIS
button. However, when the MAUT button is clicked, the frame presented in Figure 35 is shown.
This frame allows the user to change the default marginal utility functions and the Step function

parameter for each criterion.

Coordinator Election

Choose a utility function for each criterion Utility Function Number of Options
Treated Breaks
Coordination
Response ime
Vulnerabilities
connecton Type
Utility functions submitted

Figure 35 MAUT Utility Function and Parameters Selection Frame

The PROMETHEE II button takes the user to the frame shown in Figure 36. This frame

allows the user to modify the default preference function and its parameters for each criterion.

By default, the functions and parameters used in our approach are already entered in both
PROMETHEE II and MAUT frames. When the user submits the functions and their parameters,

he can then view the results by clicking on the View Results button.
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& Coordinator Election

Choose a preference function for each criterion: Preference Functions Indifference (Q) Preference (P) Gaussian (S)

cosens | IE u \
Treated Breaks [1 I | |
Distance [15 |[ 100 | |
cocs | IC u |
Response Time V-Shape with Indifference ~ [P |20 | \
Openrs | | [ |
Vulnesabilities | {10 | |
sery S | | [s |
Connection Type [0 | | |
et | u ,u |
- | u E |
tpas |‘ | [ \

PROMETHEE Il Parameters Submitied

Figure 36 PROMETHEE II Preference Functions and Parameters Selection Frame

After submitting the parameters, results can be seen by clicking “View Results”. The
results frame shown in Figure 37 displays the obtained results after applying the MAUT method
on our dataset. The results frame of any MCDA method displays two graphs rendered using the
Matplotlib library. In addition, the DMs scores are displayed in the bottom. The graph on the right
shows the outranking of the DMs from best to worst based on the method score. The graph on the
left presents the radar chart of the criteria satisfaction for the DM who ranked first using the chosen
MCDA method. The user can go back and select a different MCDA method to see each method’s

outcome using the same input data.

112



Case Study: Collaborative E-maintenance

inator Election

MAUT Election Results

The elected facilitator i DM 2

Radar Chart Qutranking Graph

Objective Attainment Percentages for DM 2
Experience

Treated Breaks Upload

Distance Bownload

Response e pection Type

Open Ports averity Sum
Vulnerabilities

MAUT Scores: DM 1: 0.552, DM 2: 0.754, DM 3: 0.403, DM 4: 0.601.

Figure 37 Results Frame After Applying MAUT

Figure 38 displays the results frame after applying the TOPSIS method. In this figure, we
can see that TOPSIS gave a different ranking of the experts when compared to MAUT.
Consequently, the left graph shows the performance of expert 1 instead of expert 2.

Coordinator Election

TOPSIS Election Results

The elected facilitator is DM 1
Radar Chart Outranking Graph
Objective Attainment Percentages for DM 1

Experience

Treated Brea k Upload

Bownload

Conection Type

Open Ports everity Sum

Vulnerabilities

TOPSIS Scores: DM 1: 0.705, DM 2: 0.668, DM 3: 0.34, DM 4: 0.472.

Figure 38 Results Frame after Applying TOPSIS

113



Case Study: Collaborative E-maintenance

4.7. Empirical Assessment of GFEA

The proposed algorithm was tested on the case of collaborative e-maintenance process in industry.
The collaborative e-maintenance system is a distributed system that connects multiple experts
distant from each other with the aim to enable the proper coordination of their tasks, and output a
solution in the form of a list containing the repairing actions [106]. Similarly, the GDSS also
connects several DMs distributed geographically in order to reach a consensus. By analogy, GDSS
can be used on the collaborative e-maintenance process to conduct the decision-making process
resulting in choosing the corrective actions to repair a broken industrial machine. Furthermore, the
collaborative e-maintenance requires choosing one the experts as the coordinator [106], who has
similar tasks to the GDSS facilitator. Since they are both responsible for preparing and

coordinating the group meeting.

When a breakdown happens, the technician on site notifies the expertise center. The center
then selects a number of experts who are usually geographically distant from the site. The number
of selected experts depends on the number of fields and the severity of the breakdown. During our
case study, an industrial machine stopped functioning correctly. Consequently, the expertise center
invited 6 experts to diagnose and provide a list of repairing actions to the technician on site.
However, a coordinator is required to proceed with the maintenance process. Here the coordinator
is also going to be the facilitator of the GDSS. The six experts were evaluated based on the 12

election criteria, which resulted in constructing the following performance matrix Table 21.

Table 21 Second Performance Matrix

Experience [Treated [Distance [Coordination [Response Open [Vulnerabilities [Severity Sum [Connection Type [Net IDownload |Upload

as DM [Breaks Time IPorts ILatency
IDM 1 12 8 500 2 17 20 16 32 1 13 100 10
IDM 2 37 30 3938 19 20 15 14 10 0.8 366 25 2.5
IDM 3 44 23 4401 13 19 18 20 22 0.6 486 50 5
IDM 4 29 11 3477 5 18 9 22 31 0.3 198 20 2
IDM 5 38 10 5029 3 17 11 10 19 1 103 500 200
IDM 6 24 18 1846 9 21 13 18 28 0.8 232 20 2
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4.7.1. Comparison of Objective Weighting Methods
Table 2 shows the execution time in milliseconds (ms) of five objective weighting methods on our
performance matrix (Table 3) wusing their python implementations. We used the
“objective_weighting” python package as an implementation of the methods. Figure 39 illustrates

the obtained weights from every method using a bar chart.

Table 22 Execution time of objective weighting methods python implementation

Method MEREC | CILOS | IDOCRIW | CRITIC | ANGLE | Entropy

Execution Time (ms) | 0.97 0.96 0.97 7.01 0.96 1

Election Criteria Weights
0.45

0.4
0.35
0.3
0.25
0.2
0.15

hn |I h b II | |‘ ‘ |‘
5\)@ & A 0,66 o'bb
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N
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N

ECILOS MW MEREC Entropy Weights IDOCRIW ECRITIC MWANGLE
Figure 39 Bar chart showing election criteria weights using different objective weighting
methods

MEREC was applied on the performance matrix. As a result, the weights corresponding to
each election criterion were fixed. The importance of each criterion is presented in Table 23 and

is illustrated in Figure 40 in the form of a bar chart.
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Table 23 Election Criteria Weights Using MEREC

Criteria Experience as DM|  Treated Distance |Coordination | Response Open Vulnerabilities Severity | Connection Type | Net Download Upload
Breaks Time Ports Sum Latency

MEREC 0.103 0.077 0.08 0.147 0.013 0.046 0.032 0.042 0.094 0.135 0.103 0.127

Weights

Election Criteria MEREC Weights

14 ] H \Weight %
12 4

10 4

3

5

a4

2' i

0

Weight Percentage

es

Distance
Response Time
Open Ports
Severities Sum
Connection Type

\ulnerabilit
Download Speed
Upload Speed

Expert Experience
Treated Breakdowns
Coordinator Experience
Network Latency

Criteria

Figure 40 Election Criteria Importance Using MEREC

From Table 23 and Figure 40 it is observed that applying MEREC resulted in assigning the

coordination experience criterion greater importance than all other election criteria.

4.7.2. Execution of GFEA
In this case study, it was the first time that the expert group was formed. Meaning that the

coordinator (leader) role hasn’t been assigned to any expert yet. Consequently, the DM who was
the first one to join the group session is the initiator of the leader election. He is also given the
smallest UID (DM 1). Here, each node represents the machine of a decision-maker. DM1 sorts the
criteria in ascending order based on their weights. Next, he creates an initiation message InitMsg(1,
17, 1) and sends it to the adjacent node next to him following clockwise direction which is DM4.
The original initiation message contains the UID of the initiator node 1 and his performance on

the least important criterion, which is the expert’s response time criterion.
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When DM 4 receives the initiation message from DM 1, he checks whether the received
value of the first criterion is smaller than or equal to his own value. DM 4 value is greater than the
received one. So, he forwards the received message to the node next to him (DM 6). This process
is repeated for all other nodes except the initiator. When DM 5 receives the election message from
DM 2, he forwards the message to DM 1 despite it having the best value, because DM 1 precedes
DM 5 in the ring. This can be observed from Figure 41.

Initiator

Msg(1, value[1]=17, 1, 1) InitMsg(1, value[l]=17, 1, 1)
g 4

Ualuel[l} =17

Ualues[l] = 17 = value-l[l] valu&;[l] =18 > 17

Msg(1, value[1]=17, 1, 1)

Msg(1, value[1]=17, 1, 1)

Ualueg[l] =20 > 17

Msg(1, value[1]=17, 1, 1) @

values[l} =19

valuee[l] =21 > 17

Msg(1, value[1]=17, 1, 1)

Figure 41: Election Initiation and First Election Round

Eventually, the message reaches DM 1, and he adds the weight of “Expert Response Time”
0.013 to his own score. The score of DM 1 then becomes 0.013. Afterwards, the initiator moves
to the next more important criterion. Handling the second round of election which concerns the 2™
least important criterion (number of vulnerabilities) is illustrated in Figure 49. In this round, when
DM 2 receives the message initiated by DM 1, it compares the value within the message with its
own value of the second criterion. DM 2 has a better value so it creates a new message by setting
the best value holder parameter to his own UID (2). He updates the best value for that criterion to
14. Then, he sends the updated message Msg (2, 14, 2) to the next node (DM 5). When DM 5

receives the new message from DM 2, it creates a new message with its own UID and value Msg(5,
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10, 2) , then sends it to the initiator. At the end of this round DM 1 adds the weight of “number of

vulnerabilities” to DM 5 score. This process is repeated for all 12 election criteria.

Figures Figure 42 to Figure 48 demonstrate the execution of GFEA using mpi4py on the
second performance matrix. The algorithm was simulated on a local machine using mpi4py. The

machine has a 64-bit Intel core 15 6600HQ processor and 16GB of RAM.
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Figure 46 Mpi4Py Execution of Rounds Nine and
Ten

Round: 11

sent a message
received message from
sent a message to 5
received message from
sent a message to 2
received message from
sent a message to 1
received message firom
sent a message to 4
received message from
sent a message to @
received message from
Winner of round 11 is:
Round: 12

sent a message
received message from
sent a message to 5
received message from
sent a message to 2
received message from
sent a message to 1
received message from
sent a message to 4
received message from
sent a message to ©
received message from
dinner of round 12 is:

b RRERNNMNMUNAWNWS

@ hphREMNMNMUNWNWND

-

Figure 47 Mpi4Py Execution of

Rounds Eleven and Twelve

GFEA Score of every DM:

[©.322 ©.266 ©.103 ©.846 0.262 O.
Leader is: 1 and Backup is: 2
received leader message from 3
sent a leader message to [[2]]
Leader is: 1 Backup is: 2
received leader message from 2
sent a leader message to [[4]]
Leader is: 1 Backup is: 2
received leader message from 5
sent a leader message to [[1]]
Leader is: 1 Backup is: 2
received leader message from ©
sent a leader message to [[5]]
Leader is: 1 Backup is: 2
received leader message from 1
sent a leader message to [[@]]
Leader is: 1 Backup is: 2
received message from 4
Election time : 140.6947998329997 ms
Number of messages : 154

5
5
6
1
1
2
2
2
el
e
e
A
A
A
5
%]

Attempting to use an MPI routine after finalizing MPI

Figure 48 Leader Announcement Phase

120



Case Study: Collaborative E-maintenance

Initiator
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Figure 49: Second Round of the Election

When the initiator receives the message of the final criterion Msg(2, 19, 12) which is the
most important criterion, it adds the criterion weight 0.147 to the score of DM 2. In addition, it
selects itself as the leader and DM 2 as the backup leader because they have the highest and second-
highest scores. Next, it sends their UIDs in a leader announcement message leader msg(1, 2). This

phase is illustrated in Figure 50.
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leader-msg(l, 2)

leader_msg(1, 2)

Backup @

leader_-msg(1l,2)

Leader

leader-msg(l, 2))

leader_msg(1,2)

leader_-msg(1, 2))

Figure 50: Leader & Backup Leader Announcement

The final score of each DM is shown in Table 24. The elected facilitator is DM 1 who was

initially the initiator, and the backup leader is DM 2 who got the second highest score. The initiator

ranked the DMs including itself based on their score. This ranking is presented in Table 25.

If classical ring algorithms such as LeLann, LCR and HS that base their election on the

UID were used on our case study, then DM 6 would be elected because he has the highest UID.

However, DM 6 had a score of zero, and he is considered the worst expert based on GFEA. This

is because he doesn’t have the best value in any of the 12 election criteria. Consequently, this

shows that relying solely on the UID can give the worst results.

Table 24 Algorithm Score for Each DM

Decision Maker | DM 1 DM 2 DM 3 DM 4 DM 5 DM 6
UID
Algorithm Score | 0.322 0.266 0.103 0.046 0.262 0
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Table 25 Ranking of the DMs Based on GFEA Score
Rank 1 2 3 4 5 6
Decision Maker DM 1 DM 2 DM 5 DM 3 DM 4 DM 6

4.7.3. Leader Failure Scenario
This subsection illustrates an example scenario in which the leader DM 1 loses his connection to
the network. In this case the next adjacent node DM 4 doesn’t receive a heartbeat message from
the leader for a period of time exceeding the threshold. Consequently, DM 4 considers that the
leader has failed. Next, DM 4 sends a leader failure message leader failure msg(2) containing the
UID of the new leader DM 2 (backup) who replaces the facilitator automatically without executing
the election algorithm again (see Figure 51). When DM4 receives the leader failure message, it

discards it. Finally, each node keeps sending a periodic heartbeat to its next node (see Figure 52).

Failed Leader

Backup

leader _failure_msg(2)

Figure 51 Leader Disconnects from the Network
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DMS5 Heartbeat

Leader Heartbeat

DM4 Heartbeat

New Leader

DM3 Heartbeat DM6 Heartbeat

Figure 52 Backup Replaces the Failed Leader

4.7.4. Initiator Failure Scenario
In the case that the initiator DM 1 would fail during the election, then DM 4 would detect the
initiator failure after not receiving its heartbeat for a period exceeding the heartbeat timeout period.
Consequently, DM 4 changes its state to become the new initiator, and creates a new election
initiation message containing its UID, its own value of the least important criterion and its UID as
the election initiator, in order to inform other nodes. Figure 53 illustrates this scenario using our

performance matrix.
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Failed Initiator

New Initiator

Msg(5, value [1]=17, 1)

Values[1]=17 Valuey[1]=18

Msg(1, value;[1]=18, 1) Init_msg(1, 18, 1)

Value,[1]=20 Valueg[1]=21

Value;[1]=19

Msg(1, value4[1]=18, 1) Msg(1, value,[1]=18, 1)

Figure 53 DM 4 Replaces the Failed Initiator

4.7.5. Initiator Recovery Scenario
In this scenario, we assume that the initiator (DM 1) failed during round six which concerns the
distance. If DM 1 recovers during the same round in which it failed, then when the new initiator
DM 4 receives the election message coming from the recovered initiator, it changes its state to DM

and forwards the message to DM 6. Figure 54 illustrates this scenario.
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Recovered Initiator

WS, S00,8) Msg(1, value,[6]=500, 6)

h 4

Current Initiator

Value,[6]=500
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Value,[6]=3477
r.round = self.round
state[self.uid] = “DM”

Msg(1, 500, 6) Msg(1, 500, 6)

Value,[6]=3938 Values[6]=1846

Value;[6]=4401

Msg(1, 500, €) Msg(1, 500, 6)

Figure 54 Initiator Recovers During the Same Failure Round

Now let’s suppose that DM 1 has failed during the first round which concerns the response
time criterion. If DM 1 recovers during round 6 that concerns the distance criterion. Then when
the new initiator DM 4 receives the election message holding the round number 1 coming from
DM 1, it discards that message and carry on with the current election. When DM 1 receives a
message containing the initiator UID of DM 4, it changes its state to DM and continue to participate

in the current election. Figure 55 illustrates this scenario.
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Recovered Initiator

Msg(1, value[1]=17, 1)

Current Initiator
Value;[6]=500

Value,[6]=3477
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Msg(6, 1846, 6

Rec_msg(1)
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Value,[6]=3938 Value;[6]=1846

Value;[6]=4401

Msg(6, 1846, 6) Msg(6, 1846, 6)

Figure 55 Initiator Recovery in Another Round

4.7.6. Results & Discussions
From Figure 56 and Table 21 it is seen that the elected leader (DM 1) is the closest DM to the
breakdown site. This can come handy if an expert physical presence is required on site or if he
loses his connection to the GDSS. Plus, it reduces the cost of time and travel fees for the expert to
arrive at the site. Similar to DM 5, he also has the best response time. Additionally, DM 1 has the
least network lag (13 ms), which allows him to work with other DMs almost in real-time. This is
mainly because of two factors: he has the best type of internet connection (fiber optic) and he has
the shortest distance to the breakdown site [107]. However, in the security category, DM 1 doesn’t
perform well compared to other DMs. Which means that his machine makes the GDSS vulnerable

to confidential information leaks and malicious modifications.

127



Case Study: Collaborative E-maintenance

Coordinator Experience

Response Time, Distance

Open Ports Treated Breakdowns

Vulnerabilities Expert Experience
1

" 04 06 0.8

Severities Sum Upload Speed

Connection T‘_\-’DE‘ Download Speed

Network Laten cy

Figure 56 Radar Chart Showing Normalized Dataset Values of Expert 1

Based on Figure 57 and Table 21, the backup leader (DM 2) has the most coordination
experience, ensuring a well-planned meeting, better handling of conflicts and highlighting each
DM’s opinion using the right questions. Furthermore, DM 2 has participated the most in treating
industrial breakdowns and has been an industrial expert longer than DM 1, giving him an edge
when it comes to technical questions, fetching required information from database and breakdown
diagnosis. Additionally, in the security category, DM 2 performs better than DM 1. Since his
machine has fewer vulnerabilities with less severity and fewer open ports. Which means that his
machine makes the GDSS less vulnerable to malicious attacks. However, both his download and
upload speeds are considerably slower when compared to other experts like DM 5. This can be
time consuming when uploading or downloading files. On top of this, his network delay is slightly
high, resulting in a lag during real time audio and video communications with the technician and
with other DMs. Moreover, DM 2 has an average response time when asked to join a decision-

making session.
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Figure 57 Radar Chart Showing Normalized Dataset Values of Expert 2

4.7.7. Brief Comparison with Other Ring Election Algorithms

Table 26 compares GFEA with other classic ring election algorithms in terms of execution time,

number of exchanged messages and maximum resident memory. These algorithms were coded in

Python using the library of mpidpy. These algorithms were run using Microsoft MPI

implementation which is based on MPICH. The tests were conducted on a local machine composed

of a 64-bit Intel 6600HQ processor, and 16 GB of RAM.

Table 26 Performance Comparison with Classic Ring Election Algorithms

Election Execution Time for Six Number of Exchanged Max Resident
Algorithm Nodes (ms) Messages Memory (MB)
GFEA 131 154 35
Ring 175 24 34.56
LCR 213 34 34.79
Bully 21 96 18.38
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From Table 26 we can see that GFEA is faster than Ring and LCR, however, it is slower
than Bully. GFEA also consumes more memory and exchanges more messages than other
algorithms. This is mainly because GFEA goes through 12 election rounds as it considers multiple

election criteria rather than just basing the election on the UID like the Ring, LCR and Bully.

Ring election algorithms have a similar memory consumption, while Bully consumes the
least amount of RAM. It is noticeable that Bully’s execution is much faster than other algorithms.
The reason for this is that the implementation used for Bully didn’t include probing or a timeout
period to get a response from higher ranked nodes. In addition, the implementation didn’t simulate
any node failure, so all nodes were responding as soon as they receive a message. Moreover, Bully
was implemented on a complete graph topology, thus a node can send multiple messages to
multiple nodes at a time instead of forwarding a message from one node to the next in order to

reach the destination.

Table 27 compares the proposed GFEA algorithm with modern election algorithms that exist
in the literature. The comparison is based on the functionality it satisfies, time complexity of the
worst case in Big O(n) notation, the message complexity in the worst case, UID of the elected

leader and UID of the backup.
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Table 27 Comparison of Results with Existing Algorithms

Satisfied Worst Time Worst Message Elected Backup
Algorithm Functionality | Complexity Complexity Leader Leader
GFEA All O(mn?) O(mn?) DM1 DM2
Ring None O(n?) O(n) DM6 No
LCR None O(n?) O(n) DM6 No
Bully None o(1) O(n?) DM6 No
FRLLE [68] Recovery O(n) O(n?) DM1 No
Top-K [74] Backup Not Specified Not Specified DM6 DM3
SEALEA [72] Backup Not Specified Not Specified DM6 DM3
DRLEEF [75] Backup Not Specified Not Specified DM3 DM5
Privacy- Tie-break Not specified O(d(G).n.p) DM4 No
Preserved [69]
Multi-attribute Multi- O(n.D) O(n.]) DM2 No
[108] criteria

If LeLann, LCR, Bully or HS algorithms [80-83] were applied on our case study, then DM 6
would have been elected as the leader. Despite DM 6 not having the best value in any criterion and
having the worst score (zero score), he would still be elected in UID based algorithms, because he
has the biggest UID. Additionally, if the smallest UID was considered as the election criterion,
then DM 1 who’s the most suitable expert for the role, would win the election. However, this
approach is not reliable, as the UID in our case indicates the joining order. Meaning that if DM 6
was the first to join the session, then he would be elected as the leader despite him being the worst
fit for the leader role. Consequently, the UID alone cannot be the determining factor for the
suitability of a DM for the leader role. Additionally, in GFEA, only one node can detect the leader
failure, and only one node can initiate the election at a time. This is a considerable advantage when
knowing that in classical ring election algorithms multiple nodes can detect the leader failure and

initiate multiple elections at the same time [81].
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4.8. Conclusion

Having to transport foreign experts to the breakdown site costs both time and money. It can also
be dangerous in some situations. With the advancements made in the information and
communication technologies, the experts’ interventions can be done remotely through internet.
But the challenge relies in the necessity for a group of experts to collaborate together remotely.
This issue can be solved by using a GDSS which will aid the experts in collaborating and making

a decision without having to move to the breakdown site.

The GDSS requires organization and coordination, usually done by the means of a human
facilitator who’s one of the decision makers. His counterpart in the collaborative e-maintenance
process is the coordinator, who has several important tasks on hand. This means that the chosen
expert to be the coordinator has to be competent and qualified for the position. This qualification
is evaluated based on several criteria which constitute the election criteria. In order to consider all
criteria, we used the multi-criteria approach as a solution. We fixed the criteria by eliciting the

experts’ preferences through the DELPHI method.

In this chapter, we presented the process of collaborative e-maintenance in which the
coordinator plays a similar role to that of the GDSS facilitator. The coordinator’s role in
collaborative e-maintenance involves around coordinating and managing multiple distant experts
with the aim of leading them to reach a consensus about a plan of repairing actions. We illustrated

the coordinator’s missions through a BPMN model and we presented some related works.

The previously proposed multi-criteria approach was tested on a performance matrix
composed of four experts. AHP with the aggregation procedure AIP were used to assign weights
to the election criteria. Next, a comparison was made between MAUT, SAW, PROMETHEE and
TOPSIS in the context of ranking the experts from best to worse by merit to take on the facilitator
role. Authors found that PROMETHEE II was more suitable for this problematic when compared
to the other methods. PROMETHEE II had a better execution time and is easier to use by the DMs
when compared to MAUT. Additionally, we proposed the software tool GFET, which is designed

to facilitate the election of the facilitator.

On the other hand, the proposed algorithm GFEA was also evaluated in the same field. The

proposed algorithm was applied on another performance matrix consisting of six experts. MEREC
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was applied on the second performance matrix to obtain the criteria weights. This approach
resulted in electing the expert who excels in four criteria, and reserving a backup that excels in
three criteria. If the election was solely based on the maximum UID like in the classical ring

algorithms, then this would result in choosing the expert that doesn’t satisfy any criterion.

Nonetheless, the proposed algorithm has certain limitations. Its robustness compromises
performance and adds network overhead. GFEA is much slower and uses much more messages
when compared to other ring algorithms such as Ring, LCR and FRLLE. Mainly because of
considering multiple election criteria and taking into account the failure of the initiator. However,
the performance can be improved by optimizing the algorithm and reducing its time and message

complexity.
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Conclusion and Perspectives

Certain decision problems require the intervention of multiple decision-makers or stakeholder that
aren’t necessary located in the same room. These decision-makers can be geographically dispersed
in different countries. Such case is the process of collaborative e-maintenance. This process is
started when an industrial machine stops functioning, thus requiring urgent repair to keep the
production running. This usually requires calling remote experts from different fields. In order to
support such cases, a solution would be to use a GDSS as cooperative work system. This system
involves decision-makers who are coordinated and aided by a human facilitator. The GDSS

facilitator is responsible for several tasks and is crucial to conduct the decision-making session.

As the problematic of electing a GDSS facilitator involves more than one criterion, it can
be considered a multi-criteria decision problem. This led us to consider employing MCDA
methods. Consequently, in this research we proposed a new multi-criteria approach to elect a
GDSS facilitator. First, we conducted a Delphi study to gather criteria that are considered to be
useful in choosing the appropriate DM for the facilitator role. The 12 election criteria fall into three
categories: experience, security and network performance. Next, chose the collaborative e-
maintenance field as a case study to test the proposed approach. We applied four MCDA methods
to a performance matrix consisting of four experts that were involved in a breakdown repair. The
four methods that were used are MAUT, SAW, PROMETHEE II and TOPSIS. After using each
method, we compared their results based on nine metrics (time complexity, execution time,
memory footprint, number of satisfied criteria, objectives attainment percentage, number of
parameters, DM involvement, elected leader and backup leader). These metrics reflect the
performance of the method and the quality of the decision. Based on the obtained results from our
case study, PROMETHEE II seemed to be faster and simpler to use when compared to MAUT.
Another contribution we made, is the development of a new election tool called GFET. This tool
is intended to be used by the expertise center. We proposed to integrate this tool in the collaborative
e-maintenance model using a UML collaboration diagram. GFET automates the proposed multi-

criteria approach and makes it easier to use through a user-friendly graphical interface.

Despite the multi-criteria approach being suitable for this kind of problematic. It still has

some flaws including being vulnerable to biases and human behavior problems. This flaws stem
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from the subjective side of MCDA methods, as they require subjective parameters and input from
human DMs. During this research, we found that the problematic of electing a leader node in a
distributed system and electing a GDSS facilitator share multiple similarities. Due to these
similarities and the formality of election algorithms, we considered using an election algorithm to

elect the GDSS facilitator.

Existing leader election algorithms often consider one criterion which is the UID of the
node. Other works that involves multiple election criteria don’t use a formal weighting method.
Consequently, we proposed a new algorithm called GFEA which is designed with the main
objective of election a GDSS facilitator. The proposed algorithm chooses a leader based on
multiple election criteria. These criteria are weighted using MEREC which is an objective
weighting method that only takes the performance matrix and criteria type as an input. Moreover,
GFEA always reserves a backup node in case the leader fails or gets disconnected. Furthermore,
it can handle the initiator failure and recovery. This shows the robustness of the proposed
algorithm. We compared GFEA with related works in terms of functionality. The comparison
shows that no other distributed election algorithm integrates all the features required by our

problematic.
Perspectives and Future Work

Regarding the multi-criteria approach, an interesting path would be to explore the use of fuzzy
variations of MCDA methods. Another perspective, is to broaden the criteria elicitation study to
include multiple companies and fields from different countries which would result in a more
comprehensive and generalized set of election criteria. Furthermore, the GFET tool should

validated by conducting usability tests with maintenance experts.

We identify several areas for future development of the GFEA algorithm. First, its
performance should be evaluated against other algorithms, comparing factors like election time
and number of exchanged messages, especially in large-scale networks. Second, a comparison
should be conducted between distributed election algorithms and multi-criteria approach for
selecting a GDSS facilitator. To further validate and refine the GFEA algorithm, real-world expert
feedback is crucial. Additionally, the algorithm's adaptability to different network topologies

warrants investigation. Moreover, future work should consider how to accommodate the addition
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of new decision-makers within the network during the election process. Furthermore, the multi-
criteria approach should be compared to the distributed election approach. Finally, other objective
methods should be tested with GFEA in order to see how changing the weights affects the final
ranking of the DMs.
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5. Appendix

5.2. Delphi Questionnaire

The actual questionnaire that was used was written in French and not English.
Last Name: First Name:
Email: Round:

When using a Group Decision Support System during the construction of a Plan of Repair Action,
one expert must be elected as the group facilitator. In this study, we seek to determine the most
relevant and important criteria for electing the group facilitator who can also be the coordinator of
the process. For each proposed criterion, indicate whether it is useful or not in selecting the most

suitable expert for the role of GDSS facilitator.

1- Experience as a decision-maker: Number of times the expert has participated in a group

decision-making process (General)
Useful U Not Useful [
2- Level of education (Bachelor, DEA, Engineering, Master, Magister, PhD).
Useful OJ Not Useful [J
3- Number of languages spoken.
Useful OJ Not Useful [J
4- Level of languages spoken (A1, A2, B1, B2, C1, C2).
Useful O Not Useful [J

5- Number of breakdowns treated: Number of times the expert participated in a successful

collaborative maintenance process which resulted in fixing a failed machine.

Useful O Not Useful I
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6- Distance between the expert and the breakdown site (KM).
Useful [ Not Useful [

7- Coordination experience: Number of times the expert participated in the maintenance of an

outage as a group coordinator.

Useful O Not Useful [
8- Maximum number of participants coordinated.

Useful U Not Useful [
9- Facilitation and coordination certificates.

Useful U Not Useful [
10- Certificates or diplomas in computer science.

Useful O Not Useful [J
11- Expert response time (minutes).

Useful O Not Useful [
12- Number of open ports on the expert's machine (security).

Useful O Not Useful [
13- Number of vulnerabilities on the expert's machine (security)

Useful OJ Not Useful [J
14- Status of vulnerabilities found (Fixed or not fixed).
Useful O Not Useful [
15- Sum of severities of vulnerabilities (CVSS) detected on the expert's machine (security).

Useful O Not Useful I
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16- Wi-Fi security protocol on an expert’s router (WEP, WPA, WPA2 & WPA3).
Useful O Not Useful [J
17- Operating system used (Windows, Linux, or MacOS).
Useful O Not Useful [J
18- Operating system update date.
Useful U Not Useful [
19- Operating system security update date.
Useful OJ Not Useful [J
20- Network type used (Public or private).
Useful OJ Not Useful [J
21- Connection type (Mobile/ADSL/Satellite/Fiber): This indicates network stability.
Useful OJ Not Useful [J
22- Connection interface (Ethernet or Wi-Fi).
Useful OJ Not Useful [J

23- Average network latency (ms): Causes delays during audio and video calls and sending

messages.
Useful OJ Not Useful [
24- Number of server hops to reach the GDSS server.
Useful U Not Useful [

25- Download Speed (Mbps): Affects the quality of the audio and video received, as well as the

time required to receive files.

Useful O Not Useful I
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26- Upload Speed (Mbps): Affects the quality of the video and audio transmitted, and the time

required to send a file.

Useful O Not Useful [

- Are there any other election criteria you would like to suggest? If yes, please mention them

bellow:
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5.3. Delphi Results
Table 28 Delphi Results
Round 1 Round 2
Useful Not Useful | Useful Not Useful
Proposed Nbr | Percentage | Nbr | Per | Nbr | Percentage | Nbr | Per Results
Criterion
Experience as a | 19 | 95% 1 5% |18 | 90% 2 10% | Retained
DM
Treated 15 | 75% 5 25% | 16 80% 4 20% | Retained
Breakdowns
Distance to site | 10 | 50% 10 | 50% | 15 75% 5 25% | Retained
Coordination 18 | 90% 2 10% | 19 95% 1 5% Retained
Experience
Response Time | 13 | 65% 7 35% | 15 75% 5 25% | Retained
Open Ports 11 55% 9 45% | 16 80% 4 20% | Retained
Vulnerabilities | 12 | 60% 8 40% | 17 85% 3 15% | Retained
Severity Sum 14 | 70% 6 30% | 17 85% 3 15% | Retained
Connection 9 45% 11 |55% | 15 75% 5 25% | Retained
Type
Avg Net | 10 | 50% 10 |50% | 18 | 90% 2 10% | Retained
Latency
Download 17 | 85% 3 15% | 17 85% 3 15% | Retained
Speed
Upload Speed 15 | 75% 5 25% | 16 80% 4 20% | Retained
Connection 14 | 70% 6 30% | 13 65% 7 35% | Rejected
Interface
Education 10 | 50% 10 | 50% | 11 55% 9 45% | Rejected
Level
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Number of
Spoken

Languages

12

60%

40%

13

65%

35%

Rejected

Level of
Spoken

Languages

10

50%

10

50%

12

60%

40%

Rejected

Max Number of
Coordinated

Participants

10

50%

10

50%

11

55%

45%

Rejected

Public or
Private

Network

25%

15

75%

20%

16

80%

Rejected

Number of
Router Hops to
GDSS Server

10%

18

90%

5%

19

95%

Rejected

State of Found

Vulnerabilities

15%

17

85%

20%

16

80%

Rejected

Computer
Science

Certificates

15%

17

85%

10%

18

90%

Rejected

Coordination
and Facilitation

Certificates

10%

18

90%

5%

19

95%

Rejected

Wifi  Security

Protocol

5%

19

95%

0%

20

100%

Rejected

Operating
System

30%

14

70%

40%

12

60%

Rejected

System Update
Date

25%

15

75%

30%

14

70%

Rejected
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Security Update
Date

20%

16

80%

25%

15

75%

Rejected
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